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1 Introduction

1.1 Moab® Web Services Overview

Moab Web Services (MWS) is acomponent of Adaptive Computing Suites that enables
programmatic interaction with Moab Workload Manager viaa RESTful interface. MWS allows
you to create and interact with Moab objects and properties such as jobs, nodes, virtual
machines, and reservations. MWS is the preferred method for those wishing to create custom
user interfaces for Moab and is the primary method by which Moab Viewpoint communicates
with Moab.

MWS communicates with the Moab Workload Manager (MWM) server using the same wire
protocol as the Moab command-line interface. By publishing a standard interface into Moab's
intelligence, MWS significantly reduces the amount of work required to integrate MWM into
your solution.

This documentation is intended for devel opers performing such integrations. If you are aMoab
administrator, and for conceptual information about MWM, see the Moab Administrator's Guide.

1.2 Upgrading from Previous Versions

In order to upgrade from previous versions of MWS, the following steps must be completed.
MWS is capable of detecting and performing necessary database updates, but this process must
be triggered manually (see steps 3 and 4 below) by the admin user. It is not always necessary to
perform database updates even when MWS is upgraded to a new version.

@ Itishighly recommended to perform afull database backup before
performing database updates. This may be done using the rongodunp
utility documented in the MongoDB documentation.

1) Stop Tomcat, re-deploy mws.war, remove exploded mws directory, and
start Tomcat.

# Cent OS 6 exanpl e

service tontat6 stop

cp /tnp/ mns-install/ mws-<VERSI ON>/ mws. war /var/ | i b/ tontat 6/ webapps
rm-rf /var/lib/tontat 6/ webapps/ mws

service tontat6 start

2) Visit http://localhost:8080/mws/ in a web browser to verify that MWS is
running again.

Y ou will see some sample queries and afew other actions.

3) Log into MWS to verify configuration and check for required database
updates.

The credentials are the values of aut h. def aul t User . user nane and
aut h. def aul t User . passwor d set inthe MWS configuration file.


http://www.mongodb.org/display/DOCS/Backups
http://localhost:8080/mws/

Welcome

Moab°Web Services Documentation Log In

@ Moab Web Services

£ If you encounter problems, or if MWS does not seem to be running, see the
steps in the Troubleshooting section.

4) Perform database updates.

If database updates are required, awarning box will be shown at the top of the MWS home page.
Click "Please upgrade now" to continue.

Database updates are required for MWS to function correctly. Please up
now.

Plugins = Admin /

@ Moab Web Services f

A dialog will appear confirming if the upgrade should be applied or not.

Are you sure you want to upgrade MWS? x

If vou hawven't already, you should consider backing up the MWS
database before proceeding.

Upgrade Cancel

When the upgrade is completed, a confirmation notice will be displayed. MWS is then ready for
normal usage.

1.3 Installation Guide
These instructions describe how to install Moab® Web Services (MWS).

1.3.1 Requirements

Hardware Requirements



® Dual-core Intel/AMD x86-64 processor
® Atleast 4 GB of RAM

Software Requirements

®* Moab® Workload Manager (version must match exactly the version of MWS)
® Oracle® Java® 6 Runtime Environment

® Apache Tomcat™ 6

®* MongoDB® 2.0.2-2.0.8

@ Oracle Java 6 Runtime Environment is the only supported Java environment.

All other versions of Java, including Oracle Java 7, OpenJDK/IcedTea, GNU
Compiler for Java, and so on, are not supported.

& Microsoft Active Directory or OpenLDAP (must support the LDAPv3
protocol) isrequired if you want the Principal resource functionality in
Moab Web Services, or if you are going to install Moab Viewpoint. For a
basic tutorial on how to set up OpenLDAP, see Setting up OpenL DAP on
Centos 6 in the Viewpoint Management and User Guide.

1.3.2 Quickstart Guide

1) Install MongoDB version 2.0.8.

&y MWS does not yet support MongoDB 2.2 or later. Be sureto install the 2.0.8
packages. The RPM package names are
nongo20- 10gen- 2. 0. 8- nongodb_1. x86_64. r pmand
nmongo20- 10gen- server-2. 0. 8- nongodb_1. x86_64. rpm

® |nstall MongoDB on RedHat Enterprise, CentOS, or Fedora Linux
® |nstall MongoDB on Debian or Ubuntu Linux

2) Start MongoDB.

# Cent OS 6 exanple

chkconfi g nongod on
service nongod start

@ Theinstructions provided above for installing MongoDB describe a base
installation only. See the MongoDB section of the security page.

3) Install and configure Moab Workload Manager (MWM).


http://www.adaptivecomputing.com/resources/docs/viewpoint/cloud/help.htm#topics/1-setup/installSetup/settingUpOpenLDAPOnCentos6.htm
http://www.adaptivecomputing.com/resources/docs/viewpoint/cloud/help.htm#topics/1-setup/installSetup/settingUpOpenLDAPOnCentos6.htm
http://docs.mongodb.org/manual/tutorial/install-mongodb-on-redhat-centos-or-fedora-linux
http://docs.mongodb.org/manual/tutorial/install-mongodb-on-debian-or-ubuntu-linux

® You must deploy Moab Web Services (MWS) on the same server as
Moab Workload Manager (MWM).

® Theversion of MWS must match exactly the version of MWM. For
example, MWS 7.1.1 works only with MWM 7.1.1.

4) Generate a secret key to be used for communication between MWM and
MWS.

# Al these steps are required. Do not skip any steps.

service noab stop

dd i f=/dev/urandom count=18 bs=1 2>/dev/null | base64 > /opt/npab/etc/.noab. key
chown root:root /opt/noab/etc/.npab. key

chnod 400 /opt/ noab/ et c/. nbab. key

service noab start

5) Install Apache Tomcat 6.

# Cent OS 6 exanpl e

yuminstall tontat6

6) Install the 64-bit RPM version of the Oracle Java SE 6 JRE.

@ Oracle Java 6 Runtime Environment is the only supported Java environment.

All other versions of Java, including Oracle Java 7, OpenJDK/IcedTea, GNU
Compiler for Java, and so on, are not supported.

# Cent OS 6 exanple
sh jre-6u45-1inux-x64-rpm bin

7) Create the MWS home directory and its subdirectories et ¢, hooks,
pl ugi ns, and | og.

& The default location for the MWS home directory is/ opt / mas. These
instructions assume the default location.

® Givethe Tomcat user read access to these directories and write access to the pl ugi ns
and | og directories.

® Hereisasample script for these steps:



http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-419409.html#jre-6u45-oth-JPR

nkdir -p /opt/ms/etc /opt/mws/ hooks /opt/mas/plugins /opt/ms/| og

chown -R tontat:tontat /opt/mws # Depending on your OS, the Tontat usernanme might be
toncat 6.

chnmod - R 555 /opt/ nmws

chnmod u+w / opt/ mas/ pl ugi ns /opt/ mas/ | og

8) Extract the contents of the MWS tarball into a temporary directory.

nkdir /tnp/ mws-install

cd /tnp/ mas-install

tar xvzf $HOVE/ Downl oads/ mas- <VERSI ON>. tar. gz
cd /tnp/ mas-instal |l / mas- <VERSI ON>

9) Set up the MWS configuration file.

® |n the extracted MWS directory are two sample configuration files:
mas- conf i g- ¢l oud. gr oovy and mns- conf i g- hpc. gr oovy.

* mns- confi g-cl oud. gr oovy provides sample configuration for the Moab
Cloud Suite.

®* mns- confi g- hpc. gr oovy provides sample configuration for the Moab HPC
Suites.

® Choose the correct file for your suite, renameit to mvs- conf i g. gr oovy, and copy
itto/ opt/ mns/ et c.

® Givethe Tomcat user read accessto/ opt / mas/ et ¢/ mas- confi g. gr oovy.

® Inthe/ opt/ mns/ et ¢/ mas- confi g. gr oovy file, change these settings:

®* noab. secr et Key: needs to match the MWM secret key you generated earlier
(containedin/ opt / noab/ et ¢/ . noab. key)

® aut h. def aul t User. user namne: any valueyou like, or leave asis

® aut h. def aul t User . passwor d: any value you like, but choose a good
password

vi [opt/ ms/etc/ mws-config. groovy

Hf)ab. secret Key = "<ENTER- KEY- HERE>"
noab. server = "l ocal host"
noab. port = 42559

/'l Change these to be whatever you like.
aut h. def aul t User . usernane = "admi n"
aut h. def aul t User . password = "adm npw'

@ If you do not change aut h. def aul t User . passwor d, then your MWS
IS not secure, since anyone reading these instructions can log into your MWS.
Here are some tips for choosing a good password.

10) Add the following lines to the end of / et c/ t ontat 6/t ontat 6. conf :


http://www.us-cert.gov/cas/tips/ST04-002.html

CATALI NA_OPTS="- DMW\5_HOVE=/ opt / mns - Xns256m - Xnx3g - XX: MaxPer nSi ze=384n
JAVA HOVE="/usr/javall atest"

. Some Linux distributionsuse/ et ¢/ def aul t/ t ontat 6 or
[ et c/ sysconfi g/ tontat 6 instead of
/etc/toncat 6/tontat 6. conf.

11) Start Tomcat and deploy mns. war .

# Cent OS 6 exanpl e

chkconfig tonctat6 on
service tontat6 stop
cp /tnp/ mas-install/ mvs-<VERSI ON>/ mas. war /var/ i b/tontat 6/ webapps
service tonctat6 start

12) Visit http://localhost:8080/mws/ in a web browser to verify that MWS is
running.

Y ou will see some sample queries and afew other actions.

13) Log into MWS to verify that the MWS credentials are working.

The credentials are the values of aut h. def aul t User . user nane and
aut h. def aul t User . passwor d that you set above.

Welcome

Moa bp we b Se rv i ces Documentation  Log In

@ Moab Web Services

% |f you encounter problems, or if MWS does not seem to be running, see the
steps below in the Troubleshooting section.

1.4 Troubleshooting

If something goes wrong with MWS, look in the following files:

1. The MWSIog file. By default thisis/ opt / mas/ | og/ mas. | og.

2. TheTomcat cat al i na. out file, usualyin/var/ | og/tontat 6 or
$CATALI NA HOVE/ | ogs.


http://localhost:8080/mws/

&y If you removethel og4j configuration from mas- confi g. gr oovy,
MWS will writeitslog filestoj ava. i o. t npdi r . For Tomcat,
java.io.tnpdir isgeneraly setto $CATALI NA BASE/ t enp or
CATALI NA_TWMPDI R.

Hereisalist of some errors and their fixes:

MongoDB: Errors during MWS startup

If the application fails to start and gives error messages such as these:

Error creating bean with nane 'npbngoDat astore
can't say sonething; nested exception is com nongodb. MongoExcepti on

MongoDB is most likely not running, or the host and port are misconfigured. Start MongoDB or
reconfigure MWS and restart MWS.

MongoDB: Out of semaphores to get db connection

To resolve this error, adjust the values of connect i onsPer Host or
t hr eadsAl | owedToBl ockFor Connecti onMul ti pli er by adding themto
mas- confi g. groovy. Example:

grail s. nongo. opti ons. connect i onsPer Host = 60
grail s. nongo. opti ons. t hreadsAl | owedToBI ockFor Connecti onMul tiplier = 10

For more information on these options, refer to these documents:

® The Configuration page under Moab Web Services in the Quick Reference menu, which
briefly discusses afew MongoDB driver options.

® The MongoOptions documentation, which contains full details on all MongoDB driver
options.

® You must restart Tomcat after adding, removing, or changing
grail s. nongo. opt i ons parameters.
® Asshipped, mns- conf i g. gr oovy does not contain any
grai |l s. nongo. opt i ons parameters. To adjust their values, you
need to add them to mns- confi g. gr oovy.
® The default value of connect i onsPer Host isnormally 10, but
MWS setsit internally to 50.
® The default value of
t hr eadsAl | owedToBl ockFor Connecti onMul ti plier isb5.
® Any of the options listed in MongoOptions can be specified in
mas- confi g. gr oovy. Just use the prefix
grai |l s. nongo. opt i ons asshown above.


http://api.mongodb.org/java/current/com/mongodb/MongoOptions.html
http://api.mongodb.org/java/current/com/mongodb/MongoOptions.html

MongoDB: Connection wait timeout after 120000 ms

See the section "MongoDB: Out of semaphores to get db connection” above.

java.lang.OutOfMemoryError: Java heap space

Increase the size of the heap using VM options - Xns and - Xnx. Here are the suggested values

from the Quickstart Guide:

CATALI NA_OPTS="- DMA5_HOVE=/ opt / mas - Xms256m - Xnmx3g - XX: MaxPer nSi ze=384n{

® - Xms: Setinitial Java heap size.
® - Xnx: Set maximum Java heap size.

java.lang.OutOfMemoryError: PermGen space

Increase the size of the permanent generation using VM option - XX: MaxPer nSi ze. Here are
the suggested values from the Quickstart Guide:

CATALI NA_OPTS="- DMA5_HOVE=/ opt / mns - Xms256m - Xmk3g - XX: MaxPer n5i ze=384ni

SEVERE: Context [/mws] startup failed due to previous errors

If cat al i na. out containsthiserror, look in/ opt/ mas/ | og/ mns. | og and
[ opt/ mas/ | og/ st acktrace. | og for more details on the error.

Moab Reached Maximum Number of Concurrent Client Connections

When this error message is encountered, ssimply add anew lineto the noab. cf g file:

CLI ENTMAXCONNECTI ONS 256

Thiswill change the Moab configuration when Moab is restarted. Run the following command to
immediately use the new setting:

changepar am CLI ENTMAXCONNECTI ONS 256

4y The number 256 above may be substituted for the desired maximum number
of MWM client connections.

1.5 Configuration
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This section describes the location of the Moab Web Services configuration files. It also shows
some examples of how to configure logging.

& Toseeafull referenceto all configuration and logging parameters available
in MWS, see the Configuration page under Moab Web Services in the Quick
Reference menu.

Home Directory

The MWS home directory contains configuration files, log files, and files that serve features of
MWS such as hooks and plugins. Y ou should set the location of the MWS home directory using
the MAS_ HOVE property as shown in the Quickstart Guide. If you do not set MAE_ HOVE as a
Java property or as an environment variable, then MWS will use/ opt / mas as the default
MAS_HOME.

Configuration Files

The primary configuration fileis MA6_ HOVE/ et ¢/ mas- confi g. gr oovy. If thisfileis
missing or contains errors, MWS will not start. If MAG_ HOVE/ et ¢/ | og4j . properties
exists, MWS will load it aswell.

Logging Configuration Using mas- confi g. gr oovy

Shown below is an example that logs all error messages and fatal messages to
[ opt/ mas/ | og/ mas. | og. It alsologsall stack tracesto
[ opt/ mas/ | og/ st acktrace. | og. Notethat this exampleis not configured to log events.

Minimal Logging Configuration

log4j = {
appenders {

rollingFile nanme: 'stacktrace',
file: '"/opt/ms/log/stacktrace.log',
maxFi | eSi ze: ' 1G8

rollingFile nanme: 'rootLog',
file: "/opt/ms/log/ mns. | og',
threshol d: org. apache. | og4j . Level . ERROR,
maxFi | eSi ze: '1G8

root {
debug 'root Log'

Alternatively, you may configure a console appender instead of arolling file as shown below.

11



Console Logging Configuration

| og4j = {

appenders {
roll'ingFile nane: 'stacktrace'
file: '/opt/ms/I og/stacktrace. | og'
maxFi | eSi ze: ' 1GB
consol e nane: 'consol eLog’
threshol d: org. apache. | og4j. Level . ERROR

root {
debug ' consol eLog

® You may configure logging using either
MAS HOVE/ et ¢/ mas- confi g. gr oovy or
MAS_HOME/ et c/ | og4j . properti es.

® |f you do not defineany | og4j configuration, MWS will writeitslog
filestoj ava. i 0. t mpdi r. For Tomcat, j ava. i o. t npdir is
generally set to SCATALI NA BASE/ t enp or CATALI NA TMPDI R

LDAP Configuration Using mans- confi g. gr oovy

Using a Supported LDAP Directory Type

To configure an MWS connection to an LDAP server, add the following parameters to
mas- confi g. groovy:

& Throughout the following examples in this topic, you will see
dc=acme,dc=com. "acme" is only used as an exampleto illustrate what you
would use as your own domain controller if your domain name was
"acme.com.” Y ou should replace any references to "acme" with your own
organization's domain name.

Idap.server: The hostname or 1P address of the LDAP server.

Idap.port: The port the LDAP server islistening on.

Idap.baseDNs: A list of distinguished names that are the root entries for LDAP searches.
Idap.bindUser: The distinguished name of the bind user.

Idap.password: The password of the [dap.bindUser.

Idap.directory.type: The type of LDAP directory (e.g. "Microsoft Active Directory").

The ldap.directory.type parameter can have the following values:

Microsoft Active Directory

OpenLDAP Using InetOrgPerson Schema
OpenLDAP Using NIS Schema
OpenLDAP Using Samba Schema

Here is a sample configuration for OpenLDAP.




& |f you followed the Adaptive Computing tutorial "Setting up OpenLDAP on

CentOS 6" your ldap.directory.type should be set to "OpenLDAP Using
InetOrgPerson Schema’'.

Sample OpenLDAP Configuration

| dap. server = "192.168.0.5"

| dap. port = 389

| dap. baseDNs = [ "dc=acn®e, dc=coni']

| dap. bi ndUser = "cn=Manager, dc=acne, dc=coni'
| dap. password = "**xx**x"

| dap. directory.type = "OpenLDAP Usi ng | net Or gPerson Schema"

Here is a sample configuration for Microsoft Active Directory.

Sample Active Directory Configuration

| dap. server = "192.168.0.5"

| dap. port = 389

| dap. baseDNs = [" CN=User s, DC=acne, DC=cont', " OU=Eur ope, DC=acne, DC=conf']
| dap. bi ndUser = "cn=Adm ni strator, cn=User s, DC=acne, DC=con{'

| dap. password = "xx***x"

| dap. directory.type = "M crosoft Active Directory"

& To see how to configure a secure connection to the LDAP server, see
Connection to L DAP in the Security section.

Using an Unsupported LDAP Directory Type

If you are not using one of the supported directory types, you can explicitly configure MWS to
work with your LDAP schema by using the following parameters:



® |dap.user.objectClass: The name of the class used for the LDAP user object. Example:

® user

® person
inetOrgPerson
posixA ccount

® |dap.group.objectClass: The name of the class used for the LDAP group object. Example:

® group
® groupOfNames
® posixGroup

® |dap.ou.objectClass: The name of the class used for the LDAP organizational unit object.
Example:

® organizationalUnit

® |dap.user.member ship.attribute: The attribute field in a user entry to use when loading
the user's groups (optional if Idap.group.member ship.attribute is defined). Example:

®* memberOf

® |dap.group.membership.attribute: The attribute field in agroup entry to use when loading
the group's members (optional if Idap.user.member ship.attribute is defined). Example:

°* member
®* memberUid

® |dap.user.name.attribute: The attribute field to use when loading the username. Thisfield
must uniquely identify a user. Example:

* sAMAccountName

* uid
For example:
Advanced Active Directory Configuration
| dap. server = "nyl daphost nane"
| dap. port = 389
| dap. baseDNs = [" CN=Users, DC=acne, DC=cont', " OU=Eur ope, DC=acne, DC=conf']
| dap. bi ndUser = "cn=Admi ni strator, cn=User s, DC=acne, DC=conf'
| dap. password = "xx***"
| dap. user. obj ect O ass = "person"
| dap. gr oup. obj ect d ass = "group"
| dap. ou. obj ect Cl ass = "organi zational Unit"
| dap. user. nenbership.attribute = "nmenberof"
| dap. group. nenbershi p.attribute = "nmenber"
| dap. user. nane. attri bute = "sAMAccount Nane"

Hereisasimilar example for OpenLDAP. Note there is no user membership attribute in the
OpenLDAP InetOrgPerson schema and thus Idap.user.member ship.attributeis set to null. This
is allowable because the Idap.group.member ship.attributeis set.
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Advanced OpenLDAP Configuration

| dap. server = "nyl daphost nanme"

| dap. port = 389

| dap. baseDNs = ["dc=acne, dc=coni']

| dap. bi ndUser = "cn=Manager, dc=acne, dc=conf'
| dap. password = "xx***"

| dap. user. obj ectd ass = "inet OrgPerson"

| dap. group. obj ect 0 ass = "groupOf Nanes"

| dap. ou. obj ect Cl ass = "organi zational Unit"

| dap. user. menbership.attribute = null

| dap. group. nenber shi p.attribute = "nmenber Ui d"
| dap. user.nane. attribute = "uid"

Overriding Attributes in a Supported LDAP Directory Type

Y ou can also override attributes in supported directory types. For example, say you are using
OpenLDAP with an NIS Schema. The group objectClass for NIS defaults to "groupOfNames,”"
but you want to use "groupOfUniqueNames' instead while retaining al other defaults for NIS.
Y ou can do this by setting Idap.directory.typeto "OpenLDAP Using NIS Schema" and
overriding the Idap.group.objectClass attribute as follows:

Advanced OpenLDAP Configuration

| dap. directory.type = "QpenLDAP Usi ng NI S Schema"
| dap. group. obj ect 0 ass = "groupOf Uni queNanes"

®* LDAPisnot currently used to authenticate usersto MWS. LDAP is
only used to map principals to roles, as explained in Principals.

® Theuser classin your LDAP schema must have an attribute that
uniquely identifies auser (e.g. uid, SAMAccountName).

1.6 Security

When running MWS in production environments, security isamajor concern. This section
focuses on securing the three kinds of connections with MWS:

1. The connection between MWS and Moab Workload Manager (MWM)
2. The connection between MWS and MongoDB
3. The connections between clients and MWS

Connection with MWM

MWS communicates with MWM viathe Moab Wire Protocol, which uses a direct connection
between the two applications. The communication over this connection uses a shared secret key,
which is discussed in the Quickstart Guide. However, the communication is not encrypted and is
therefore susceptible to eavesdropping and replay attacks. For this reason, MWS is supported
only when running on the same machine as MWM. This assures that any connections between
the two applications occur internally on the server and are not exposed to external users.

Connection with MongoDB

15



By default, the connection between MWS and MongoDB is not authenticated. To enable
authentication, follow the instructions below. For further reading, see the MongoDB tutorial

Control Accessto MongoDB Instances with Authentication.

® Add an administrative user to the adm n database.

® Add an MWS user to the mns database.

® To support MWS API version 2, add an MWS user with read-only rights to the noab
database.

® Hereisan example of how to create al the required users. The usersin the noab
database are required only for MWS API version 2.

[root]# service nongod start
[root]# nongo

> use admi n;

> db. addUser ("adm n_user", "secretl");

> use noab;

> db. addUser (" noab_user", "secret2");

> db. addUser ("mas_user", "secret3", true);
> use mas;

> db. addUser ("mas_user”, "secret3");

> exit;

® Addthe MWS user credentials (the ones you just created) to the mws- conf i g. gr oovy
file. Example:

grails. nongo. user nane
grails. nongo. password

"mns_user”
"secret 3"

® Enable authentication in the MongoDB configuration file.

®* Thefileiscaled/ et ¢/ nongodb. conf on many Linux distributions.
® Inthat file, look for #aut h = t r ue and uncomment it.

® Restart MongoDB.
® Restart Tomcat.

& The passwords used here (secretl, secret2, and secret3) are examples. Choose
your own passwords for these users.

If authentication is enabled in MongoDB, but the MWS user was not properly created or
configured, MWS will not start. See the log file(s) for additional information in this case.

Client Connections to MWS

All connections to MWS, except those requesting the documentation or the main page, must be
authenticated properly. MWS uses a single-trusted-user authentication model, meaning asingle
user exists that has access to all aspects of MWS. The username and password for this user are
configured with the aut h. def aul t User propertiesin the configuration file. See the
Configuration reference guide for more information.

16


http://docs.mongodb.org/manual/tutorial/control-access-to-mongodb-with-authentication

When using the MWS user interface in abrowser, the user will be prompted for username and
password. For information on how to authenticate requests when not using a browser, see the
Authentication section in the user guide.

% The username and password in the Basic Authentication header are encoded
but not encrypted. Therefore, it is strongly recommended that MWS be run
behind a proxy (like Apache) with SSL enabled. The instructions below
provide an example of how to do this.

Encrypting Client Connections using Apache and SSL

This section shows how to encrypt client connectionsto MWS using Apache and SSL. These
instructions have been tested on CentOS™ 6.2 with the "Web Server" software set installed. The
same ideas are applicable to other operating systems, but the details might be different. As
shown in the diagram below, these instructions assume that Tomcat and Apache are running on
the same server.

Intra / Internet

Secure 55L Connection

i Secure S5L Connection
Networking

Switch/Router MWS Clients

Secure SSL Connection

Tomcat Server with MWS and Apache

® Createa self-signed certificate. See http://www.openssl.org/docsyHOWTO/certificates.txt
for more detailsif desired.

& Instead of creating a self-signed certificate, you can buy a certificate from a
certificate vendor. If you do, then the vendor will provide instructions on how
to configure Apache with your certificate.

® Run these commands:


http://www.openssl.org/docs/HOWTO/certificates.txt

cd /etc/pki/tls/certs
cp -p make-dunmmy-cert make-dummy-cert. bak
cp -p local host.crt |ocal host.crt. bak

® Edit make- dummy- cert andreplacetheanswer s() function with code similar to
this:

answers() {
echo US
echo U ah
echo Provo
echo Adaptive Conputing Enterprises, Inc
echo Engi neering
echo testl. adapti veconputing. com
echo

® Run this command:

./ make- dunmy-cert | ocal host.crt

® Configure Apacheto usethe new certificate and to redirect MW S requeststo Tomcat.
Todoso, edit/ etc/ httpd/ conf.d/ssl.conf.

® Comment out thisline:

SSLCertificateKeyFile /etc/pki/tls/privatel/local host.key

® Add these lines near the end, just above </ Vi r t ual Host >:

ProxyPass /mans http://127.0.0.1: 8080/ mas retry=5
ProxyPassReverse /mas http://127.0.0. 1: 8080/ mas

® Configure Apachetouse SSL for all MWS requests.
® Addtheselinestotheend of / et ¢/ htt pd/ conf/ htt pd. conf:

Rewri t eEngi ne On
Rewr i teCond % HTTPS} of f
RewiteRule (/mas.*) https:// % HTTP_HOST} % REQUEST URI }

® Give Apache permission to connect to Tomcat.

set sebool -P httpd_can_network_connect 1

® Turn on Apache.
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chkconfig httpd on
service httpd start

® Usingsystemconfig-firewal |l -tui,enable"Secure WWW (HTTPS)" and
"WWW (HTTP)" astrusted services.

D © @ root@localhost: ~
File Edit View Terminal Help
system-config-firewall

{ Trusted Services |

Here you can define which services are trusted. Trusted
services are accessible from all hosts and networks.

Secure WwWwW (HTTPS)

TFTP

TFTP Client

Virtual Machine Management
Virtual Machine Management (TLS)

Forward

<Tab>/<Alt-Tab> between elements | <=Space> selects | =Fl12> next screen

Encrypting Client Connections using Tomcat and SSL

This section shows how to encrypt client connections to MWS using Tomcat and SSL but
without requiring the use of Apache. These instructions have been tested on CentOS™ 6.2 with
Tomcat 6.0.

Generate a Certificate

First you must generate a certificate. To do so, use the keytool utility that is shipped with the
Oracle Java Runtime Environment. As the Tomcat user, run the following

keyt ool -genkey -alias tontat -keyalg RSA

Specify a password value of "changeit”. Thiswill create a .keystore file that contains the new
certificate in the user's home directory.

Enable the Tomcat SSL Connector
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Open the server.xml file, usualy located in $SCATALINA_HOME/conf/ (SCATALINA_HOME
represents the directory where Tomcat isinstalled). Verify the SSL HTTP/1.1 Connector entry is
enabled. To do so locate the SSL HTTP/1.1 Connector entry and uncomment it.

<Connect or port="8443" protocol ="HTTP/ 1. 1" SSLEnabl ed="true" nmaxThreads="150" schenme=
"https" secure="true" clientAuth="fal se" sslProtocol ="TLS" />

Save the server.xml file.

% The code above enables SSL access on port 8443. The default for HTTPSis
443, but just as Tomcat uses 8080 instead of 80 to avoid conflicts, 8443 is
used instead of 443.

Verify that server.xml is owned by the Tomcat user.

chown -R tontat:tontat server.xm

Next modify the MWS web.xml file. Add a security-constraint section to the
$CATALINA_HOM E/webapps/mws/WEB-INF/web.xml file found in your Tomcat directory.

<web- app>

<security-constraint>
<web-resour ce-col | ecti on>
<web-r esour ce- name>MA5 Secur e URLs</web-resour ce- nane>
<url-pattern>/*</url-pattern>
</ web-resource-col | ecti on>
<user - dat a- constrai nt >
<t ransport - guar ant ee>CONFI DENTI AL</t r ansport - guar ant ee>
</ user - dat a- const rai nt >
</ security-constraint>
</ web- app>

Now restart tomcat.

Connection to LDAP

MWS supports using SSL/TL S to secure connectionsto an LDAP server. Typically, LDAP
servers reserve port 636 for SSL/TLS connections. In order to use SSL/TL S you need to place
the PEM-encoded LDAP server security certificatein the MAE_ HOVE/ et ¢/ ssi . crt folder,
and make sure the user running Tomcat either owns or has permission to read this certificate.

nkdi r $MAB_HOVE/ et c/ ssl . crt

cp | dapServer Cert.pem $MA5_HOVE/ et ¢/ ssl . crt
cd $MAB HOVE/ et ¢/ ssl . crt

chown tontat:tontat | dapServerCert.pem

To configure MWS to use SSL/TL S add the following to mws- conf i g. gr oovy. (Note that
| dap. security.server.certificat e isthefilename of aserver certificate found in
the MA5_HOVE/ et ¢/ ssl . crt folder.)
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Configuring an SSL/TL S connection to LDAP

| dap. port = 636
| dap. security.type = "SSL"
| dap. security.server.certificate = "Il dapServerCert. pent

Many LDAP servers also support the StartTL S protocol. StartTL S allows a client to connect to
the standard insecure port, usually 389, and upgrade to a secure SSL/TLS connection. To
configure StartTL S, set thel dap. security. t ype parameter to St art TLS asfollows:

Configuring a StartTL S connection to LDAP

| dap. port = 389
| dap. security.type = "Start TLS"
| dap. security.server.certificate = "| dapServerCert. pent

The following table lists the possible values for | dap. security. type.

Idap.security.type Letaut Notes

b

Thisisthe default if no security typeis configured. All datais

None 389 . .

sent in plain text.
SSL 636 Requires server certificate. All datais encrypted.

Starts as an insecure connection and is upgraded to an SSL/TLS
StartTLS 389 connection. Requires server certificate. After upgrade all datais

encrypted.

By default, MWS looks for SSL certificatesin the MAE_ HOVE/ et ¢/ ssl . crt folder. You can
change thislocation by settingthemns. certi fi cates. | ocati on parameter in

mas- conf i g. gr oovy. If the path specified is relative, MWS will resolve this path relative to
the MAE_HOVE directory. For example, if you setthemns. certificates. | ocati onto
"etc/someOtherCertsFolder” MWS will ook for certificates in

MAS_HOVE/ et ¢/ soneQt her Cer t sFol der.

Changing the SSL/TL S security certificates location

mnas. certificates. |l ocation = "etc/soneQ her Cert sFol der

1.7 Version and Build Information

To get detailed version information about MWS, use one of the following three methods:

Browser

Using a browser, visit the MWS home page (for example, http://localhost:8080/mws/). At the
bottom of the page isthe MWS version information. See the screenshot below:
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Migrate a YM:

VM | vm
{"node”™: {7id™: "hv1™}}

Migrate WM

—

REST Request

Using a REST client or other HTTP client software, send a GET request to the
rest/ di ag/ about resource. Hereis an example:

curl -u usernane: password http://1ocal host: 8080/ mas/ rest/ di ag/ about

Thisresourceis also described under Diagnostics.

MANIFEST.MF File

If MWSfailsto start, version and build information can be found in the
META- | NF/ MANI FEST. MF fileinside the MWS WAR file. The version properties begin with
| npl erent at i on. Below isan excerpt of a MANI FEST. MF file:

| npl ement ati on-Bui |l d: 26
| npl ement ati on-Bui | d-Date: 2012-06-19 14-18-59
| npl ement at i on- Revi si on: 376079a5e5f 552f 2f e25e6070f d2e84c646a98f d

Nane: Grails Application

I npl ementation-Title: nus

| npl enent ati on-Version: 7.1.0-rc2
Grails-Version: 2.0.3
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2 Access Control

This section describes how to manage access control in Moab Web Services.

2.1 Application Accounts

Applications are the consumers of MWS. They include Moab Viewpoint and other applications
that need the resources provided by MWS. An application account consists of four editable fields
and resource specific access control settings:

Field Required Dt aue M Description
The name of the application. Must
Application i : start with aletter and may contain
Name ves String 32 letters, digits, underscores, periods,
hyphens, apostrophes, and spaces.
Used for authentication. Must start
Username  Yes i Sring 32 V\{lt_h aletter and may cc_)ntaln letters,
digits, underscores, periods, and
hyphens.
Description No - String 1000 The description of the application.
Controls whether the application is
Enabled - true Boolean - allowed to access MWS,
ACCESS The permissions granted to the
All application. Thisis controlled by
Control Yes . - - . - )
. Permissions selecting specific check boxesin a
Settings grid

An application account also contains an auto-generated password that is visible only when
creating the account or when resetting its password. Whenever an application sends a REST
request to MWS, it needs to passits credentials (username and password) in aBasic
Authentication header. See the Authentication section for more information.

The Application Name is a human-friendly way to identify an application account, but MWS
does not use it during authentication (or at any other time, for that matter).

The Enabled field is set to true automatically when an application account is created. To change
the value of thisfield, see Modifying an Application Account.

Hereis an example of how you might set the fields when creating an application account:

® Application Name: Moab Viewpoint

® Username: viewpoint

® Description: This application account grants access to Moab Viewpoint for Moab Cloud
Suite.

The permissions granted to an application account may be customized while creating or

modifying the account. See Creating an Application Account and Modifying an Application
Account.
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2.1.1 Managing Application Accounts

Application accounts are used to grant access to MWS. Every application with an application
account must be granted at |east one access control permission to aresource in MWS. To
manage application accounts, start with Listing Application Accounts.

2.1.2 Listing Application Accounts

To list al applications accounts, browse to the MWS home page (
htt ps://servername/ mas for example). Log in as the admin user, then click Admin and
then Application Accounts.

Each column (except Password) can be sorted in ascending or descending order by clicking on
the column heading.

2.1.3 Creating an Application Account

To create an application account, go to the Application List page and click Add Application.
The Application Name and User name are required fields. See Application Accounts for more
information on the fields.

Access to specific resources and plugin custom web servicesis granted or revoked by checking
or unchecking the check boxes in the respective resources or plugin web services access control
sections. For each resource, access may be granted to a resource for each method supported by
MWS, including GET, POST, PUT, and DELETE. See the figure below for an example.

H select All GET H posT PUT DELETE
Access Control Lists
Accounts

] Events [

In this example, the application has access to all available methods for the Access Control Lists
and Accounts resources as well as to retrieve the Events resource through the GET method, but
is denied the permission to create new events through the POST method.

Access may aso be granted to each plugin type's custom web service(s). When new plugin types
or plugin web services are added to MWS, applications must be updated with the new access
control settings. See below for an example.

Plugin Type Can Access
Test
customService
unsecuredService (Unsecured) @

In this example, the application has accessto all the custom web services defined for the "Test"
plugin type. Note that though Unsecured Web Services are listed, access to them cannot be
denied (see Exposing Web Services for more information).

2.1.4 Displaying an Application Account
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To show information about an application account, go to the Application List page and click the
desired application name.

In addition to displaying the values for fields, grids are a so displayed which represent the
application's access control permissions defined for resources and plugin custom web services.
Examples of the resources and the plugin web services access control displays are shown below.

GET POST PUT DELETE
Access Control Lists () ()
Accounts (]
Events (] (=]
Test
customService (]
unsecuredService (Unsecured) @

2.1.5 Modifying an Application Account

To modify an application account, go to the Application List page, click the desired application
name, and then click Edit. See Creating an Application Account for more information on
available fields and access control settings.

2.1.6 Resetting an Application Password

To reset an application password, go to the Application List page and click the Reset link for
the desired application. Alternatively, go to the Display Application page for the desired
application and click the Reset link.

2.1.7 Deleting an Application Account

To delete an application account, go to the Application List page, click the desired application
name, and then click Delete. A confirmation message is shown. If the OK button is clicked, the
application account is deleted from the system and cannot be recovered.
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3 APl Documentation

| ntr oduction

The Moab® Web Services (MWS) provide a set of RESTful resources that can be used to create,
read, update, and delete various objects in the Moab® Workload Manager.

3.1 RESTful Web Services

In order to understand how to use Moab Web Services, it isfirst necessary to give a brief
introduction to REST. REST (Representational State Transfer) isa set of guidelines which
utilizes the full HTTP (Hypertext Transfer Protocol) specification along with endpoint URL s that
describe resour ces. The HTTP methods used in REST are composed of the following:

Method Description

GET Query for alist or asingle resource.
POST Creating aresource.

PUT Modifying aresource.
DELETE Deleting aresource.

In comparison to other architectures of web services which use asingle HTTP method and
service endpoint to perform multiple types of operations (such as a POST operation to aURL),
REST utilizes al of the available HTTP methods and URL s that directly correlate to resources.
For example, RESTful web services for books in alibrary may expose many URL endpoints and
the HTTP methods available for each such as GET, POST, PUT, and DELETE. The list below
gives the methods, URLSs, and descriptions for a sample set of services. The number 1 represents
aunique identifier for books in each case.

Method URL Description

GET /books Retrievesalist of all booksin thelibrary.
POST  /books Creates anew book.

GET /books/1 Retrieves a single book.

PUT /books/1 Modifies a single book.

DELETE /books/1 Deletes a single book.

& Notethat in the cases of the POST and PUT operations, additional
information may be needed to describe the resource to be created or the fields
that should be modified.

Moab Web Services provides RESTful web services for many resources. The methods and URLs
available are documented in the Resources section.
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3.2 Data Format

JSON (JavaScript Object Notation) is the data format used for all communication with MWS,
This format makes use of two main structures: collections of key/value pairs called objects and
ordered lists of values called arrays . Objects are defined by using curly braces ({ } ), and arrays
are defined by using square brackets ([ ] ). A JSON object or array may contain severa different
types of values including numbers, booleans (true/false), strings, objects, arrays, or the keyword
'null’ representing no value. For example, asimple JSON object might be defined as:

"nunber": 1,
"deci mal Nunmber": 1.2
"bool ean": true,
"string": "Any string",
"dateString": "2013-05-23 17:32:02 UTC',
"object": {
"key": "val ue"
"array": [
"val uel",
"val ue2"

"nul | Val ue": nul

Datesin MWS, for both input and output, use the pattern " yyyy- Mt dd HH: mm ss ZZZ".
For more details on that pattern, see Joda-Time DateTimeFormat. For alist of valid time zone
IDs, see Joda-Time Available Time Zones.

For more information on JSON, see json.org.
The dataformat of MWS is defined as follows:

® |nput for aPOST or PUT must be in JSON format. Set the Cont ent - Ty pe header to
application/json.

® Qutput isin JSON format and always consists of an object with zero or more key/value
pairs.

® The output may also be "pretty-printed” or formatted for human viewing by sending a URL
parameter. See Global URL Parameters for more information.

3.3 Global URL Parameters

& All URL parameters are optional .

Parameter |Valid Values Description

api-version  Integer Requests a specific APl version

pretty true Controls pretty printing of output

fields Comma-Separated String Includes only specified fields in output
exclude-fields Comma-Separated String Excludes specified fields from output
max Integer The maximum number of itemsto return
offset I nteger The index of thefirst item to return
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API Version (api-version)

See Requesting Specific API Versions for information on this parameter and how it should be
used.

Pretty (pretty)

By default, the output is easy for a machine to read but difficult for humansto read. The pretty
parameter formats the output so that it is easier to read.

Field Selection (fields)

The fields parameter will include only the specified fields in the output. For list queries, the field
selection acts on the objectsin results and not on the total Count or results properties themselves.

The format of the fields parameter is a comma-separated list of properties that should be
included, asini d, st at e. Using periods, sub-objects may also be specified, and fields of these
objects may be included as well. Thisis done with the same syntax for both single sub-objects
and lists of sub-objects, asin

i d, requi renments. requi redNodeCount M ni mrum bl ockReason. nessage.

Example for a job query

Request

GET /rest/jobs?api-version=2&f i el ds=nan®, fl ags, requi renents.taskCount, dat es. cr eat edDat e

Response

"total Count": 1,
"resul t Count": 1,

"results": [ {
"dates": {"createdDate": "2012-10-17 01:11:54 UTC'},
"flags": ["GLOBALQUEUE"],
"name": "Moab. 24",
"requi rements": [{"taskCount": 1}]

H
}

Field Exclusion (exclude-fields)

The exclude-fields parameter is the opposite of the fields parameter. All fields will be included in
the output except those that are specified. For list queries, the field exclusion acts on the objects
in results and not on the total Count or results properties themselves.

The format of the exclude-fields parameter is a comma-separated list of properties that should be
excluded from the output, asini d, st at e. Using periods, sub-objects may also be specified,
and fields of these objects may be excluded as well. Thisis done with the same syntax for both
single sub-objects and lists of sub-objects, asin

i d, requi renments. requi redNodeCount M ni mum bl ockReason. nessage.
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Example

Suppose a query returns the following JSON:

Request with No Field Exclusion

GET /objects

nigrs v,
"l'istOFStrings": [
"stringl",
"string2"

I

"listOrbjects": [ |
"itenl": "val uel",
"itenR": "val ue2"

H,

"si ngl eCbj ect": {
"id": "obj1".
"fieldl": "val uel"

The same query with exclude-fields would return the following output:

Request with Field Exclusion

GET /obj ect s?excl ude-fields=id,|istOCbjects.iten®, singleCbject.fieldl, listOStrings

Response

"listOFCbjects": [{"iteml": "valuel"}],
"singleCbject": {"id": "obj1"}
}

Sorting (sort)
Services, Service Templates, Images, and Events support sorting based on MongoDB syntax by
using the sort parameter. To sort in ascending order, specify a1 for the sorting field. To sort in

descending order, specify a- 1. Objects can aso be sorted on nested fields by using dot notation
to separate the sub-fields, such asfi el d. subfi el d1. subfi el d2.

Examples

To sort servicesin ascending order by account:

http://1ocal host/ mas/ rest/services?sort={"account": 1}
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To sort services in descending order by account:

http://1ocal host/ mavs/rest/services?sort={"account": -1}

To sort services in descending order by processors:

http://1ocal host/ mavs/rest/services?sort={"attri butes. noab.job.resources. procs": -1}

To sort service templates in ascending order by name:

http://1ocal host/ mws/rest/service-tenpl ates?sort={"nane": 1}

To sort service templates in descending order by name:

http://1ocal host/ mas/ rest/service-tenpl ates?sort ={"nane": - 1}

To sort service templates in ascending order by the nested field template:

http://1ocal host/ mws/rest/service-tenpl ates?sort={"attributes. npab.job.tenplate": 1}

3.4 Requesting Specific API Versions

Because of significant changesin the API introduced in 7.2, MWS possesses a versioned API.
Theapi - ver si on URL parameter may be used to change the requested API version for any
call to MWS. The current valid API versions with their corresponding MWS versions are shown
in the table below:

API Verson MWSVersion Documentation

1 70and 7.1 MWS 7.1.1 Documentation

2 7.2 Contained within this document
latest L atest Contained within this document

Additionally, several points should be noted:

® |f no APl version isrequested, it will default to version 1.

® The Resources documentation contains information for the latest API version. For
documentation of previous API versions, please see the table above.

®* Whenthel at est API versionisrequested, it resolvesto the latest APl version of MWS,
suchas2 for MWS 7.2.

Examples
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GET http://1ocal host: 8080/ mns/ rest/ nodes
/1 Data returned uses APl version 1

GET http://1ocal host: 8080/ mns/ rest/ nodes?api - ver si on=1
/] Data returned uses APl version 1

CET http://1ocal host: 8080/ mas/ rest/ nodes?api - ver si on=2
/| Data returned uses APl version 2

GET http://1ocal host: 8080/ mas/ rest/ nodes?api - ver si on=| at est
/| Data returned uses APl version 2

3.5 Responses and Return Codes

Various HTTP responses and return codes are generated from MWS operations. These are
documented below according to the operation that they are associated with.

Listing and Showing Resources

For any successful list or show operation (GET), a200 OK response code is aways returned.
No additional headers beyond those typical of aHTTP response are given in the response.

The body of this response consists of the results of the list or show operation. For alist
operation, the results are wrapped in metadata giving total and result counts. The result count
represents the number of resource records returned in the current request, and the total count
represents the number of all records available. These differ when querying or the max and
of f set parameters are used. The following is an example of alist operation response:

JSON List Response Body

{
"resultCount": 1,

"total Count": 5,
"results": |

"id":"Mab. 1",

For a show operation, the result is given as a single object:

JSON Show Response Body

{
"id":"Moab. 1",

}

Creating Resources

A successful creation (POST) of aresource has two potential response codes:

® |f theresource was created immediately, a201 Cr eat ed response code is returned.
® |f theresourceis still being created, a202 Accept ed response codeis returned.
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In either case, aLocat i on header is added to the response with the full URL which can be

used to get more information about the newly created resource or the task associated with
creating the resource (if a202 isreturned).

Additionally, the body of the response will contain the unique identifier of the newly created
resource or the unique identifier for the task associated with creating the resource (if a202 is
returned).

For example, during creation or submission of ajob, a201 response code is returned with the
following response headers and body:

Job Creation Response Headers

HTTP/ 1.1 201 Created

Server: Apache-Coyote/ 1.1

Location: /mas/rest/jobs/ Mbab. 21

X- Mbab- St at us: Success

X- Mbab- Code: 000

Cont ent - Type: application/json;charset=utf-8
Content-Length: 16

Date: Wed, 21 Dec 2011 23:04: 47 GVI

Job Creation Response Body

{"id":"Mab.21"}

For another resource that is not immediately created, such as virtual machines, the response
headers and body are shown below. In this case, ajob is submitted to track the progress of the
VM creation. Thisjob contains information pertaining to the VM that is being created.

VM Creation Response Headers

HTTP/ 1.1 202 Accepted

Server: Apache-Coyote/ 1.1

Location: /mas/rest/jobs/vntreate-1

X- Mbab- St at us: Success

X- Mbab- Code: 000

Cont ent - Type: application/json;charset=utf-8
Content -Length: 23

Date: Wed, 21 Dec 2011 23:12:50 GVII

VM Creation Response Body

{"jobld":"vncreate-1"}

As can be seen, the body of the response contains only ajob ID and not the ID of the virtual
machine.

Modifying Resources
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For any successful resource modification operation (PUT), a200 OKor 202 Accept ed
response code isreturned. A 200 response code signifies that the modification was immediately
completed. No additional headers are returned in this case. A 202 response code is used again to
signify that the modification is not yet complete and additional actions are taking place. In this
case, aLocat i on header is aso returned with the full URL of the resource describing the
additional actions.

In the case of a200 response code, the body of this response typically consists of an object with
asingle messages property containing alist of statuses or results of the modification(s).
However, afew exceptions to this rule exist as documented in the Resources section. In the case
of a202 response code, the format is the same as for a 202 during a creation operation, in that
the body consists of an object with the unique identifier for the task associated with the
additional action(s).

For example, when modifying a job, several messages may be returned as follows with the
associated 200 response code.

Job Modification Response Headers

HTTP/ 1.1 200 OK

Server: Apache-Coyote/ 1.1

X- Mbab- St at us: Success

X- Mbab- Code: 000

X- Mbab- Message:

Cont ent - Type: application/json; charset=utf-8
Cont ent - Lengt h: ...

Date: Thu, 22 Dec 2011 16:49:43 GVI

JSON Modify Response Body
{

"messages": [
"gevent processed",
"vari abl es successfully nodified"
]
}

When modifying a virtual machine, however, the action sometimes does not occur immediately,
such as when migrating the VM to another hypervisor as described in the VM documentation. In
this case, the headers and response body are as follows:

VM Modification Response Headers

HTTP/ 1.1 202 Accepted

Server: Apache-Coyote/ 1.1

Location: /mas/rest/jobs/vim grate-1

X- Mbab- St at us: Success

X- Mbab- Code: 000

Cont ent - Type: application/json;charset=utf-8
Cont ent - Lengt h: 22

Date: Wed, 21 Dec 2011 23:12:50 GMI

VM Moadification Response Body

{"jobld":"vmm grate-1"}
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For any successful resource deletion operation (DELETE), a200 OKor 202 Accept ed
response code isreturned. A 200 response code signifies that the deletion was immediately
completed. No additional headers are returned in this case. A 202 response code is used again to
signify that the deletion is not yet complete and additional actions are taking place. In this case, a
Locat i on header is also returned with the full URL of the resource describing the additional
actions.

In the case of a200 response code, the body of this response is empty. In the case of a202
response code, the format is the same as for a202 during a creation operation, in that the body
consists of an object with the unique identifier for the task associated with the additional
action(s).

For example, when deleting ajob, a 200 response code is returned with an empty body as shown
below.

Job Deletion Response

HTTP/ 1.1 200 OK

Server: Apache-Coyote/ 1.1

X- Mbab- St at us: Success

X- Mbab- Code: 000

X- Mbab- Message

Cont ent - Type: application/json; charset=utf-8
Content - Length: O

Date: Thu, 22 Dec 2011 16:49:43 GV

When deleting a virtual machine, however, the action does not occur immediately. In this case,
the headers and response body are as follows:

VM Deletion Response Headers

HTTP/ 1.1 202 Accepted

Server: Apache-Coyote/ 1.1

Location: /mas/rest/jobs/vndestroy-1

X- Mbab- St at us: Success

X- Mbab- Code: 000

Cont ent - Type: application/json; charset=utf-8
Cont ent - Lengt h: 22

Date: Wed, 21 Dec 2011 23:12:50 GV

VM Deletion Response Body

{"jobld":"vndestroy-1"}

Moab Response Headers

In addition to the typical HTTP headers and the Locat i on header described above, several
headers are returned if the operations directly interact with Moab. These headers are described in
the following table:



Name Description

Oneof Success, War ni ng, or Fai | ur e. Describes the overall status of

X-Moab-Stalus o Moab request.

A three digit code specifying the exact error encountered, used only in

X-Moab-Code debugging.

X-Moab-Message An optional message returned by Moab during the request.

3.6 Error Messages

Below is an explanation of what error message format to expect when an HTTP status code other
than 20x isreturned. All error codes have a response code of 400 or greater.

400 Bad Request

This response code is returned when the request itself is at fault, such as when trying to modify a
resource with an empty PUT request body or when trying to create a new resource with invalid
parameters. The response body is as follows:

{
"messages": [
"Message describing error”
"Possi ble pronpt to take action”
]
}

401 Unauthorized

This response code is returned when authentication credentials are not supplied or are invalid.
The response body is as follows:

{
"messages": [
"You nust be authenticated to access this area"
]

}

403 Forbidden

This response code is returned when the credentials supplied are valid, but the permissions
granted are insufficient for the operation. This occurs when using Application Accounts with
limited access.

{
"messages": [
"You are not authorized to access this area"
]

}
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404 Not Found

This response code is returned when the request specifies aresource that does not exist. The
response body is as follows:

{
"messages": [
"The resource with id 'uniqueld was not found"
]

}

405 Method Not Allowed

This response code is returned when a resource does not support the specified HTTP method as
an operation. The response body is asfollows:

{
"messages": [
"The specified HTTP nethod is not allowed for the requested resource"
]

}

500 Internal Server Error

Thisindicates that there was an internal server error while performing the request, or that an
operation failed in an unexpected manner. These are the most serious errors returned by MWS. 1
additional information is needed, the MWS log may contain further error data. The response
body isasfollows:

{
"messages": [
"A probl emoccurred while processing the request"
"A nessage describing the error"
]
}

3.7 Pre and Post-Processing Hooks

MWS provides functionality to intercept and modify data sent to and returned from web services
for all available resources. Thisis done by creating hooks in Groovy fileslocated in a
sub-directory of the MAE_HOMVE directory (/ opt / mws/ hooks by default).

& Thefull reference for available hooks and methods available to them can be
found on the Hooks page in the reference guide.

Configuring Hooks
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The directory of the hooks folder may be changed by providing avalue for

mas. hooks. | ocat i on inthe configuration file. If the directory starts with a path separator
(ie/ pat h/ t o/ hooks), it will be treated as an absolute path. Otherwise, it will be used relative
to the location of the MWS home directory.

For example, if the MWS home directory is set to / opt / mas, the hooks directory by default
would bein/ opt / mas/ hooks. Changing the mws. hooks. | ocat i on property to
myhooks would result in the hooks directory being located at / opt / mas/ nyhooks. Dueto
the default location of the MWS home directory, the default directory of the hooks directory is
/ opt / mns/ hooks.

On startup, if the hooks directory does not exist, it will be created with asimple READVE. t xt
file with instructions on how to create hooks, the objects available, and the hooks available. If
the folder or file is unable to be created, a message will be printed on the log with the full
location of a README file, copied into atemporary directory.

Defining Hooks for a Resource

Hooks are defined for resources by creating groovy class files in the hooks directory (
MAS_HOME/ hooks by default). Each groovy file must be named by the resource URL itis
associated with and end in ".groovy". The following table shows some possible hook files that
may be created. Notice that the virtual machines hook file is abbreviated as vims, just as the URL
for virtual machinesis/ r est / virs. In all cases, the hook file names will match the URLSs.

Resour ce Hook Filename
Jobs jobs.groovy
Nodes nodes.groovy

Virtual Machines vms.groovy

Pending Actions pending-actions.groovy

url url.groovy

A complete example of ahook fileis asfollows:
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Complete Hook File

/| Exanpl e before hook

def beforeList = {
/1 Perform actions here
/1 Return true to allow the APl call to execute normally
return true

def beforeShow = {
[/ Perform actions here
/1 Render nessages to the user with a 405 Method Not Al |l owed
I HTTP response code
render Messages(" Cust om nessage here", 405)
/] Return false to stop nornmal execution of the APl call
return fal se

}

/'l Exanpl e after hook
def afterList ={ o ->
if (lisSuccess()) {
/'l Handl e error here
return false

/1 Perform actions here
return o

Asthe specific format for the hooks for bef or e and af t er are different, each will be
explained separately.

Before Hooks

As shown above, bef or e hooks require no arguments. They can directly act on several
properties, objects, and methods as described in the Hooks reference guide. The return valueis
one of the most important aspects of abef or e hook. If itisf al se, ar ender Messages,
render Cbj ect, render Li st,render,orredirect method must first be called. This
signifies that the API call should be interrupted and the render or redirect action specified within
the hook isto be completed immediately.

A return value of t r ue signifiesthat the API call should continue normally. Parameters, session
variables, request and response variables may all be modified within abef or e hook.

& If no return value is explicitly given, the result of the last statement in the
bef or e hook to be executed will be returned. This may cause unexpected
behavior if the last statement resolvesto f al se.

For all methods available to bef or e hooks as well as specific examples, see the Hooks pagein
the reference guide.

After Hooks

Af t er hooks are always passed one argument: the object or list that is to be rendered as JSON.
This may be modified as desired, but note that the object or list valueis either a JSONArray or
JSONODbject. Therefore, it may not be accessed and modified as atypical groovy Map.
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Unlike bef or e hooks, af t er hooks should not call ther ender * methods directly. This
method will automatically be called on the resulting object or list returned. Ther edi r ect and
r ender methods should also not be called at this point. Instead, if a custom object or listis
desired to be used, theseri al i zeCbj ect andseri al i zeLi st methods are available to
create suitable resultsto return.

Thereturn value of an af t er hook may be one of two possibilities:

1. The potentially modified object or list passed as the first argument to the hook. In this case,
this value will override the output object or list unlessit isnull.
2. Null or false. In this case, the original, unmodified object or list will be used in the output.

& Thereturn value of the af t er hook, if not null or false, must be the
modified object passed into the hook or an object or list created with the
seri al i ze* methods.

For all methods availableto af t er hooks as well as specific examples, see the Hooks page in
the reference guide.

Error Handling

Af t er hooks, unlike the bef or e hooks, have the possibility of handling errors encountered
during the course of the request. Handling errorsis as simple as adding a one-line check to the
hook as shown above or in the following code:

if (!'isSuccess()) {
/1l Handl e error
return fal se

It is recommended that each af t er hook contain at least these lines of code to prevent
confusion on what the input object or list represents or should look like.

Thei sSuccess() functionisfaseif and only if the HTTP response code is 400 or higher,
such as a 404 Not Found, 400 Bad Request, or 500 Internal Server Error and the cause of the
error state was not in the associated bef or e hook. In other words, objects and lists rendered in
the bef or e hook with any HTTP response code will never run the associated af t er hook.

When handling errors, the passed in object will always contain anessages property containing
alist of Strings describing the error(s) encountered.

Defining Common Hooks

Sometimes it is beneficial to create hooks which are executed for all calls of a certain type, such
asabef or eLi st hook that is executed during the course of listing any resource. These are
possibleusinganal | . gr oovy file. The format of thisfileis exactly the same as other hook
files. The order of execution is asfollows:
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. Bef or e common hook executed

. Bef or e resource-specific hook executed
. Normal API call executed

. Af t er resource-specific hook executed

. Af t er common hook executed

a b~ W DN

3.8 Authentication

MWS uses Basic Authentication for all REST API requests. This means that a username and
password must be provided for each call to resources. There are two types of accounts that can
be granted access. Users and Applications.

® For insructions on how to set the credentials for the default User account, see the "Client
Connections to MWS" section in Security.

® For insructions on how to manage Application accounts, see Application Accounts.

To use Basic Authentication, each client request must contain a header that looks like this:

Aut hori zati on: Basi ¢ YWRhcHRpdnJ6YzNVU3R1bk U=

The string after the word Basi c isthe base64 encoding of username : password . In the
example above, YWRhc HRpdmU6 Yz NVU3R1 bk U= is the base64 encoding of
adapti ve: c3USt unE. See section 2 of RFC 2617 for more details.

% The username and password in the Basic Authentication header are encoded
but not encrypted. Therefore, it is strongly recommended that MWS be run
behind a proxy (like Apache) with SSL enabled. See the section "Encrypting
Client Connections using Apache and SSL" under Security.
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4 Resources

The sections below show the MWS resources and the HT TP methods defined on them. The
prefix for these resources depends on how the mas. war fileisdeployed. A typical prefix would
behttp://I1 ocal host: 8080/ mns. Using this example, one absolute resource URI would
behttp://I1 ocal host: 8080/ mns/ rest/ | obs.

@ This section only contains documentation for the latest APl version. Please
see the table in the Requesting Specific APl Versions section for links to
documentation for previous versions.

4.1 Access Control Lists

This section describes behavior of the ACL Rules (Access Control List Rules) object in Moab
Web Services. It contains the URLSs, request bodies, and responses delivered to and from Moab
Web Services.

& The ACL API contains the type and description of al fieldsin the ACL
Rules object. It also contains details regarding which fields are valid during
PUT and POST actions.

Supported Methods

& ACLsare not directly manipulated through a single URL, but with sub-URLs
of the other objects such as Virtual Containers and Reservations.

Resource GET PUT POST DELETE
[rest/reservations/r svl d/acl-rules/acll d Create or Update ACLs Delete ACL
/rest/ves/vel d/acl-rules/acll d Create or Update ACLs Delete ACL

4.1.1 Getting ACLs

Although ACL Rules cannot be retrieved directly using the GET method on any of the

acl - rul es resources, ACL Rules are attached to supported objects when querying for them.
Each supported object contains afield named acl Rul es, which isacollection of the ACL
Rules defined on that object.

Supported Objects

Thefollowing isalist of objects that will return ACL Ruleswhen queried:

® Reservations

® Standing Reservations
® Virtual Containers
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4.1.2 Creating or Updating ACLs

The HTTP PUT method is used to create or update ACL Rules. The request body can contain
one or more ACL Rules. If an ACL Rulewith the samet ype and val ue exists, then it will be
overwritten.

Quick Reference

cal host/ mns/rest/reservations/ <rsvld>/acl-rul es
cal host/ mns/rest/vcs/ <vcl d>/ acl -rul es

=

=0

—- =
— -+
TT
—~—
—~—
o o

4.1.2.1 Create or Update ACL

URLs and Parameters

PUT ht
PUT ht

——

| ocal host/ mws/ rest/reservations/ <object|d>/acl -rul es
I

tp:/
tp://1ocal host/ mns/rest/ves/ <objectld>/acl-rul es

Parameter Required Type Valid Values Description

objectld  Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available for the PUT method, along with
some sample values.

JSON Request Body

{"acl Rul es": [{
"affinity": "PCSITIVE",
"conparator": "LEXI GRAPH C_EQUAL",
"type": "USER',
"val ue": "ted"

'}

Sample Response

& This message may not match the message returned from Moab exactly, but is
given as an example of the structure of the response.
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JSON Response

{"nmessages":["Virtual container 'vcl successfully nodified"]}

Samples

Create or update multiple ACLs on asingle object:

PUT http://localhost/mws/rest/reservations/system.21/acl-rules

{"acl Rul es": [

{
"affinity": "POSITIVE",
"conparator": "LESS THAN OR EQUAL",
"type": "DURATI ON',
"val ue": "3600"

bo

{

"affinity": "POSITIVE",
"conparator": "LEXI GRAPHI C_EQUAL",
"type": "USER',

"val ue": "ted"

}
1}

Restrictions

® ACL Rules cannot be added to or updated on Standing Reservations.
® The affinity and comparator fields are ignored for Virtual Containers.

4.1.3 Deleting ACLs
The HTTP DELETE method is used to remove ACL Rules.

Quick Reference

& ACL Rules cannot be removed from Standing Reservations.

DELETE http://1ocal host/ mas/ rest/reservations/ <rsvld>/acl -rul es/ <acl | d>
DELETE http://1ocal host/ mas/ rest/vcs/ <vcl d>/ acl -rul es/ <acl | d>

4.1.3.1 Delete ACL

URLs and Parameters

o
—
ul
m
>
-
—
TT
—~—
—~—
oo

cal host/ mas/ rest/vces/ <obj ect| d>/ acl -rul es/ <acl | d>

cal host/ mas/ rest/reservati ons/ <obj ect|d>/acl -rul es/ <acl | d>
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Parameter Required Type iviallld Description
The unique identifier of the object from which to

objectld  Yes String - remove the ACL Rule.

A string representing the ACL Rule, with the format

aclld Yes String - type: val ue

See Global URL Parameters for available URL parameters.

Sample Response

* This message may not match the message returned from Moab exactly, but is
given as an example of the structure of the response.

JSON Response

{"nmessages":["Successfully nodified virtual container 'vcl' "]}

Restrictions

¢ ACL Rules cannot be removed from Standing Reservations.

4.2 Accounts

This section describes behavior of the Accounts object in Moab Web Services. It contains the
URLS, request bodies, and responses delivered to and from Moab Web Services.

4 Thisresource refersto Moab Accounting Manager accounts, not Moab
Workload Manager accounts.

% The Account API contains the type and description of fields that all
Accounts have in common.

Supported Methods

Resource GET PUT | POST DELETE

[rest/accounts  Get all accounts

Irest/accounts/id Get specified account




4.2.1 Getting Accounts
The HTTP GET method is used to retrieve Accounts information.

Quick Reference

GET http://1ocal host/ mas/rest/accounts

4.2.1.1 Get All Accounts

URLs and Parameters

CET http://1ocal host/ mas/rest/account s?proxy- user =<USER>
[ &ust om fi el ds=Departnent] [ &uery={"del eted": fal se}][&ort={"request|d":-1}]

Parameter Required Valid Values Description Example

Perform action as

proxy-user  Yes String defined MAM USer. proxy-user=amy
Includes custom
custom-fields No Comma—Separated MAM account custom-fields=Department
String .
attributes.
query No JSON Query for specific o oy —tdeleted" false}

results.

Sort the results. Use
sort No JSON 1 for ascending and  sort={"requestld":-1}
- 1 for descending.

4 Thequery parameter does not support the full Mongo query syntax. Only
guerying for a simple, non-nested JSON object is allowed.

See Global URL Parameters for available URL parameters.

Sample Response
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GET http://local host/mws/rest/accounts?proxy-user=amyé& fiel ds=name,description

"total Count": 2,
"resultCount": 2,

"results": [
{

"id": "biology",

"description": "Biology Dept."
b

"id": "chem stry",

"description": "Chem stry Dept."
}

4.2.1.2 Get Single Account

URLs and Parameters

GET http://1ocal host/ mas/rest/accounts/<id>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Responses

GET http://loca host/mws/rest/accounts/chemistry 2proxy-user=amy

{
"id": "chem stry",
"active": true,
"organi zation": "",
"description": "Chem stry Dept",
"creationTine": "2012-04-11 06:56: 11 UTC',
"nodi ficationTinme": "2012-04-11 06:56: 11 UTC',
"del eted": fal se,
"requestld": 94,
"transactionld": 283,
"users": [

"idt: any”,
"active": true,
"adm n": fal se

b
A
"id": "bob",
"active": true,
"adm n": fal se
b,
"id": "dave",
"active": true,
"adm n": false
}
]

4.3 Credentials



This section describes behavior of the Credential object in Moab Web Services. It contains the
URLS, request bodies, and responses delivered to and from Moab Web Services.

@ The Credential API isnew with API version 2. The supported methods table
below requires each resource to be accessed with a URL parameter of
api -ver si on=2.

See Requesting Specific APl Versions for more information.

s The Credential API contains the type and description of all fieldsin the
Credential object.

Supported Methods

Resour ce GET PUT POST DELETE
Irest/credential /accounts Get all account credentials

Irest/credentials/classes  Get all class credentials

[rest/credentials/groups  Get al group credentials

rest/credentials/gqoses  Get all QoS credentials

rest/credentials/users  Get all user credentials

4.3.1 Getting Credentials
The HTTP GET method is used to retrieve Resour ce Type information.

Quick Reference

ttp://1ocal host/ mws/rest/credential s/accounts
ttp://1ocal host/ mws/rest/credential s/ cl asses
ttp://1ocal host/ mws/rest/credential s/ groups
ttp://1
ttp://1

: ocal host/ mas/ rest/ credenti al s/ goses
ocal host/ mas/ rest/credenti al s/ users

4.3.1.1 Get All Account Credentials

URLs and Parameters

GET http://1ocal host/ mas/rest/credential s/accounts

See Global URL Parameters for available URL parameters.

Sample Response
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GET http://local host/mws/rest/credential s/accounts?fields=name

"total Count": 1,
"resultCount": 1,
"results":

{"nanme": "account1"}

4.3.1.2 Get All Class Credentials

URLs and Parameters

GET http://1ocal host/ mas/rest/credential s/ cl asses

See Global URL Parameters for available URL parameters.

Sample Response

GET http://localhost/mws/rest/credential s/classes?ields=name

"total Count": 1,
"resul t Count": 1,
"resul ts":

{"name": "classl"}

4.3.1.3 Get All Group Credentials

URLs and Parameters

CET http://1ocal host/ mas/rest/credential s/ groups

See Global URL Parameters for available URL parameters.

Sample Response

GET http://local host/mws/rest/credential /groups?ields=name

"total Count": 1,
"resul tCount": 1,
"results":

{"name": "groupl"}

4.3.1.4 Get All QoS Credentials

URLs and Parameters
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GET http://1ocal host/ mas/rest/credential s/ goses

See Global URL Parameters for available URL parameters.

Sample Response

GET http://local host/mws/rest/credential s/goses?fields=name

"total Count": 1,

"resultCount": 1,

"results": [
{"name": "qosl"}

4.3.1.5 Get All User Credentials

URLs and Parameters

GET http://Iocal host/ mas/rest/credential s/ users

See Global URL Parameters for available URL parameters.

Sample Response

GET http://localhost/mws/rest/credential S/users?ields=name

"total Count": 1,
"resul t Count": 1,
"resul ts":

{"nanme": "userl1"}

4.4 Diagnostics

This section describes additional REST calls that are available for performing diagnostics on
Moab Web Services.

Supported Methods



Resour ce GET PUT POST |DELETE
[rest/diag/about Get version information

[rest/diag/auth Diagnose authentication
[rest/diag/health/summary Get health information summary
Irest/diag/health/detall Get health information detalil
[rest/diag/Idap Get L DAP connection information

4.4.1 Version and Build Information
The HTTP GET method is used to retrieve version and build information.

Quick Reference

CET http://1ocal host/ ms/rest/di ag/ about

URLs and Parameters

CET http://1ocal host/ mns/rest/di ag/ about

Sample Response

The response contains the application version, build number, build date, and revision.

"suite":"Cl oud",

"pl ugi nCommonsVer si on":"0.9. 3",
"version":"7.1",

"build":"100",

"bui | dDate": "2012- 01- 01_16- 00- 00",
"revision":"1000"

4.4.2 Diagnose Authentication

The HTTP GET method is used to test for proper authentication. This resource is designed to be
used as asimple validation of credentials and gives no output besides the response code.

Quick Reference

CET http://1ocal host/ mas/rest/diag/auth

URLs and Parameters



GET http://1ocal host/ mas/rest/diag/ auth

Sample Response

& A successful result isindicated by the 200 response code while afailureis
indicated by a401 response code.

{}

4.4.3 Connection Health Information

The HTTP GET method is used to retrieve health or status information for connections to
external systems or software. There are two available resources for health, one that returns
simple summary information and another that returns detailed information.

Quick Reference

cal host/ mas/ rest/ di ag/ heal th

GET http://lo
CET http://1ocal host/ mns/rest/di ag/ heal t h/ det ai |

4.4.3.1 Get Health Summary

URLs and Parameters

GET http://1ocal host/ mas/rest/diag/ heal t h/ sunmary

& |f the MongoDB connection is down, authenticated resources are not
available. While this resource does not possess much detail beyond that of
simple connection information, it is still useful asit does not require
authentication and therefore can be used to determine connection problems
with MongoDB.

Sample Response
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The response contains the connection health for Moab Workload Manager (MWM), Moab
Accounting Manager (MAM), and MongoDB. A t r ue response value indicates that the
connection is healthy and available, and af al se response indicates that the connection is
currently down. Likewise, the nrongoConnect ed property for MWM signifies the state of the
MWM to MongoDB connection. The possible values of this state are UP, DO/,

NOT_ CONFI GURED when the MongoDB server is not configured in MWM, NOT _ SUPPORTED
when MWM is not compiled with MongoDB support, and UNKNOAN when MWSS cannot
communicate with MWM.

"mant': {
"connected": true

"HDngo": {
"connected": false

b

"t {

"connect ed" : true,
"mongoConnect ed": " UP"

4.4.3.2 Get Health Detail

URLs and Parameters

CET http://1ocal host/ mas/rest/di ag/ heal t h/ det ai |

& |f the MongoDB connection is down, authenticated resources such as this are
not available. In this case, using the Get Health Summary instead may be
required.

Sample Response

The response contains the connection health and information for Moab Workload Manager
(MWM), Moab Accounting Manager (MAM), and MongoDB. A " connect ed”: true
response value indicates that the connection is healthy and available, and af al se response
indicates that the connection is currently down. Likewise, the nongoConnect ed property for
MWM signifies the state of the MWM to MongoDB connection. The possible values of this state
are UP, DOV, NOT_ CONFI GURED when the MongoDB server is not configured in MWM,
NOT_SUPPORTED when MWM is not compiled with MongoDB support, and UNKNOAN when
MWS cannot communicate with MWM. A message is also present for all down connections
except MWM to MongoDB giving areason for the error state.
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"mant' :
"connected": fal se,
"host": "l ocal host",
"message": "There was an error connecting to MAM at
does not match.",
"port": 7112,
"version": null

e

"mongo": {

"connected": true,
"dat abaseNane": "ms",
"host": "127.0.0.1",
"message": null,
"port": 27017,
"replicaSet": null,
"usernanme": "mas",
"version":"2.0.1"

Iz

"mavd s {
"connected": true,
"host": "local host",
"message": null,
"port": 42559,
"li censedFeat ures":
"state":"RUNNI NG',
"mongoConnect ed": " DOMN',
"mongoCr edenti al sSet": f al se,

["vni', "provision"],

"mongoHost ": "l ocal host",
"nmongoPort": 27017,
"version": "7.2"

"l ocal host "',

the secret key

4.4.4 LDAP Information

The HTTP GET method is used to retrieve LDAP information.

Quick Reference

GET http://1ocal host/ mas/rest/diag/l dap

URLs and Parameters

GET http://1ocal host/ mas/rest/diag/l dap

Sample Response

{
"server": "openl dapsanbaserver",
"port": 389,
"securityType": "SSL",
"baseDNs": ["dc=testl| dap, dc=ac"],
"bi ndUser": "cn=adm n, dc=t est | dap, dc=ac",
"user Obj ect C ass": "posi xAccount",
"user NaneAttribute": "uid"

}

4.5 Events
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This section describes the URLSs, request bodies, and responses delivered to and from Moab Web
Services for handling events

& The Event API contains the type and description of al fieldsin the Event
object. It also contains details regarding which fields are valid during POST
actions.

Supported Methods

Resour ce GET PUT POST DELETE
[rest/events  Get all events Create event
Irest/events/id Get specified event

Configuration

Logging events to aflat file requires that you make a few changes to the configuration in the
log4j section of the mws-config.groovy file so that events will be logged to the events.log file,
and all other Moab Web Services logging information will be sent to the mws.log file.

Causing events.log to Roll Based on a Time Window

Y ou can specify how often the events.log filerolls. The following example illustrates the
configuration changes you will need make to mws-config.groovy to cause the events.log fileto
roll based on atime window. (In this example, mws-config.groovy is configured so that
events.log rolls daily at midnight.)

Daily rolling events.log configuration in mws-config.groovy

logdj = {
def event Appender = new org. apache.log4j.rolling.RollingFileAppender(nanme: 'events'
| ayout: pattern(conversionPattern: "%Wm"))
def rollingPolicy = new
org. apache. | og4j .rol ling. Ti nreBasedRol | i ngPol i cy(fil eNanePattern
"/tnp/events. Y%{yyyy- Mt dd}', activeFileNanme: '/tnp/events.log')
rol lingPolicy.activateOptions()
event Appender . set Rol | i ngPol i cy(rol lingPolicy)

appenders {
appender event Appender

rollingFile nane: 'rootlLog'
file: '/tnp/ ms. | og'
maxFi | eSi ze: ' 1GB
}

root {
warn 'rootLog

}

trace additivity:fal se, events:'com ace. mws. events. EventFl atFileWiter'

Note the RollingFileAppender and the TimeBasedRollingPolicy lines. These lines configure
Moab Web Servicesto write the event log to the events.log file.



Rolled log files will have a date appended to their name in this format: 'yyyy-MM-dd' (for
example, events.|og.2012-02-28).

If you want the event log file to roll at the beginning of each month, change the
TimeBasedRollingPolicy "fileNamePattern" date format to 'yyyy-MM'. For example:

Monthly event logs

def rollingPolicy = new
org. apache. l og4j .rolling. Ti neBasedRol | i ngPol i cy(fil eNanePatt ern:
"/tnp/events. Y%d{yyyy-MW', activeFileNane: '/tnp/events.|log')

If you want the event log file to roll at the beginning of each hour, change the date format to
'yyyy-MM-dd_HH:00'. For example:

Hourly event logs

def rollingPolicy = new
org. apache. | og4j .rolling. Ti reBasedRol | i ngPol i cy(fil eNanePatt ern:
"/tnp/events. Y%d{yyyy- MK dd_HH: 00}', activeFileNane: '/tnp/events.log")

Configuring events.log to Roll Based on File Size Threshold

Y ou can also configure the events.log file to roll when the log size exceeds a specified threshold.
The following example illustrates the configuration changes you will need to make to
mws-config.groovy to cause the events.log file to roll on a size threshold. (In this example,
mws-config.groovy is configured so that events.log rolls when its size exceeds 50 MB.)

mws-config.groovy configuration that rolls events.log based on file size

log4j = {
appenders {
roll'ingFile nane: 'events',
file: '/tnp/events.log',
maxFi | eSi ze: ' 50MB',
maxBackupl ndex: 10

rollingFile nane: 'rootlLog',
file: "/tnp/ ms. | og',
maxFi | eSi ze: ' 1GB'
}

root {
warn ' rootLog'

}

trace additivity:false, events:'com ace. mas. events. EventFlatFileWiter'

Note that maxFileSizeis set to '50MB'. This means that when the events.log file exceeds 50 MB,
it will roll.

The name for therolled log will be "events.log.1". When the new events.log file exceeds 50 MB,
it will roll and be named "events.log.1", while the old "events.log.1" file will be renamed
"events.log.2". This process will continue until the optional maxBackuplndex valueis met. In
the example above, maxBacklndex is set to 10. This means that Moab Web Services will delete
all but the ten most recent events.log files. Using this feature helps prevent hard drives from
filling up.
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Additivity

The additivity attribute of the EventFlatFileWriter logger can be either "true" or "false”. If you
specify "true", events will be logged to the events.log file and the mws.log file. If you specify
"false”, events will be logged to the events.log file only. (All other Moab Web Services logging
information will be logged to the mws.log file, as configured by the rootL.og appender.)

To log events to the mws.log file in addition to the events.log file, make this configuration:
additivity:true. For example:

Logging events to both events.log and mws.log

trace additivity:true, events:'com ace. ms.events. EventFlatFileWiter'

For more configuration options, see Apache Extras Companion for 1og4j.

Deleting Old Events

By default, MWS will hold event datain MongoDB indefinitely. However, if disk spaceis
l[imited, you may want to regularly delete old, unneeded events from MongoDB. This section
contains some examples of how you can do this.

Let's say that you want to delete events that are older than 90 days. Y ou could run this script.
(There are 86,400,000 milliseconds in aday, so in this example, 90* 86400000 correspondsto
90 days in milliseconds.)

Delete events older than 90 days

$ nongo

MongoDB shel | version: 2.0.1

connecting to: test

> use mas

> db. event. renove({event Ti ne: {$l t: new Dat e(new Date().get Ti me()-90*86400000) }})
> exit

To create a script to perform this task:

deleteOldEvents.sh

#!/ bi n/ bash
printf 'use mas_dev\ ndb. event.renove({event Ti ne: {$|l t: new Dat e( new
Dat e().get Ti ne()-90*86400000)}})\nexit' | nobngo

Now say that you want to set up acron job ($cr ont ab - e) so that old events are
automatically deleted on a certain day of the week (for example, every Sunday at 2:00 am.), you
would add an entry like this:

cron table entry to delete old events

00 02 * * 0 /root/del eted dEvents. sh

4.5.1 Getting Events
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The HTTP GET method is used to retrieve Event information. Queries for al objectsand a
single object are available.

Quick Reference

cal host/ mas/ rest/events[ ?2query={"field":"value"}&sort={"field":<1l|-1>}]

GET http://lo
GET http://1ocal host/ ms/ rest/events/<id>

45.1.1 Get All Events

URLs and Parameters

CET http://1ocal host/ mas/rest/events[?2query={"field":"value"}&sort={"field":<1|-1>}]

Parameter Required Vi iallld Description Example
guery No JSON  Query for specific results. query={"status":"failure"}
- NG ISON Sort the results. Use 1 for sort={"id":-1}

ascending and - 1 for descending.

See Global URL Parameters for available URL parameters.

Sample Response
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GET http://localhost:8080/mws/rest/events

"total Count": 3,
"resul t Count": 3,
"results":[

"details":{

"error Message": {
“errorCode": "542",
"message": " Cannot communi cate with XCAT resource manager",
“originator":" XCAT"

"event Cat egory": "failure",

"event Ti me":"2012-01-27 15:18: 32 UTC',

"event Type":"rnfail ure",

"facility":"rn',

"primryQbject":{
"serialization":null,
"type":"rnt,
"id":"xcat"

s

"sour ceConponent ": " MAM',
"status":"failure",

"id":"4f addab8c4aa264506f 8ac3d"

"details":{

"event Category":"start",

"event Ti me":"2012- 01- 27 15:18: 31 UTC',
"event Type": "schedcycl estart",
"facility":"schedul er",

"sour ceConponent ": " MAM',
"status":"success",

"id":"4f addab8c4aa264506f 8ac3c"

~———

"details":{
"al pha": "l oremipsumdolor sit anet",
"bravo": " 2",
"charlie":"consectetur adipisicing elit, sed do"

"event Category": "start",
"event Ti me":"2012- 01- 27 15:18: 30 UTC',
"event Type":"jobstart",
"facility":"job",
"initiatedBy":{

"proxyUser":"bob",

"user":"tontat 6"

}

primaryGObj ect": {
"serialization":"\n <j ob Jobl D=\ "npab. 849\ "
RegAWDur at i on=\"100000\" User=\"bob\" />\n "
"“type":"job",
"id":"nmoab. 849"

Ji s
"rel atedoj ects": [

"type":"vni,
"id":"vnb6"

"type":"service",
"id":"lanmp. 211"
}
"sour ceConponent " : " MM’ ,

"status":"success",
"id":"4f addab8c4aa264506f 8ac3b"

Querying Events

It is possible to query events by one or more fields based on MongoDB query syntax. The
following contains examples of simple and complex event queries and event queries by date.



http://www.mongodb.org/display/DOCS/Advanced+Queries

Simple Queries

To see only events that are of type "jobsubmit":

http://1ocal host/ mas/ rest/event s?query={"event Type":"jobsubmt"}

To see only events of type "jobsubmit” with the status of "failure":

http://1ocal host/ mas/ rest/event s?query={"event Type":"jobsubmt", "status":"failure"}

To see only events with the "job" facility:

http://1ocal host/ mas/ rest/events?query={"facility":"job"}

To see only eventsin the "start" event category:

http://1ocal host/ mas/ rest/event s?query={"event Category":"start"}

More Complex Queries

Y ou can query on embedded JSON objects within the event JISON. For example, to see events
associated with proxyUser bob:

http://1ocal host/ mas/ rest/events?query={"initiatedBy.proxyUser":"bob"}

To see only events that are NOT associated with bob:

http://1 ocal host/ mas/ rest/events?query={"initiatedBy.proxyUser":{"$ne": "bob"}}

When the field values of the desired events are afinite set, you can use the $i n operator. For
example, to see eventsthat relate to either alice, bob, or charlie:

http://1ocal host/ mas/ rest/events?query={"initiatedBy.proxyUser":{"$in":["alice", "bob"
"charlie"]}}

Querying Events by Date

To see events created before January 27, 2012 at 12:08 am. UTC:

http://1ocal host/ mas/ rest/events?query={"eventTine":{"$lt":"2012-01-27 12:08: 00 UTC'}}

59



To see events created before or on January 27, 2012 at 12:08 a.m. UTC:

http:/ /1 ocal host/ mws/rest/events?query={"eventTi ne": {"$lte":"2012-01-27 12:08: 00 UTC'}}

To see al events created after January 27, 2012 at 12:04 am. UTC:

http:/ /1 ocal host/ mws/rest/events?query={"event Ti ne": {"$gt":"2012-01-27 12:04: 00 UTC'}}

To see al events created after or on January 27, 2012 at 12:04 am. UTC:

http:/ /1 ocal host/ mws/rest/events?query={"eventTi ne": {"$gte":"2012-01-27 12:04: 00 UTC'}}

To see events created between 12:04 am. and 12:08 am. UTC inclusive:

http:/ /1 ocal host/ mws/rest/events?query={"event Ti ne": {"$gte":"2012-01-27 12:04:00 UTC",
"$lte":"2012-01-27 12:08: 00 UTC'}}

To see events created between 12:04 am. and 12:08 am. UTC inclusive that are associated with
proxyUser bob:

http://1ocal host/ mas/ rest/events?query={"initiatedBy.proxyUser":"bob", "event Ti me": {
"$gte":"2012-01-27 12:04: 00 UTC', "$lte":"2012-01-27 12:08: 00 UTC'}}

To see events created between 12:04 am. and 12:08 am. UTC inclusive, that are associated with
proxyUser bob, and that are of type "jobsubmit":

http://1ocal host/ mas/ rest/events?query={"initiatedBy.proxyUser":"bob","event Type"
"jobsubmit","event Tinme": {"$gte":"2012-01-27 12: 04: 00 UTC',"$l te":"2012-01-27 12: 08: 00
urc'}}

Sorting

See the sorting section of Global URL Parameters

Limiting the Number of Results

If you want to limit the number of results of events, you can use the nax parameter. For
example, to see only 10 "vmmigrate" events.

http://1ocal host/ mas/rest/event s?query={"event Type":"vmni grate"}&sort={"event Ti me"
. 1} &max=10

To see "vmcreate" events 51-60 when sorted by eventTime in descending order, you can
combine max with of f set , asfollows:
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http://1ocal host/ mas/ rest/event s?query={"event Type": "vntreate"}&sort={"event Ti me"
: - 1} &max=51&of f set =60

Retrieving a Subset of Fields

To cause only certain fieldsto return for each event, usethef i el ds parameter. For example, to
show only the eventTime field for each event:

http://1ocal host/ mws/rest/event s?max=3&f i el ds=event Ti ne

Thisreturns:

“total Count": 187,

"resul tCount": 3,

"resul ts":
{"event Ti me": "2012-03-05 10:01:59 UTC'},
{"event Ti me": "2012-03-05 10: 02: 00 UTC'},
{"eventTime": "2012-03-05 10: 02: 01 UTC'}

To show the name, type, and status:

http://1ocal host/ mas/rest/events?fiel ds=nane, type, st atus

Thisreturns:

“total Count": 187,
"resul t Count": 3,

"resul ts": [
{

"event Ti ne": "2012-03-05 10: 01:59 UTC',
"event Type": "jobsubmt",
"status": "failure"

¥ ‘
"event Ti me": "2012-03-05 10: 02: 00 UTC',
"event Type": "jobstart",
"status": "success"

¥ ‘
"event Ti ne": "2012-03-05 10: 02: 01 UTC',
"event Type": "vnmigrate",
"status": "success"

}

4.5.1.2 Get Single Event

URLs and Parameters

GET http://Iocal host/ ms/rest/events/<id>
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Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

"details":
"attribute": "walltinme",
"modi fier": "increase",
"val ue": "200000"

"event Cat egory": "job",

"event Time": "2012-01-27 00: 07: 00 UTC',

"event Type": "j obnodify",

"facility": "baseline",

"initiatedBy": {
"proxyUser": "bob",
"user": "viewpoint"

Ji :

"primaryQbj ect": {
"serialization": null,
"type": "job",

"id": "npab. 900"

b

"sour ceConmponent ": " MAM',
"status": "success",

"id": "4f a46081lc4aa5b896ac4b757"

}

4.5.2 Creating Events
The HTTP POST method is used to create an Event.

Quick Reference

POST http://1ocal host/ mas/rest/events

45.2.1 Create Event

URLs and Parameters

POST http://1ocal host/ mas/rest/events

Request Body

Unlike most other URLSs, the events URL accepts both JSON and XML. Be sure to set the
Cont ent - Type HTTP header to either appl i cati on/j sonorapplication/ xm .



POST http://localhost/mws/rest/events Content-Type: application/json

[
{

/>",
}
{
}
{
}

]

"event Ti me":"2012-01-27 15:18: 30 UTC',
"event Type":"jobstart",
"event Category":"start",
"sour ceConponent ": " MAM',
"status":"success",
“facility":"job",
"initiatedBy":{
"proxyUser":"bob",
"user":"tontat 6"

o
"primaryQObject":{
"serialization":"<job Jobl D=\"npab. 849\ "

"type":"job",
"id":"nmab. 849"
o
"rel atedoj ects": [
{

"type":"vnt,
"id":"vnb6"

"type":"service",
"id":"lanmp. 211"
}

"details":{
"al pha":"loremipsumdolor sit anmet",
“bravo": " 2",
"charlie":"consectetur adipisicing elit,

}

"event Ti me":"2012-01-27 15:18: 32 UTC',
"event Type":"rnfailure",
"event Cat egory": "failure",
"sour ceConponent " : " MAM',
"status":"failure",
“facility":"rni,
"primaryQObject":{
"serialization":null,
"type":"rnt,
"id":"xcat"

"error Message": {
"errorCode": "542",

RegAWDur at i on=\ " 100000\ "

sed do"

"message": " Cannot conmuni cate with XCAT resource nmnager",

"originator":"XCAT"

"event Ti me":"2012-01-27 15:18:31 UTC',
"event Type": "schedcycl estart",

"event Category":"start",

"sour ceConponent " : " MAM',
"status":"success",
"facility":"schedul er"

User =\ "bob\"
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POST http://localhost/mws/rest/events Content-Type:application/xml

<Event s>

<Event event Ti ne="2012-01-27T15: 18: 30. 000- 07: 00" event Type="j obstart" event Category=
"start" sourceConponent="MAM' status="success" facility="job">
<InitiatedBy user="tontat6" proxyUser="bob"/>
<Pri maryCbj ect obj ect Type="j ob" obj ect | D="npab. 849" >
<Seri al i zation>
<! [ CDATA[ <j ob Jobl D="npab. 849" RegAWDur ati on="100000" User="bob" />]]>
</ Serialization>
</ Pri maryQbj ect >
<Rel at edObj ect s>
<Rel at edOoj ect obj ect Type="vni' obj ect| D="vnb6"/ >
<Rel at edOoj ect obj ect Type="servi ce" object!|D="Ianp.211"/>
</ Rel at edbj ect s>
<Det ai | s>
<Detail nane="al pha">l orem i psum dol or sit anet</Detail >
<Detai | name="bravo">2</Detal | >
<Detail nane="charlie">consectetur adipisicing elit, sed do</Detail >

</ Detail s>
</ Event >

<Event event Ti me="2012-01-27T15: 18: 31. 000- 07: 00" event Type="schedcycl estart"
event Cat egory="start" sourceConponent="MAM' status="success" facility="scheduler" />

<Event event Ti ne="2012-01-27T15: 18: 32. 000- 07: 00" event Type="rnfail ure" event Cat egory=
"failure" sourceConponent="MAM' status="failure" facility="rn'>
<Pri maryCbj ect object Type="rm' object| D="xcat" />
<Error Message ori gi nat or =" XCAT" error Code="542">Cannot conmuni cate w th XCAT
resour ce nanager </ Err or Message>
</ Event >

</ Event s>

Sample Response

If the request was successful, the response will be an object with an id property containing the ID
of the newly created events. On failure, the response is an error message.

JSON Response

{"id":"4f add83bc4aa366464599ela"}, {"i d": " 4f add83bc4aa366464599elb"}, {"id":
"4f add83bc4aa366464599elc"}]

Below is an example of events.log output for a successful event request:

2012-01-27T15: 18: 30. 000-07: 00 type="j obstart" category="start" sourceConponent="MWM
status="success" facility="job" initiatedBy.user="tontat6" initiatedBy.proxyUser="bob"
primaryObj ect.type="job" primaryCbject.id="noab. 849" rel atedObject.0.type="service"

rel atedObj ect.0.1d="]anp. 211" rel atedject.1.type="vnl' rel atedj ect. 1.id="vnb6"
detail.al pha="l oremipsumdol or sit anet" detail.bravo="2" detail.charlie="consectetur
adipisicing elit, sed do" prinmaryQoject.serialization="<job Jobl D=\"npab. 849\ "
RegAWDur at i on=\"100000\" User =\"bob\" />"

2012-01-27T15: 18: 31. 000- 07: 00 type="schedcycl estart" category="start" sourceConponent =
"MM' status="success" facility="schedul er”

2012-01-27T15: 18: 32. 000-07: 00 type="rnfailure" category="failure" sourceConponent ="MW
status="failure" facility="rm prinmaryObject.type="rni' prinmaryCbject.id="xcat"
error.originator="XCAT" error.code="542" error.nmessage="Cannot comuni cate w th XCAT
resour ce nmanager"

2 Notethat " (double quote) charactersin the input have been replaced by \"
charactersin the output. (For other character restrictions, see the
"Restrictions” section below.)




Restrictions

Special characters, such as newline, carriage return, and " (double quote) are encoded in the
output of events.log to make events.log easy to parse with scripts and third party tools. For
example, if theinput XML contains:

<Error Message>RM says, "Cannot provision vnR2l"</ErrorMessage>

Then the following will be output to events.log:

error. message="RM says, \"Cannot provision vnR1\""

Noticethat " has been replaced with \" . This table contains the most common encodings.

Character Escape Sequence

" (double quote) \"
\ (backslash) \\

newline \n

carriagereturn \r
tab \t

(For more information see escape sequences for Java Strings.)
Other restrictions include:

® Detail names can only contain a pha-numeric characters, colons (:), underscores (_), and
dashes (-).

® primaryObject.serialization, error.message, and detail values (for example
detail.someName="some value") can contain any printable ASCII character. Single quotes
(") and double quotes (') cannot be contained in any other field.

® A single event cannot contain more than more than 50 details. If an event has more than 50
details, the excess details will be ignored.

4.6 Funds

This section describes behavior of the Fund object and al related objects in Moab Web
Services. It contains the URLS, request bodies, and responses delivered to and from Moab Web
Services.

% The Fund API, FundBalance API, FundStatement API, and
FundStatementSummary API contain the type and description of al fieldsin
the Fund object as well as related objects and reports given in the URLS
below.

Supported Methods
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Resource GET PUT POST DELETE

Irest/funds Get al funds
Irest/funds/id Get specified fund
[rest/funds/balances Get al fund balances
[rest/funds/reports/statement Get fund statement

[rest/funds/reports/statement/summary Get fund statement summary

4.6.1 Getting Funds
The HTTP GET method is used to retrieve Fund information.

Quick Reference

GET http://1ocal host/ mas/rest/funds?proxy-user =<USER>

[&active=true] [ &ustomfields=health][&filter={"account"

c"chemistry"}][ & ilter-type=NonExclusive][&uery={"priority":"2"}][&sort={"id":-1}]
GET http://1ocal host/ mas/rest/funds/ <i d>?proxy- user =<USER>

[&active=true] [ &ustomfields=health][&filter={"account"
:"chemstry"} ][ & ilter-type=NonExcl usive]

GET http://1ocal host/ mas/rest/funds/ bal ances?proxy-user =<USER>

[ &ustom fiel ds=health][&filter={"account":"chem stry"}][&filter-type=NonExcl usi ve]
GET http://1ocal host/ mas/rest/funds/reports/statenment ?proxy-user=<USER>[ &f il ter=
<FILTER>] [ &f i | ter-type=<FI LTER- TYPE>] [ &t art - t i me=<DATE- STRI NG>] [ &end- t i me=

<DATE- STRI NG>] [ &cont ext =<CONTEXT>]

GET http://1ocal host/ mas/rest/funds/reports/statenment/sumrary?proxy- user =<USER>
[&ilter=<FILTER>][&f il ter-type=<FI LTER- TYPE>] [ &start-ti me=<DATE- STRI NG>] [ &end- ti me=
<DATE- STRI NG>]

4.6.1.1 Get All Funds

URLs and Parameters

GET http://1ocal host/ mas/rest/funds?proxy-user =<USER>
[ &active=true][&ustomfields=health][&filter={"account"
c"chemstry"} ][ & ilter-type=NonExcl usive][&uery={"priority":"2"}][&sort={"id":-1}]
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Par ameter

Required Valid Values

Description | Example

proxy-user  Yes

String

Perform
action as
defined MAM
user.

proxy-user=amy

active No

Boolean

Listsonly
active or
non-active
allocations of
the fund. The
fund amount
becomes the
sum of the
activelinactive
allocations.

active=true

custom-fields No

Comma-Separated
String

Includes

customMAM . om-fields=health
fund

attributes.

filter No

JSON

Query funds

based on e ru c
defined MAM filter={"account":"chemistry"}

filter.

filter-type No

String

Query funds
based on
defined MAM
filter type.

filter-type=NonExclusive

query No

JSON

Query for
specific
results.

query={"priority":"2","allocation.active":"f

sort No

JSON

Sort the

results. Use 1

for ascending sort={"id":-1}
and - 1 for

descending.

% Thequery parameter does not support the full Mongo query syntax. Only
guerying for a simple, non-nested JSON object is allowed.

See Global URL Parameters for available URL parameters.

Sample Response
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GET
http://local host/mws/rest/funds?proxy-user=amy& fiel ds=id,name,all ocations,constraints

"total Count": 1,
"resultCount": 1,
"results": [ {
"id" 2,
"name": 1204,
"al l ocations": [ {
id" 2,
"startTine": "-infinity",
"endTi me": "2012-02-02 09: 34: 42 UTC',
"anpbunt": 9060000,
"creditLimt": O,
"deposited": 9060000,
"active": true,
"description":

1.
"fundConstraints": [ {

“id" 2,
"nanme": "CostCenter",
"val ue": 1204
H
H
}

4.6.1.2 Get Single Fund

URLs and Parameters

GET http://1ocal host/ mas/rest/funds/ <i d>?proxy- user =<USER>
[ &active=true] [ & ustomfiel ds=health][&filter={"account"
:"chem stry"} ][ & ilter-type=NonExcl usive]
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Parameter Required Type Valid Values Description

The unique identifier of the

id Yes String - object

Perform action as
proxy-user  Yes String defined MAM proxy-user=amy
user.

Lists only active
or non-active
alocations of the
. fund. The fund .
active No Boolean active=true
amount becomes
the sum of the
active/inactive

alocations.

Includes custom
MAM fund custom-fields=health
attributes.

Comma-Separated

custom-fields No String

Query funds
filter No JSON based on defined filter={"account":"chemistry"}
MAM filter.

Query funds
filter-type No String based on defined filter-type=NonExclusive
MAM filter type.

See Global URL Parameters for available URL parameters.

Sample Responses

Fund sample response

.
"idr 2,
"name": 1204,
"priority": O,
"description": "R&D for Manufacturing",
"creationTine": "2012-02-02 09: 34: 42 UTC',
"amount": 9060000,
"deposi ted": 9060000,
"creditLimt": O,
"allocations": [ {

idr 2,
"startTine": "-infinity",
"endTine": "infinity",

"amount": 9060000,
"creditLimt": O,
"deposi ted": 9060000,
"active": true,
"description": ""

.
"fundConstraints": [ {

"id' 2,
"name": "CostCenter",
"val ue": 1204

H
}

4.6.1.3 Get All Fund Balances
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URLs and Parameters

GET http://1ocal host/ mas/rest/funds/ bal ances?proxy-user =<USER>
[ &ustom fields=health][&filter={"project":"chem stry"}][&filter-type=NonExcl usi ve]

Parameter Required Valid Values

Description Example

Perform action as

proxy-user  Yes String defined MAM proxy-user=amy
user.
Includes custom
custom-fields No Comme-Separated \ AM fund  custom-fields=health
String .
attributes.
Query funds
filter No JSON based on defined filter={"account":"chemistry"}
MAM filter.
Query funds
filter-type No String based on defined filter-type=NonExclusive

MAM filter type.

See Global URL Parameters for available URL parameters.

Sample Response

The fund balances resource is an aggregation of fund data. See the FundBalance APl page for

more details.
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GET http://loca host/mws/rest/funds/bal ances?proxy-user=amy

"total Count": 2,
"resul t Count": 2,
"results": [

id" 2,

"nanme": 1204,

"priority": O,

"description": "R& for Mnufacturing",
“creationTinme": "2012-02-02 09: 34: 42 UTC',
"amount": 9060000,

"deposi ted": 9060000,

"creditLimt": O,

"reserved": 0,

"al l ocations": [

"id" 2,

"“amount": 9060000,
"creditLimt": O,
"deposi ted": 9060000

] }
"fundConstrai nts": [
{
"idhe 2
"name": "CostCenter",

"“val ue": 1204

P

"bal ance": 9060000,
"avail abl e": 9060000,
"al |l ocated": 9060000,
"used": O,

"per cent Renwmi ni ng": 100,
"percent Used": 0

"id": b5,
"name" : ,
"priority": O,
“description": ,
"creationTine": "2012-04-03 09: 25: 47 UTC',
"ampunt": 901290219001,

"deposited": 901290219021,

"creditLimt": 30,

"reserved": 84018308897. 68,

"al locations": [

"id": 6,

"anmpunt": 901290219001,

"creditLimt": 30,

"deposi ted": 901290219021
}

I

"fundConstraints": ,

"bal ance": 817271910103. 32,
"avail abl e": 817271910133. 32,
"al | ocat ed": 901290219051,
"used": 20,

"per cent Renwmi ni ng": 100,
"percent Used": O

4.6.1.4 Get Fund Statement

URLs and Parameters

CET http://1ocal host/ mas/rest/funds/ reports/statenment ?proxy-user=<USER>[ &f il ter=
<FILTER>] [ &f i | ter-type=<FI LTER- TYPE>] [ &t art -t i me=<DATE- STRI N&G>] [ &end-t | ne=
<DATE- STRI NG>] [ &cont ext =<CONTEXT>]
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Parameter Required Vi ;ajlld Description Example
roxy-user Yes Strin Perform action as defined roxy-user=am
proxy g MAM user. proxy-user=amy
. Query funds based on e tw d
filter No JSON defined MAM filter. filter={"account":"chemistry"}
o . Query funds based on e .
filter-type No String defined MAM filter type. filter-type=NonExclusive
start-time  No Dlr?lflenlt or E!\Ees;ca::gﬁa;?grsaa;irt SE U= 008
y.or 15:24:39 UTC
now time.
end-time  No l?r?fnlt or Erg;es;iilgﬁztgf]iraen;jn eng SNdHime=2012-04-03
y.or 15:24:39 UTC
now time.
oG or The context to use in
context No P Moab Accounting context=hpc
cloud
Manager.

% Thecont ext parameter overrides the default context set for MAM using
the mam cont ext configuration parameter. See the Configuration page for
more information on this parameter.

See Global URL Parameters for available URL parameters.

Sample Response

The fund statement report provides a snapshot of the current funds. See the FundStatement AP
for more details.

GET
http://local host/mws/rest/funds/reports/statement ?proxy-user=amy& fiel ds=startBal ance,endBal ance

"startBal ance": 1234. 01,
"endBal ance": 1000

}

4.6.1.5 Get Fund Statement Summary

URLs and Parameters

GET http://1ocal host/ mas/rest/funds/reports/statenment/sumary?proxy-user =<USER>
[& ilter=<FILTER>][&filter-type=<FI LTER TYPE>] [ &start-ti me=<DATE- STRI NG>] [ &nd-ti ne=
<DATE- STRI NG|
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Parameter Required Vi ;ajlld Description Example
roxy-user Yes Strin form action as defined roxy-user=am
proxy g MAM user. proxy-user=amy
. Query funds based on e tw d
filter No JSON defined MAM filter. filter={"account":"chemistry"}
o . Query funds based on o .
filter-type No String defined MAM filter type. filter-type=NonExclusive
start-time  No DI r?]fiiit or Eg;es;ca::gﬁa;?grsaagtirt SE U= 008
y.or 15:24:39 UTC
now time.
end-time  No [?r?;?nlt or Erg;es;g:gﬁztigfﬁraen;jn eng SNdHime=2012-04-03
y.or 15:24:39 UTC
now time.

See Global URL Parameters for available URL parameters.

Sample Response

The fund statement summary is slightly different from the typical fund statement in that the
transactions are provided as summaries grouped by obj ect and acti on. Seethe
FundStatementSummary API for more details.

GET
http://local host/mws/rest/funds/reports/statement/summary ?proxy-user=amy& fiel ds=total Credits,total D

"total Credits":200. 02,

"total Debits":-100,

"transactions":[ {
"action":"Deposit",
"anount ": 200. 02,
"count": 2

"action":"Charge",
"anount ": - 100,
"count":1

4.7 Images

This section describes behavior of the | mage resource in Moab Web Services. An image
resource is used to track the different types of operating systems and hypervisors available in the
data center. It also tracks which virtual machines are available on the hypervisors. This section
describes the URLSs, request bodies, and responses delivered to and from Moab Web Services.

& The Image API contains the type and description of all fieldsin the Image
object. It also contains details regarding which fields are valid during PUT
and POST actions.
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Supported Methods

Resour ce GET PUT POST DELETE
[rest/images Get All Images Create Image
Irest/images/id Get Specified Image Modify Image Delete Image
Irest/images/name Get Specified Image Modify Image Delete Image

4.7.1 Getting Images

The HTTP GET method is used to retrieve | mage information. Y ou can query all objectsor a
single object.

Quick Reference

cal host/ mns/rest/i mages[ ?2query={"field":"value"}&sort={"field":<l|-1>}]
cal host/ mas/ rest /i mages/ <i d>
cal host/ mas/ rest /i mages/ <name>

GET http://1
GET http://1
GET http://1

[eNeNe]

4.7.1.1 Get All Images

URLs and Parameters

GET http://1ocal host/ mas/rest/images[ ?2query={"field":"value"}&sort={"field":<l|-1>}]

alid

Parameter Required V“ | Description Example

Queriesfor e - S
query No JSON specific results. query={"type":"stateful”,"osType":"linux"}
Sort the results.
Use 1 for . .
sort No JSON sort={"name":-1}

ascending and - 1
for descending.

It is possible to query images by one or more fields based on MongoDB query syntax.
See Global URL Parameters for available URL parameters.

Sample Response
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GET http://localhost/mws/rest/images?ields=id,name

"total Count": 1,

"resultCount": 1,

"results": [ {
"id": "4f al97e68ca30f c605ddicf 0",
"nanme": "centos5-stateful"

H
}

Sorting and Querying

See the sorting and querying sections of Global URL Parameters.

4.7.1.2 Get Single Image

URLs and Parameters

cal host/ mas/ rest /i mages/ <i d>

GET http://lo
GET http://1ocal host/ mas/rest/i mages/ <name>

Parameter Required Type Valid Values Description
id Yes String - The unique identifier of the Image.

name Yes String - The name of the Image.

See Global URL Parameters for available URL parameters.

& You must specify either id or name, but you do not have to specify both.

Sample Response

Virtual machine image example:
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GET http://local host/mws/rest/images/centoss-compute-statef ul

"active":true,
"ext ensi ons": {
"xcat":{
"os":"centos",
"architecture":"x86_64",
"profile":"conpute"

"features":[],

"hypervisor": fal se,

"hypervi sor Type": null,

"id":"4f al97e68ca30f c605ddicf 0",
"nane": " cent 0s5- conput e-stateful ",
"osType":"linux",

"suppor t sPhysi cal Machi ne": f al se,
"supportsVirtual Machi ne": true,
"tenpl at eNane": "",
"type":"stateful",

"version":0,

"virtualizedl mages":[]

Hypervisor image example:

GET http://local host/mws/rest/images/esxi-4.1-stateful

"active":true,
"ext ensi ons": {
"xcat":{
"hvG oupNane": "hvG oup",
"vimG oupNanme" : " vnia oup”,
"os":"esxi-4.1",
"architecture":"x86_64",
"profile":"hv"
}

1P

"features":[],

"hypervi sor":true,

"hypervi sor Type": " ESX",

"id":"4f al97e68ca30f c605ddicf 0",

"nane": "cent os5- conput e-stateful ",

"osType":"linux",

"support sPhysi cal Machi ne": true,

"supportsVirtual Machi ne": fal se,

"t enpl at eNane": """,

"type":"stateful",

"version":0,

"virtualizedl nages":[]

& Thever si on field contains the current version of the database entry and

does not reflect the version of the operating system. See Madify Image for
more information.

4.7.2 Creating Images
The HTTP POST method is used to submit | mages.

Quick Reference

POST http://1ocal host/ mas/rest/images




4.7.2.1 Create Single Image

URLs and Parameters

POST http://1ocal host/ mas/rest/i mages

See Global URL Parameters for available URL parameters.

Request Body

Three fields are required to submit an image: name, hypervisor, and osType. Each image must
also support provisioning to either a physical machine or avirtual machine by using the
supportsPhysicalM achine or supportsVirtualM achine fields.

& The name field must contain only letters, digits, periods, dashes, and
underscores.

The array of virtualized images are themselves objects that contain image IDs or names. For
more information on available fields and types, see the Image API.

The following is an example of the most basic image that can be created:

POST http://local host/mws/rest/images

{

"name": "centos5-stateful ",
"osType": "linux",
"hypervisor": false,
"supportsVirtual Machi ne":true

Note that this example does not provide any information for a provisioning manager (such as
XCAT) to actually provision the machine. In order to provide this, you must add an entry to the
extensions field that contains provisioning manager-specific information. Each key in the
extensions field corresponds to the provisioning manager, and certain properties are required
based on this key. For example, the xCAT extension key must be named xcat and must contain
certain fields. These extension keys are documented in the Image API. See the following
examples of creating images with xCAT-specific provisioning information below.

Sample Response

If the request was successful, the response body is the new image that was created exactly as
shown in Get Single Image. On failure, the response is an error message.

Samples

The virtualizedl mages field only accepts input when the image is a hypervisor and expects an
array of image IDs or names, as shown in the following example:
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Example payload of hypervisor with 2 vms

{

"hypervi sor":true,

"nane": "esx5-stateful ",

"osType":"linux",

"suppor t sPhysi cal Machi ne": true,

"type":"stateful ",

"hypervi sor Type": "ESX",

"virtualizedl nages": [
{"id": "4f al97e68ca30f c605ddlcf 0"},
{"nanme": "centos5-stateful"}

The following example shows how to create an image that utilizes a cloned template for avirtual
machine. (Note that the type must be set to | i nkedcl one in order to set the templateName
field.)

VM Utilizing a Cloned Template
{ .
"active": true,
"hypervisor": false,
"nane": "centos5-conpute-stateful ",
"osType": "linux",
"type": "linkedclone",
"supportsVirtual Machi ne": true,
"t enpl at eNane": " cent 0s5- conput e"
}

The following are samples of avirtual machine and a hypervisor image that can be provisioned
with xCAT:

XCAT Virtual Machine Image

{

"active": true,

"features": [],

"hypervi sor": false,

"nanme": "centos5-conpute-stateful ",

"osType": "linux",

"type": "stateful",

"supportsVirtual Machi ne": true,

"extensions": {

"xcat":

"os": "centos",
"architecture": "x86_64",
"profile": "conpute"
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XCAT Hypervisor Image

{
"active": true,
"features": [],
"hypervisor": true,
"name": "esxi5-base-statel ess"”,
"osType": "linux",
"virtualizedl nages": [
{"name": "centos5-conpute-statel ess"}

"type": "statel ess",
"hypervi sor Type": "ESX",
"suppor t sPhysi cal Machi ne": true,
"extensions": {
"xcat": {
"os": "esxi5",
"architecture": "x86_64",
"profile": "base",
"hvType": "esx",
"hvG oupNane": "esx5hv",
"vnizr oupNane": "esx5vni

4.7.3 Modifying Images
The HTTP PUT method is used to modify I mages.

Quick Reference

PUT http://|ocal host/ mas/rest/images/ <i d>
PUT http://1ocal host/ms/rest/imges/ <name>

4.7.3.1 Modify Single Image

URLs and Parameters

PUT http:/
PUT http:/

——

| ocal host/ mas/ rest /i mages/ <i d>
| ocal host/ mas/ rest/ i mages/ <name>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the Image.

name Yes String - The name of the Image.
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® You must specify either id or name, but you do not have to specify
both.

®* Thename field must contain only letters, digits, periods, dashes, and
underscores.



Example Request

PUT http://locahost/mws/rest/images/centoss-stateful

{

"nane": "centosb5-stateful"
"type": "stateful"
"hypervisor": false
"osType": "linux",
"virtualizedl mages": []

& Theversion field contains the current version of the database entry and does
not reflect the version of the operating system. Thisfield cannot be updated
directly. However, if version isincluded in the modify request, it will be
used to verify that another client did not update the object in between the
time the data was retrieved and the modify request was delivered.

Sample Response

If the request was successful, the response body is the modified image as shown in Get Single
Image. On failure, the response is an error message.

4.7.4 Deleting Images
The HTTP DELETE method is used to delete | mages.

Quick Reference

DELETE http://1ocal host/ mws/ rest/i mages/ <i d>
DELETE http://1 ocal host/ mas/ rest/i mages/ <name>

4.7.4.1 Delete Single Image

URLs and Parameters

cal host/ mas/ rest /i mages/ <i d>
cal host/ mas/ rest /i mages/ <name>

o
—
m
m
>
-~
—
TOT
—~—
—~—
oo

Parameter Required Type Valid Values Description
id Yes String -

The unique identifier of the Image.

name Yes String - The name of the Image.

See Global URL Parameters for available URL parameters.
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%5 Only one of id or name are required.

Sample Response

JSON Response
{3

4.8 Jobs

This section describes behavior of the Job object in Moab Web Services. It contains the URLS,
request bodies, and responses delivered to and from Moab Web Services.

@ TheJob API has changed with API version 2. The supported methods table
below requires each resource to be accessed with a URL parameter of
api - ver si on=2 in order to behave as documented.

In order to access documentation for previous APl versions, see Reguesting
Specific APl Versions.

%y The Job API contains the type and description of al fieldsin the Job object.
It also contains details regarding which fields are valid during PUT and
POST actions.

Supported Methods

Resour ce GET PUT POST DELETE
Irest/jobs Get al jobs Submit job
[rest/jobs/name Get single job Maodify job Cancel job

4.8.1 Getting Job Information
The HTTP GET method is used to retrieve Job information.

Quick Reference

GET http://1ocal host/ mas/rest/jobs/ <nane>?api - ver si on=2

4.8.1.1 Get All Jobs

URLs and Parameters
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GET http://1ocal host/ mas/rest/jobs?api-version=2

Valid

Parameter Required Description Example

guery No JSON  Queriesfor specific results. guery={"isActive":true}
rt the results. 1 for

sort No JSON sort the results, Use 1 fo sort={"name":-1}

ascending and - 1 for descending.

It is possible to query by one or more fields based on MongoDB query syntax.

See Global URL Parameters for available URL parameters.

How to Get All Jobs

GET http://local host/mws/rest/jobs?api-version=2& fiel ds=name,flags& max=3

"total Count": 8,
"resul t Count": 3,

"resul ts": [
{

"flags": ["GLOBALQUEUE"],
"name": " Modab. 1"

by
"flags": ["GLOBALQUEUE"],
"name": " Moab. 2"

b

{
"flags": ["GLOBALQUEUE"],
"nanme": "Mbdab. 4"

How to Get a Subset of Jobs

Here are afew examples of how to query for jobs.

Get Active Jobs

http://1ocal host/ mas/ rest/jobs?api-versi on=2&query={"i sActive":true}

Get Completed Jobs

http://1ocal host/ mas/ rest/jobs?api-versi on=2&query={"i sActive": fal se}

Get Jobs Owned by a Particular User

http://1ocal host/ mas/ rest/jobs?api-versi on=2&query={"credential s.user":"fred"}
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Known Issues

® Somejobsare not returned if Di spl ayFl ags UseBl ocki ngissetinthenoab. cfg

file.

4.8.1.2 Get Single Job

URLs and Parameters

GET http://1ocal host/ mas/rest/jobs/ <name>?api - ver si on=2

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

{

"arrayl ndex": null,
"arrayMast er Nane": null,
"attributes": [],
"bl ocks": [
"category": "jobBl ock",
"message”: null,
"type": null

"bypassCount": 0,
"cancel Count": O,
"commandFile": "/tnp/test.sh",
"commandLi neArgs": null,
"conpl eti onCode": null,
"cpuTi me": O,
"credential s": {
"account": null,
"group": "adaptive",
"jobd ass": null,
"qos": "NONE",
"gosRequested": null,
"user": "adaptive"

}

ust omNane": nul |,
"dates": {
"conpl etedDate": nul |,
"createdDate": "2012-10-11 17:58:16 UTC',
"deadl i neDate": "2037-10-24 12:26:40 UTC',
"di spat chedDate": nul |,
"earliest RequestedStartDate": null,
"earliestStartDate": "2012-10-11 17:58:18 UTC',
"eligibleDate": "2012-10-11 17:59:19 UTC',
"| ast Cancel edDate": null,
"| ast ChargedDate": nul |,
"| ast Preenpt edDate": null,
"| ast Updat edDat e": "2012-10-11 17:59:19 UTC',
"startDate": null,
"subm tDate": "2012-10-11 17:58:16 UTC',
"term nationDate": "2037-10-24 12:26:40 UTC'

Do

"deferCount": O,
"dependencies": [],
"description": null,
"duration": 8639999,
"durationActive": 0,
"durati onQueued": 31,
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"dur ati onRenai ni ng": 0,
"dur ati onSuspended": 0,
"emai | Noti f yAddresses": [],
"enmi | Noti fyTypes": [],
"envi ronnent Request ed": fal se,
“environment Vari abl es": {},
"epilogScript": null,
"flags": ["GLOBALQUEUE'],
"hol dDate": null,
"hol dReason": nul I,
"holds": [],
"initial WrkingDrectory": "/tnp",
"i sActive": true,
"jobG oup": null,
"mast er Node": nul |,
"menor ySecondsDedi cat ed": O,
"menorySecondsUtilized": O,
"messages": [],
"mgrateCount": O,
"m ni munPreenpt Ti ne": 0,
"mvNane": " Moab",
"nanme": "Moab. 15",
"nodesExcl uded": [],
"nodesRequested": [],
"nodesRequest edPol i cy": null,
"partitionAccessList": [
"meni',
" SHARED"

" bart i ti onAccessLi st Request ed":
“ment
" SHARED"

I

"preenpt Count": O,

"priorities": {
“run": O,
"start": 1,
"systeni: O,
"user": O

"processor SecondsDedi cated": O,
"processor SecondsLimt": O,
"processor SecondsUtilized": O,
"prologScript": null,
"queueSt atus": "bl ocked",
"rejectPolicies": [],
"requi renents":
"architecture": null,
"attributes": [],
"features": [],
"index": O,
"featuresRequested": [],
"f eat uresRequest edvbde": "AND',
"featuresExcl uded": [],
"f eat uresExcl udedMode": "AND',
"metrics": {},
"nodeAccessPolicy": null,
"nodeAl | ocati onPolicy": null,
"nodeCount": O,
"nodes": [],
"nodeSet": null,
"image": null,
"reservation": null,
"resour cesPer Task": {
"processors": {
"dedi cated": 1,
"utilized": O

b

" enory" {
"dedi cated": O,
"utilized": 0

}

"di sk": {
"dedi cated": O,
"utilized": null

}

" swap”: {
"dedi cated": O,
"utilized": null

1,
"taskCount": 4,
"t asksPer Node": 0

"reservati onRequested": null,
"resourceFail Policy": null,
"resour ceManager Ext ensi on": nul |,
"resourceManagers": |
"isDestination": false,
"isSource": true,
"j obNanme": "Mbab. 15",

[
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"nanme": "internal"

H,
"rntt andardErrorFi | ePath": nul |,
"rntt andar dQut put Fi | ePath": nul I,
"standardErrorFil ePath": null,
"standardQut put Fi | ePath": nul |,
"start Count": O,
"states": {

"state": "Idle",

"stat eExpected": "ldle",

"st at eLast Updat edDate": nul |,

"subState": null

1%

"subm tHost": "0:0:0:0:0:0:0:1",
"systemJobAction": null,
"systemJobType": null,
"targetedJobAction": null,
"targetedJobNane": null,

"tenpl ates": [{"name": "DEFAULT"}],
"triggers": [],

"variabl es": {},

"virtual Containers": [],




"virtual Machi nes": [],
"vnsagePol i cy": null

Job Arrays

If ajob isthe master of ajob array, the response will have some additional fields set as shownin
the following example. The nane field is chosen by the Moab Workload Manager, and the
cust onNane field comes from the job array name field.

Job Array Master

{

"nane": "Mbab.5",
"customNane": "nyarray",
"flags":

" ARRAYMASTER",

" GLOBALQUEUE",

" CANCELONFI RSTFAI LURE" ,

" CANCEL ONANYSUCCESS"

If ajobisasub-job of an array, the response will have other fields set as shown in the following
example.

Array Sub-Job

{
"nanme": "Mbab. 5[ 21]",

"customNane": "nyarray",
"arrayl ndex": 21,
"arrayMast er Nane": "Mdab. 5",
"flags": [

" ARRAYJCB" ,

" GLOBALQUEUE",

" CANCELONFI RSTFAI LURE" ,

" CANCEL ONANYSUCCESS"

4.8.2 Submitting Jobs
The HTTP POST method is used to submit Jobs.

Quick Reference

POST http://1ocal host/ mas/rest/j obs?api -versi on=2[ &r oxy- user =<user nanme>]

Restrictions




® No more than one virtual container can be specified in the request. The virtual container
must already exist.

® Thecredential s. user andcredenti al s. gr oup properties are used to submit a
job as the specified user belonging to the specified group.

® Jobvari abl es havethefollowing restrictions:

® Variable names cannot contain equals (=), semicolon (;), colon (:), plus (+), question
mark (?), caret (), backslash (\), or white space.
® Variable values cannot contain semicolon (;), colon (:), plus (+), or caret (V).

® When submitting jobs, the only supported hol d typeisUser .

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
noab. cf g file. Example:

* When the JOBNODEMATCHPOLICY isset to EXACTNODE in Moab, avoid using
reguirements.tasksPerNode. Use requirements.resourcesPer Task.processors.dedi cated
instead.

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.8.2.1 Submit Job

URLs and Parameters

POST http://1ocal host/ mas/rest/j obs?api -versi on=2[ &r oxy- user =<user nanme>]

Parameter Required Type Valid Values Description

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available during job submission. Thisisa
very contrived example; its purpose is simply to show sample values in the correct format.

JSON Request Body (specified host list)

"attributes": [

"attrl",

"attr2"
"commandFile": "/tnp/test.sh",
"commandScri pt": "c2xl ZXAgN AK",
"commandLi neAr gunents": "-x -v",
"credential s":

"account": "account",

“group™: "group",
"jobd ass": "BATCH',
"gosRequest ed": "QOS1",

"user": "saadmi n"
"cust omNanme": "custom nane for job",
"dates": {
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"earliest RequestedStartDate": "2012-11-08
"deadl i neDate": "2014-02-17 14:00: 00 UTC'
}

'aependenci es": [

"type": "set",
"name": "vcl.varA"

h

{
"type": "set",
"name": "vc2.varB"

h

{
"type": "set",
"name": "vc3.varC'

}

Il

"duration": 600,

"emai | Noti f yAddr esses": [
"user 3@c. conl',
"user4@c. cont'

Il

"emai | Noti fyTypes": [
"JobStart™,

"JobEnd"

"envi ronnent Request ed": true,
"envi ronnment Vari abl es": {
"var1": "val 1",
"var2": "val 2"

o
"epilogScript": "/tnp/epilog.sh",
"flags":

" RESTARTABLE",

" SUSPENDABLE"

|

"hol ds": ["User"],

"initial WrkingDrectory": "/tnp",
"j obG oup": "job_group",
"nodesExcl uded":

{"name": "node07"},
{"name": "node08"}
I| o
"nodesRequest ed": [
{"name": "nodeOl1"},
{"name": "node02"}
I| o
"nodesRequest edPol i cy": " SUBSET",
"partitionAccessLi st Request ed": [
"p1",
"p2"

I| o
"priorities": {"user": 5},
"prologScript": "/tnmp/prol og.sh",
"requi renents":
"architecture": "x86_64",
"attributes": [

{
"nane": "mtl ab",
"conparator": "<=",
"val ue": "7.1"

"nane": "soffice",
"conparator": "=",
"val ue": "3.1"

}

'f eat ur esRequest ed": [
an

" e

nen

]

Il
"feat uresRequest edVbde": "OR',
"featuresExcl uded": [

Il

"f eat ur esExcl udedMbde": "AND',

"nodeAccessPol i cy": "SINGEJOB",

"nodeAl | ocationPolicy": "PRIORI TY",

"nodeCount": 6,

"image": "linux",

"resour cesPer Task": {
"di sk": {"dedicated": 1024},
"menory": {"dedicated": 512},
"processors": {"dedicated": 2},
"swap": {"dedicated": 4096},
"mat | ab": {"dedicated": 6},
“intellij": {"dedicated": 2}

13:18: 47 UTC',
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"taskCount": 4,
"t asksPer Node": 14

"reservati onRequested": {"name": "rsv.1"},
"resourceFail Policy": "RETRY",
"resour ceManager Ext ensi on": " x=PROC=4",

"standardErrorFil ePath": "/tnp/error",
"standardQut put Fi | ePath": "/tnp/out",
"subm t Host": "adm n-node",
"tenpl ates": [

{"name": "tenplatel"},

{"name": "tenpl ate2"}

"vari abl es": {
"var1": "val 1",
"var2": "val 2"

b




"virtual Containers": [{"nanme": "vcl"}],
"vmsagePol i cy": " CREATEVM'

Sample Response

The response of thistask is one of three possibilities:

®* Anobject with asingle nessages property containing alist of error messages on failure

{"messages":["Could not create job - invalid requirenents"]}

® Anobject with aname property containing the name of the newly created job

{"nanme": " Mpab. 1"}

® Anobject with aname property and avi r t ual Cont ai ner s list containing the name of
the newly created virtual container

{ "nane": "Modab.1", "virtual Containers": [{"nane": "vcl"}] }

& Thevirtua container will only be reported when a new virtual container has
been created by Moab for the job.

4.8.2.2 Examples of Job Submission

This section includes some sample job submission requests.

Submit job to run on node2 and node3

POST http://localhost/mws/rest/jobs?api-version=2

"commandFile": "/tnp/test.sh",

"credential s": {
"group": "adaptive",
"user": "adaptive"

by
"initial WrkingDirectory": "/tnmp",
"nodesRequest ed": [

{"nanme": "node2"},

{"nanme": "node3"}

Submit job that requires 20 processors
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POST http://localhost/mws/rest/jobs?api-version=2

"commandFile": "/tnp/test.sh",
"credential s":

"group": "adaptive",

"user": "adaptive"

e
"initial WrkingDirectory": "/tnp",
"requi rements": [{"taskCount": 20}]

Submit job to run after a certain time

POST http://localhost/mws/rest/jobs?api-version=2

"commandFile": "/tnp/test.sh",
"credential s": {

"group": "adaptive",

"user": "adaptive"
}

"dat es" {"earliestRequestedStartDate": "2012-10-11 18:36:35 UTC'},
"initial WrkingDirectory": "/tnp",
"requi rements": [{"taskCount": 20}]

Submit job based on nsub example

Given thismsub command:

msub -1 nodes=3: ppn=2, wal | ti ne=1: 00: 00, pren=100 scri pt 2. pbs. cnd

Hereis an equivalent MWS request:

POST http://local host/mws/rest/jobs?api-version=2

"duration": 3600,

"commandFi | e": "/honme/ adaptive/script2. pbs. cnd",
"credential s

"group": "adaptive",

"user": "adaptive"

"initial WrkingDrectory": "/hone/adaptive",

"requi rements": [
"resourcesPer Task": {"nmenory": {"dedicated": 100}},
"taskCount": 6,
"tasksPer Node": 2

H
}
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andadd cr edenti al s. user,credenti al s. group, and
initial WorkingDirectory.
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t askCount to6andt asksPer Node to 2.




Submit a Job Array

See the Submitting Job Arrays section for details on how to submit ajob array.

4.8.3 Modifying Jobs
The HTTP PUT method is used to modify Jobs.

Quick Reference

PUT http://1ocal host/ mas/rest/jobs/ <nanme>[/ <nmodi f yActi on>] ?api - ver si on=2[ &pr oxy- user =
<user nane>]

Restrictions

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
noab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.8.3.1 Modify Job Attributes

URLs and Parameters

PUT http://1ocal host/ mas/rest/jobs/ <nane>?api - ver si on=2[ &pr oxy- user =<user nanme>|

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available when modifying a Job, along with

some sample values.
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JSON Request Body

"credential s": {
"account": "account",
"jobd ass": "BATCH',
"qosRequest ed": "QOS1"

"cust omNane": "custom nane for job",
"dates": {"earliestRequestedStartDate": "2012-11-08 13:18:47 UTC'},
"duration": 600
"flags": [
" RESTARTABLE",
" SUSPENDABLE"

Il
“holds": ["User"],
"messages”: [
{"message": "Message one"},
{"message": "Message two"}
"bartitionAccessListRequested": [

pl*,
" p2"

“priorities": {"user": 5},
"reservationRequested": {"name": "rsv.1"},
"variabl es": {
“var1": "val 1",
"var2": "val 2"
}
}

Sample Response

& These messages may not match the messages returned from Moab exactly,
but are given as an example of the structure of the response.

& Not all messages are shown for the above request body.

JSON Response

{"nessages": [
"Account nodified successfully",
"Messages nodi fied successfully"
"Vari abl es nodi fied successful | y"

1}

Restrictions

® Old messages are not removed from jobs; only new messages are added.
® Jobvari abl es have the restrictions documented in Submitting Jobs

4.8.3.2 Perform Actions on Job

URLs and Parameters

PUT http://|ocal host/ mws/rest/jobs/ <nane>/ <nodi f yActi on>?api - ver si on=2[ &r oxy- user =
<user name>]
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Valid

Parameter  Required Type ” | Description
name Yes String - The name of the object.
modifyAction Yes String cancel Attempts to cancel the job.

Attempts to checkpoint the job. Note that the OS

checkpoint must support checkpointing for this to work.

execute  Executesthejob if possible.

Attempts to hold the job using the holds set in the
request body.

hold

requeue  Attemptsto requeue thejob.

resume Attempsto resume the job.

suspend  Attemptsto suspend the job.

Attempts to release the holds set in the request
body.

proxy-user  No String - Perform the action as this user.

unhold

4, Performing a cancel function on ajob is equivalent to deleting a job.

See Global URL Parameters for available URL parameters.

Request Body

Request bodies are only required for holding or unholding jobs. All other actions do not require
request bodies of any kind.

JSON Request Body to Add Holds to a Job

{"holds": ["User"]}

JSON Request Body to Remove Holds from a Job

{"holds": ["User"]}

2 If no holds are specified when unholding ajob, all holds will be removed.
Thisis equivaent to specifying hol ds asalist with asingle element of Al |

Sample Response
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& This message may not match the message returned from Moab exactly, but is
given as an example of the structure of the response.

JSON Response

{"messages": ["Job nodified successfully"]}

4.8.4 Deleting (Canceling) Jobs
The HTTP DELETE method is used to cancel Jobs.

Quick Reference

DELETE http:/ /1 ocal host/ mas/ rest/jobs/ <name>?api - ver si on=2[ &pr oxy- user =<user nane>]

Restrictions

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
noab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.8.4.1 Cancel Job

URLs and Parameters

DELETE http://1 ocal host/ mas/ rest/jobs/ <name>?api - ver si on=2[ &pr oxy- user =<user nane>]

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response for successful DELETE

{}
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&y Additional information about the DELETE can be found inthe HTTP
response header X- MA5- Message.

4.9 Job Arrays

This section describes behavior of the Job Array object in Moab Web Services. It contains the
URLSs, request bodies, and responses delivered to and from Moab Web Services.

& The JobArray APl contains the type and description of all fields in the Job
Array object.

Supported Methods

Resour ce GET PUT POST DELETE
[rest/job-arrays Submit new job array

4.9.1 Submitting Job Arrays
The HTTP POST method is used to submit Job Arrays.

Quick Reference

POST http://1ocal host/ mas/rest/job-arrays?api -versi on=2[ &r oxy- user =<user nanme>]

& Whilethe Job Ar r ay resource only gives access to create job arrays, job

arrays are retrieved using the operations in the Getting Job Information
section.

Restrictions

All restrictions present for Submitting Jobs are present for job arrays. In addition, job arrays are
only supported if the ENABLEJOBARRAYS parameter is set to TRUE in the noab. cf g file.
Example:

ENABLEJ OBARRAYS TRUE

4.9.1.1 Submit Job Array

URLs and Parameters
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POST http://1ocal host/ mas/rest/job-arrays?api -versi on=2[ &r oxy- user =<user nanme>]

Parameter Required Type Valid Values Description

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body

To submit ajob array, only two fields are required: j obPr ot ot ype and one of
i ndexVal ues ori ndexRanges. Both index ranges and values may be specified if desired.

The request body below shows all the fields that are available during job array submission,
although thej obPr ot ot ype shown isasimple example and does not utilize all fields of ajob
submission.

& Thej obPr ot ot ype field has the same properties as atypical job
submission. Examples of this can be seen in the Submitting Jobs section.

JSON Request Body
{

“nanme": "nyarray",

"i ndexRanges": [ {
"startl ndex": 11,
"endl ndex": 25,
"increment": 2

Il
"I ndexVal ues": [ 2, 4, 6, 8 10 ],
"slotLimt": 2,
"cancel | ati onPol i cy":
"firstJob": "FAI LURE",
"anyJob": " SUCCESS"

Jis

"j obPr ot ot ype":
"commandFi [ e": "/tnp/test.sh",
"initial WrkingDirectory": "/tnp",
"requi rements": [{"taskCount": 4}]

Sample Response

The response of thistask is the same as submitting ajob.

4.10 Job Templates

This section describes behavior of the Job Template object in Moab Web Services. It contains
the URLSs, request bodies, and responses delivered to and from Moab Web Services.
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4 The Job Template API contains the type and description of all fieldsin the
Job Template object. It also contains details regarding which fields are valid
during PUT and POST actions.

Supported Methods

Resour ce GET PUT POST DELETE
[rest/job-templates  Get all job templates
Irest/job-templates/id Get specified job template

4.10.1 Getting Job Templates

The HTTP GET method is used to retrieve Job Template information. Queriesfor all objects
and asingle object are available.

Quick Reference

GET http://1ocal host/ mas/rest/job-tenpl ates/<id>

4.10.1.1 Get All Job Templates

URLs and Parameters

CET http://local host/ mns/rest/job-tenpl ates

See Global URL Parameters for available URL parameters.

Sample Response

GET http://local host/mws/rest/job-templates?fields=id

"total Count": 14,
"resul t Count": 14,
"results": [

id': "DEFAULT"},
"generi cVM'},
"generi cVM setup"},
"generi cVM destroy"},
"generi cVM m grate"},
"generi cPM'},
"generi cPM setup"},
"generi cPM destroy"},
" OSSt or age"},
" OSSt or age- setup"},
" OSSt or age- destroy"},
"extraStorage"},
"extraStorage-setup"},
"extraSt orage-destroy"}

aaaaaaaaaaaaan
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4.10.1.2 Get Single Job Template

URLs and Parameters

GET http://Iocal host/ mas/rest/job-tenpl ates/<id>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

{
"account": "account",
"args": "argl arg2",
"commandFile": "/tnp/script",
"description": "description",

"generi cSystemlob": true,

"id": "genericVM',

"i nheritResources": fal se,

"j obDependencies": [ {
"nane": "genericVM setup",
"type": "JOBSUCCESSFULCOVPLETE"

"j obFl ags": ["VMIRACKI NG'],

"] obTenpl at eFl ags": ["SELECT"],

"] obTenpl at eRequi rements": [ {
"architecture": "x86_64",
"di skRequi renment": 500,
"genericResources": {"tape": 3},
"nodeAccessPol i cy": "SINGEJOB",
"operatingSysteni: "Ubuntu 10.04. 3",
"requi redDi skPer Task": 200,
"requi redFeatures": ["dvd"],
"requi redvenor yPer Task": 1024,
"requi redProcessor sPer Task": 2,
"requi redSwapPer Task": 512,
"taskCount": 4

.o
"priority": 20,
"gos": "gos",
"queue": "queue",

"durationRequested": 600,
"select": true,

“trigger": null,

"version": O,

"vmUsagePol i cy": " REQUI REPM'

4.11 Metric Types

This section describes behavior of the Metric Type object in Moab Web Services. It contains the

URLSs, request bodies, and responses delivered to and from Moab Web Services.

& The MetricType API contains the type and description of al fieldsin the
Metric Type object.

99



Supported Methods

Resour ce GET PUT  POST DELETE
rest/metric-types Get all metric types

4.11.1 Getting Metric Types
The HTTP GET method is used to retrieve Metric Type information.

Quick Reference

GET http://1ocal host/ mas/rest/netric-types

4.11.1.1 Get All Metric Types

URLs and Parameters

GET http://1ocal host/ mas/rest/netric-types

See Global URL Parameters for available URL parameters.

Sample Response

GET http://loca host/mws/rest/metric-types?ields=id

"total Count": 9,
"resul tCount": 9,
"resul ts": [
"id": "vncount"},
"  "watts"},
"pwatts"},
"temp'},
"cpu’},
"nent'},
10"},
"ccores"},
"t hreads"}

e

4.12 Nodes

This section describes behavior of the Node object in Moab Web Services. It contains the URLS,
request bodies, and responses delivered to and from Moab Web Services.
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@ TheNode API has changed with API version 2. The supported methods
table below requires each resource to be accessed with a URL parameter of
api - ver si on=2 in order to behave as documented.

In order to access documentation for previous APl versions, see Reguesting

Specific APl Versions.

% The Node API contains the type and description of all fieldsin the Node
object. It also contains details regarding which fields are valid during PUT
and POST actions.

Supported Methods

Resource GET PUT POST DELETE
[rest/nodes Get all nodes
rest/nodes/name Get specified node Modify node

4.12.1 Getting Nodes
The HTTP GET method is used to retrieve Node information.

Quick Reference

GET http://1ocal host/ mas/rest/ nodes/ <name>?api - ver si on=2

4.12.1.1 Get All Nodes

URLs and Parameters

CET http://1ocal host/ mns/rest/ nodes?api - ver si on=2

Parameter Required Vi ;ajlld Description Example

query No JSON  Queriesfor specific results. query={"type":"compute"}
Sort the results. Use 1 for

sort No JSON  ascending and - 1 for sort={"name":-1}

descending.

It is possible to query by one or more fields based on MongoDB query syntax.
See Global URL Parameters for available URL parameters.

101


http://www.mongodb.org/display/DOCS/Advanced+Queries

&y This query will not return the DEFAULT or GLOBAL nodes from Moab
Workload Manager. However, the Get Single Node task may be used to
retrieve them individually if desired.

Sample Response

GET http://localhost/mws/rest/nodes?api-version=2& fields=name

“"total Count": 3,
"resul t Count": 3,

"results": [
{"nanme": "nodel"},
{"nanme": "node2"},
{"nanme": "node3"}

4.12.1.2 Get Single Node

URLs and Parameters

GET http://1ocal host/ mas/rest/ nodes/ <name>?api - ver si on=2

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

{

"name": "hv2",
"architecture": null,
"classes": ["class1l"],
"featuresReported": [],
"i ndex": 2,
"i pAddress": "10.0.0.4",
"i sHypervisor": true,
"| ast Updat edDat e": "2012-10-11 17:42:24 UTC',
"m grationDi sabl ed": false,
"partition": "msni,
"processor Speed": null,
"profilingEnabl ed": false,
"rack": null,
"resour ceManager Messages": {
"torque": null,
"mvs": null

"slot": null,

"type": "conpute",

"messages": [ {
"count": 11,
"createdDate": "2012-10-24 04:06: 04 UTC',
"expireDate": "2037-10-24 12:26:40 UTC',
"message": "This is a nessage"

1,

"metrics": {
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"watts": 200,
"pwatts": 200,
"temp": 103,

"vncount": 4

"vari abl es": {},
"states":

"power State": "On",

"power St at eExpected": null,
"state": "ldle",
"stat eExpected": "ldle",

"stat eLast Updat edDat e":
"subState": null,
"subStatelLast": null,

"subSt at eLast Updat edDat e" :

}

"

per ati ngSysteni': {
"hypervi sor Type": "KVM',
"image": "hyper",
"i mageExpected": null,
"i magelLast Updat edDat e" :
"i magesAvai |l abl e":
"vi rtual Machi nel mages":
"statel essl",
"statel ess2"
]
b
"resources": {
"processors":
"configured": 8,
"real": 8,
"dedi cated": O,
"avail abl e": 8,
"utilized": -1

}

"menory":
"configured": 1048576,
"real": 1048576,
"dedi cated": O,
"avai |l abl e": 1048576,
"utilized": O

o

"di sk":
"configured": 1048576,
"real ": 1048576,
"dedi cated": O,
"avail abl e": 1048576,
"utilized": O

o

"swap":  {
"configured":
"real ": 4096,
"dedi cated": O,
"avai |l abl e": 4096,
"utilized": O

4096,

}

,
"resourceManagers": [ {

"2012-10-11 17:15

nul |

nul |,

["hyper"] i

"name": "msnt
"isMaster": true,
"stateReported": "Active"

.

"jobs": [],

"reservations": [

"name": "system 5",
"type": "user”

b
"name": "system 17",
"type": "user”

] }

"Vi rt ual Cont ai ners": [1,

"virtual Machi nes": [
{"name": "vn8"},

{"name": "vmi"}

;01 urc,




lfriggers": [1]

4.12.2 Modifying Nodes
The HTTP PUT method is used to modify Nodes.

Quick Reference

PUT http://1ocal host/ mas/rest/ nodes/ <nanme>?api - ver si on=2[ &pr oxy- user =<user nanme>|

Restrictions

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
noab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.12.2.1 Modify Node

URLs and Parameters

PUT http://1ocal host/ maws/ rest/ nodes/ <nane>?api - ver si on=2[ &or oxy- user =<user name>|

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available when modifying a Node, along
with some sample values.
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Sample JSON Request Body to Modify a Node

{
"messages": [
{"message": "Message one"},
{"message": "Message two"}

"metrics": {"pwatts": 211},
"operatingSystent: {"inmge": "esx4.1"},

"partition": "partl",
"states":
"power State": "On",
"state": "Running"
"variabl es": {
"key": "val ue",
"arbitrary text key": "nore val ue"

Sample Response

& This message may not match the message returned from Moab exactly, but is
given as an example of the structure of the response.

JSON Response

{"nessages": [
"Successfully nodified os to 'linux'",
"Successfully powered node of f"

1}

4.13 Pending Actions

This section describes behavior of the Pending Action object in Moab Web Services. It contains
the URLSs, request bodies, and responses delivered to and from Moab Web Services.

& The Pending Action API contains the type and description of al fieldsin the
Pending Action object. It aso contains details regarding which fields are
valid during PUT and POST actions.

Supported Methods

Resour ce GET PUT POST DELETE
[rest/pending-actions Get all pending actions

4.13.1 Getting Pending Actions
The HTTP GET method is used to retrieve Pending Action information.

Quick Reference
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GET http://1ocal host/ mas/rest/ pendi ng-acti ons

4.13.1.1 Get All Pending Actions

URLs and Parameters

GET http://1ocal host/ mas/rest/ pendi ng-acti ons

See Global URL Parameters for available URL parameters.

Sample Response

GET http://local host/mws/rest/pending-actions

"total Count": 1,

"resul tCount": 1,

"results": [ {
"failureDetails": ""
"hosts": ["hv3"],
"id": "vncreate-27",
"maxDur ati onl nSeconds": 3600,
"mgrationDestination": ""
"m grati onSource": "",
"motivation": "requested by root",
"pendi ngActionState": "RUNNI NG',
"pendi ngActi onType": "VMCREATE",
"requester": "root",
"serviceld": "Rhel 55Vm 200",
"startTime": "2011-11-15 21:57:55 UTC',

"substate": "installing",
"targetOs': "',
"t opLevel Serviceld": "Lanp.132",
nymodt " vng
H
}

Generic vs Non-Generic Types

If generic job templates are used in Moab, MWS may be configured to translate pending actions
with the generic type to the proper type such as VMCREATE. Thisis done in the configuration
file. The Quickstart Guide provides the default mappings for this feature, as well as an example
of adding a custom mapping from a custom template name to the correct type.

The default mappings are shown in the table below. The available pending action types may be

seen on the PendingActionType API page.
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Template Name Mapped Type
genericVM-setup VMCREATE
genericVM-migrate  VMMIGRATE
genericVM-destroy VMDESTROY
OSStorage-setup VMSTORAGE
OSStorage-destroy VM STORAGEDESTROY
extraStorage-setup  STORAGE
extraStorage-destroy STORAGEDESTROY
genericPM-setup OSPROVISION

% When generic mappings are used, MWS will match the first template
mapping that the pending action ID ends with. For example, an ID of
Moab. 1. generi cVM set up will map the type to VMCREATE.

To enable mapping for a custom template name such as my Cust onWM set up, simply add the
following line to the MWS configuration file. The value of the pending action typeis case
insensitive.

mns. pendi ngAct i ons. mappi ngs[ " myCust onVM set up"] = "vntreate"

MWS also provides the ability to enable or disable the display of generic pending actions (or
those pending actions that are not mapped). This behavior is controlled by the

mas. pendi ngAct i ons. di spl ayGener i ¢ setting as shown below. A f al se value will
prevent generic pending actions from being displayed, whileat r ue value will display all
pending actions. By default thisvalueist r ue.

mns. pendi ngAct i ons. di spl ayGeneric = fal se

4.14 Permissions

This section describes behavior of the Permissions object in Moab Web Services. It contains the
URLSs, request bodies, and responses delivered to and from Moab Web Services.

& The Permission API contains the type and description of fields that all
Permissions have in common.

Supported Methods
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Resource GET PUT POST DELETE
[/rest/permissions Get all Permissions Cr;oat_e :
Permission
[rest/permissions/id w Delet_e .
Permissions Permission
{:jest/perml ssionsfusers/ Get users Permissions

4.14.1 Getting Permissions

The HTTP GET method is used to retrieve Permission information. Y ou can query all objects or
asingle object.

Quick Reference

ocal host/ mas/ rest/ perm ssi ons

GET http://
CET http://1ocal host/ mas/rest/ perm ssions/<id>

4.14.1.1 Get All Permissions

URLs and Parameters

GET http://1ocal host/ mas/rest/ perm ssions[?query={"field":"val ue"}&sort={"field"
(<1]-1>}]

cllle Description Example

Parameter Required V” |

query No JSON  Queriesfor specific results. query={"type":"CUSTOM"}
Sort the results. Use 1 for
sort No JSON  ascending and - 1 for sort={"name":-1}

descending.

It is possible to query permissions by one or more fields based on MongoDB query syntax.

See Global URL Parameters for available URL parameters.

Sample Response
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GET http://local host/mws/rest/permissions?iel ds=resource,action,description

"total Count": 1,
"resul tCount": 1,
"results": [{

“resource” : "chart",
"action" : "read",
"description" : "The permission to view all charts."

Sorting and Querying

See the sorting and querying sections of Global URL Parameters.

4.14.1.2 Get a User's Permissions

URLs and Parameters

GET http://1ocal host/ mas/rest/ perni ssions/users/ <name>

Parameter Required Type Valid Values Description
name Yes String - The name of the user

See Global URL Parameters for available URL parameters.

Sample Response
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GET http://local host/mws/rest/permissions/users/bob

[

action": "read",

"description": "The permission to read all charts",
"id": "5033b842e4b09cc61bedh818",

“label": "",

"resource": "chart",

"resourceFilter": null,

"type": "custont,

"version": 1

J e
"action": "read",
"description": "The permission to read all pages",
"id": "5033b8a5e4b09cc61lbedb82d",
"l abel ": "
"resource": "page",
"resourceFilter": null,
"type": "custont,
"version": 1
Jic
{
"action": "update",
"description": "The permi ssion to update all pages",
"id": "5033b8a5e4b09cc6lbedh82f",
"l abel ": "
"resource": "page",
"resourceFilter": null,
"type": "custoni,
"version": 1
}

4.14.1.3 Get Single Permission

URLs and Parameters

GET http://1ocal host/ ms/rest/pernissions/<id>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the Permission.

See Global URL Parameters for available URL parameters.

Sample Response

GET http://localhost/mws/rest/permissions/
{ .
"action" : "create",
"description" : "The permi ssion to create all charts.",
"id" : "50296335e4b0011b0f 8394ec",
"l abel" : "Create Chart",
"resource" : "chart",
"resourceFilter" : null,
"type" : "custont,
"version" : O
}
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4.14.2 Creating Permissions
The HTTP POST method is used to create Permissions.

Quick Reference

POST http://1ocal host/ mas/rest/ perm ssions

4.14.2.1 Create Single Permission

URLs and Parameters

POST http://1ocal host/ mas/rest/ perm ssions

See Global URL Parameters for available URL parameters.

Request Body

® Theresource, action, and type are required on each Permission.

® Api permissions are permissions with the type 'api* and are the only
permissions enforced by MWS.

® Api permissions must map to avalid resource. For example 'services is
valid because there is a resource /mws/rest/services.

® Api permissions must have create, read, update, or delete as the action.

The following is an example request body to create a permission:

POST http://localhost/mws/rest/permissions

{

"resource" : "Chart",

"action" : "read",

"type" : "custont,

"l abel" : "Read all charts",

"description" : "The perm ssions to view all charts."

Sample Response

If the request was successful, the response body is the new permission that was created exactly
as shown in Get Single Permission. On failure, the response is an error message.

4.14.3 Deleting Permissions
The HTTP DELETE method is used to delete Per missions.
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Quick Reference

DELETE http://|ocal host/ nws/rest/ permn ssions/<id>

4.14.3.1 Delete Single Permission

URLs and Parameters

DELETE http://1ocal host/ nws/rest/ perm ssion/<id>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the Permission.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

{}

4.15 Plugins

This section describes behavior of the Plugin object in Moab Web Services. It contains the
URLS, request bodies, and responses delivered to and from Moab Web Services.

4y The Plugininstance APl page contains the type and description of al fieldsin
the Plugin object. It also contains details regarding which fields are valid
during PUT and POST actions.

Supported Methods
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Resour ce GET PUT POST DELETE
/rest/plugins Get all plugins w

plugin

i Get specified . . .

[rest/pluging/id lugin Modify plugin Delete plugin
[rest/pluging/id/poll Trigger Rlugin

Poll
[rest/pluging/id/services/ AccessWeb  AccessWeb  AccessWeb — Access Web
serviceName Service Service Service Service

4.15.1 Getting Plugins

The HTTP GET method is used to retrieve Plugin information. Queries for al objectsand a
single object are available.

Quick Reference

CET http://1ocal host/ mas/rest/ pl ugi ns
GET http://1ocal host/ mas/rest/plugins/<id>

4.15.1.1 Get All Plugins

URLs and Parameters

GET http://1ocal host/ mas/rest/plugins

See Global URL Parameters for available URL parameters.

Sample Response

GET http://local host/mws/rest/plugins?fields=id

"total Count": 3,

"resul t Count": 3,

"results": [
{"id": "pluginl"},
{"id": "plugin2"},
{"id": "plugin3"}

]

}

4.15.1.2 Get Single Plugin

URLs and Parameters

GET http://1ocal host/ mas/rest/plugins/<id>
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Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

‘ "id":"pluginl",
"plugi nType": "Native",
"pol 'l nterval ": 30,
"autoStart":true,
"config":{

" ’St ate": " STARTED",
"next Pol | Dat e": "2011-12-02 17:28:52 UTC',
"| ast Pol | Date":"2011-12-02 17:28:22 UTC'

}

"get Jobs": "exec:///opt/noab/t ool s/ workl oad. query. pl "

4.15.2 Creating Plugins
The HTTP POST method is used to create Plugins.

Quick Reference

POST http://1ocal host/ mas/rest/ plugins

4.15.2.1 Create Plugin

URLs and Parameters

POST http://1ocal host/ mws/rest/plugins

See Global URL Parameters for available URL parameters.

Request Body

When creating aplugin, thei d and pl ugi nType fields are required. The request body below
shows al fields that are available when creating a Plugin, along with some sample values.
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JSON Request Body

{
"id":"pluginl",
"plugi nType": "Native",
"pol | I nterval": 30
"autoStart":true,
"config":{
"getJobs": "exec:///opt/ moab/t ool s/ workl oad. query. pl "

Sample Response

JSON Response for successful POST

{"id": "pluginl"}

Restrictions

Whileit is possible to create a plugin with arbitrary nested configuration, such as:

“config":{
"nest edoj ect": {
"propertyl":"val uel",
"property2":"val ue2"

I
"nestedList:["listlteml", "listltenmR"]

It isnot recommended as the user interface does not support editing or viewing any
configuration data values other than strings.

4.15.3 Modifying Plugins

The HTTP PUT method is used to modify Plugins. Additionally, the POST method may be used
to trigger an immediate poll of a Plugin.

Quick Reference

cal host/ mas/ rest/ pl ugi ns/ <i d>
ocal host/ mas/ rest/ pl ugi ns/ <i d>/ pol

— 0

4.15.3.1 Modify Plugin

URLs and Parameters

PUT http://1ocal host/ mas/rest/ pl ugi ns/ <i d>
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Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available when modifying a Plugin, along
with some sample values.

JSON Request Body for Plugin Modification

"state":" STARTED",
"pol Il nterval": 30,
"autoStart":true,
"config":{
"get Jobs": "exec:///opt/npab/t ool s/ workl oad. query. pl "

I
"state":" STARTED'

Sample Response

JSON Response

{"nmessages":["Plugin pluginl updated", "Started Plugin 'pluginl'"]}

4.15.3.2 Trigger Plugin Poll

URLs and Parameters

POST http:/ /1 ocal host/ mas/rest/ pl ugi ns/ <i d>/ pol |

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Trigger Poll

Thisresource call will trigger an immediate poll of the specified plugin. It is equivalent to the
same operation on the Monitoring and Lifecycle Controls page.

Request Body

No request body is required.
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Sample Response

JSON Response

{"nmessages":["Polled Plugin with ID "' nyPlugin "]}

4.15.4 Deleting Plugins
The HTTP DELETE method is used to delete Plugins.

Quick Reference

DELETE http://1 ocal host/ mas/rest/ pl ugi ns/ <i d>

4.15.4.1 Delete Plugin

URLs and Parameters

DELETE http://| ocal host/ mas/rest/ pl ugi ns/ <i d>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response for successful DELETE

{}

% Additional information about a successful DELETE can be found in the
HTTP response header X- MAG- Message.

JSON Response for an unsuccessful DELETE

{"messages":["Plugin pluginl could not be deleted", "Error nessage describing the
probl enf']}

4.15.5 Accessing Plugin Web Services
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All HTTP methods can be used to access Plugin Web Services. However, some services only
support specific methods. Check the specific plugin type documentation for more information.

Quick Reference

GET http://1ocal host/ mas/rest/plugins/<id>/ services/ <servi ceName>
POST http://1ocal host/ mas/rest/ plugi ns/ <i d>/ servi ces/ <servi ceNanme>
PUT http://1ocal host/ ms/rest/plugins/ <i d>/ services/ <servi ceNanme>
DELETE http://1ocal host/ mas/ rest/ pl ugi ns/ <i d>/ servi ces/ <servi ceName>

4.15.5.1 Access a Plugin Web Service

URLs and Parameters

CET http:/
POST http:

——

ocal host/ mas/ rest/ pl ugi ns/ <i d>/ servi ces/ <servi ceName>
I

|
/'l ocal host/ mas/ rest/ pl ugi ns/ <i d>/ servi ces/ <servi ceName>

Parameter Required Type VeI Description

id Yes String - The unique identifier of the object.

The name of the web service, either in Camel Case

serviceName Yes String - or hyphenated

See Global URL Parameters for available URL parameters.

Web Service IDs

Trandation is done to map Camel Case web service names to hyphenated names in the URL. For
example, aweb service method named not i f yEvent on aplugin with a name of
noti fi cati ons may be called with the following URLSs:

/| Camel Case
/rest/plugins/notifications/services/notifyEvent

/'l Hyphenat ed
/rest/plugins/notifications/services/notify-event

HTTP Method and Request Body

Because plugin Custom Web Services do not need to distinguish which HTTP method is used, it
isrecommended to use GET and POST when making requests to access web services unless
documented otherwise. The request body and output may vary for each web service called. See
the plugin type documentation for the requested plugin for available web services, request
parameters, and expected output.

4.16 Plugin Types
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This section describes behavior of the Plugin Type object in Moab Web Services. It contains the
URLS, request bodies, and responses delivered to and from Moab Web Services.

4 The PluginType API page contains the type and description of all fieldsin
the Plugin Type object. It also contains details regarding which fields are
valid during PUT and POST actions.

Supported Methods

Resource GET PUT POST DELETE

[rest/plugin-types  Get all plugin types Create or update plugin type
Irest/plugin-types/id Get specified plugin type

4.16.1 Getting Plugin Types

The HTTP GET method is used to retrieve Plugin Type information. Queries for al objects and
asingle object are available.

Quick Reference

GET http://1ocal host/ mas/rest/plugin-types/<id>

4.16.1.1 Get All Plugin Types

URLs and Parameters

GET http://1ocal host/ mas/rest/plugin-types

See Global URL Parameters for available URL parameters.

Sample Response

GET http://loca host/mws/rest/plugin-types?ields=id

"total Count": 2,
"resul t Count": 2,
"resul ts": [
{"id": "vCenter"},
{"id": "Native"}
]
}

4.16.1.2 Get Single Plugin Type

URLs and Parameters
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GET http://1ocal host/ mas/rest/plugin-types/<id>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

"aut hor" Adapt ive Conputl ng Enterprises, Inc.",
cormDnSVer SI on "0.9.3
"description" “Pol|'s a VMNar e® vCenter ™MServer for information on the hypervisors
and virtual machines it nanages.
"docurrent ationLink": ""

"erral | "
"| d": "VCenter"
ntlaIPIuglns {1},
"ins tances [
{"id" "vcent er’ '}

el ssueManagenent Li nk": ""
"license": "APACHE',

"mwsVersion": "7.1.2 > *"

"pol | Met hod": true,

"scoli nk": "",

"title": "VCent er",

"version" 1 0",

"webSer vi ces [ 1.

"website" ht t p: 71w, adapt i veconputi ng. cont'

4.16.2 Creating or Updating Plugin Types

The HTTP PUT method is used to create or update Plugin Types. The Cont ent - Type HTTP
header is used to determine if the request contains asingle class file as plaintext or the binary
data of a JAR file. Each request is explained in the following sections.

Quick Reference

PUT http://|ocal host/ mas/rest/plugin-types[ ?rel oad- pl ugi ns=f al se]

& Thereisaknown issue with dynamically updating plugin types with typed
field injection. See the Add or Update Plugin Types section for more
information.

4.16.2.1 Update Plugin Type (File)

URLs and Parameters
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PUT http://1ocal host/ mas/rest/plugin-types[ ?rel oad- pl ugi ns=f al se]

Parameter Required xa Description

b

true or Reloads all plugins of this type on successful update.

reload-plugins No false Defaults to true.

See Global URL Parameters for available URL parameters.

Request Body

This function isidempotent, meaning it will create the Plugin Type if it does not exist or update
itif it does. The request body is the actual contents of the classfile to upload. Thisweb serviceis
an exception to most as it requires a content type of appl i cati on/ x- gr oovy or

t ext/ pl ain.

@ Iftheappl i cati on/ x-groovy ort ext/ pl ai n content types are not
used in the request, it will be interpreted as JSON, resulting in afailure.

Plaintext upload

package test
i mport com adapt c. mns. pl ugi ns. *

class Upl oadPl ugi n {
static author = "Adaptive Conputing"
static description = "A sanple plugin class"
String id

public void configure() throws InvalidPl ugi nConfi gurationException {
def nyConfig = config
def errors =[]
if (!'nmyConfig.arbitraryKey)
errors << "M ssing arbitraryKey!"
if (errors)
t hrow new | nval i dPl ugi nConfi gur ati onExcepti on(errors)

}

public def custonService(Map parans) {
return parans

}

& If using the curl library to perform plugin type uploading, the equivalent of
the command-line option - - dat a- bi nar y must be used to send the

request body. Otherwise compilation errors may be encountered when
uploading the plugin type.

Sample Response
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The response of thistask isthe same as the Get All Plugin Typestask. The reason that the return
of thistask isalist isto accommodate the possibility of uploading multiple plugin typesin a
single JAR file as explained in the next section.

4.16.2.2 Update Plugin Type (JAR)

URLs and Parameters

PUT http://1ocal host/ mas/rest/plugin-types?jar-filenanme=<fil enane.jar>
[ & el oad- pl ugi ns=f al se]

Parameter Required Vi ;ai'd Description
jar-filename  Yes String The filename of the JAR file that is being uploaded.

true or Reloads all plugins of this type on successful update.

reload-plugins No false Defaults to true.

See Global URL Parameters for available URL parameters.

Request Body

This function isidempotent, meaning it will create the Plugin Typesiif they do not exist or
update them if they do. The request body is the binary contents of the JAR file to upload. This
web service is an exception to most as it requires a content type of appl i cati on/ x-j ar.

@ Iftheappl i cation/ x-j ar content typeis not used in the request, it will
be interpreted as JSON, resulting in afailure.

& If using the curl library to perform plugin type uploading, the equivalent of
the command-line option - - dat a- bi nar y must be used to send the
request body. Otherwise compilation errors may be encountered when
uploading the plugin type.

Sample Response

The response of thistask isthe same as the Get All Plugin Types task. Note that when using a
JAR file, multiple plugin types may be uploaded in the same request.

4.17 Policies

This section describes behavior of the Policies object in Moab Web Services. It contains the
URLSs, request bodies, and responses delivered to and from Moab Web Services.
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£ The Palicy API contains the type and description of fields that all Policies
have in common.

Supported Policies

Name ld

Auto VM Migration auto-vm-migration
Hypervisor Allocation Overcommit hv-allocation-overcommit
Node Allocation node-allocation
Migration Exclusion List migration-exclusion-list

Supported Methods

Resour ce GET PUT POST DELETE

rest/policies  Get al policies
Irest/policies/id Get specified policy Modify specified policy

4.17.1 Getting Policies
The HTTP GET method is used to retrieve Policies information.

Quick Reference

CET http://1ocal host/ mas/rest/ policies

4.17.1.1 Get All Policies

URLs and Parameters

GET http://1ocal host/ mas/rest/ policies
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Parameter Required i Description Example

Query for
guery No JSON  specific query={"state":"DISABLED","conflicted":"false"}
results.

Sort the
results. Use
sort No son 1T eiden
ascending
and - 1 for

descending.

It is possible to query policies by one or more fields based on MongoDB query syntax.

See Global URL Parameters for available URL parameters.

Sample Response

GET http://localhost/mws/rest/policies?ields=id,state,conflicted

"total Count": 2,
"resul tCount": 2,
"results": [
"conflicted": false,
"state": "DI SABLED",
"id": "auto-vmm gration"
badl
"conflicted": false,
"state": "Dl SABLED',
"id": "hv-allocation-overcommt"
PoA
"conflicted": false,
"state": "Dl SABLED',
"id": "node-all ocation"

|
"conflicted": false,
"state": "Dl SABLED',
"id": "mgration-exclusion-list"

}H

4.17.1.2 Get Single Policy

URLs and Parameters

GET http://1ocal host/ mas/rest/policies/<id>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Responses
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Auto VM Migration

"conflicted": false,

"description": "Configure thresholds to control how and when virtual machines are
noved from one hypervisor to another.",

"id": "auto-vmmgration",

"name": "Automatic Virtual Machine Mgration”,

"potential Conflicts": [],

"priority": 1,

"state": "Dl SABLED',

"tags": [],

"types": [],

"version": 0,
"genericMetricThreshol ds": {
"GVETRI C1": 1. 3

" br ocessor UtilizationThreshol d": 0.5,
"menoryUtilizationThreshol d": 0. 4,
“mgrationAl gorithnilype": "NONE"

Hypervisor Allocation Overcommit

"conflicted": false,

"description": "Controls how hypervisors are overallocated with regards to processors
and nenory. ",

"id": "hv-allocation-overcommt",

"nane": "Hypervisor Allocation Overcommt",

"potential Conflicts": [],

"priority": 2,

"state": "Dl SABLED",

"tags": [],

"types": [],

"version": O,
"processor Al |l ocationLimt":29.5,
"menoryAl | ocationLimt": 1.2

}

Node Allocation

{ .
"conflicted": false,
"description": "Controls how nodes are sel ected for workload placenent.",
"id": "node-allocation",
"name": "Node Allocation",
"potential Conflicts": [],
"priority": 3,
"state": "Dl SABLED",
"tags": [],
"types": [],

"version": O,
"nodeAl | ocati onAl gorithnt: "CustonPriority",

i
"custonPriorityFunction": "100*RSVAFFI NI TY - GVETRI C[ nunvns] "
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Migration Exclusion List

"conflicted": false,

operations. ",
"hvExcl usi onLi st": ["bl ade05", "blade02"],
"name": "Mgration Exclusion List"
"potential Conflicts": [],
"priority": 100
"state": "Dl SABLED',
"tags": [],
"types": [],
"version": 1,
"vmExcl usionList": ["vnl", "vnb"],
"id": "mgration-exclusion-list"

"description": "Controls which machines are excluded fromautomatic |ive migration

4.17.2 Modifying Policies
The HTTP PUT method is used to modify Policies.

Quick Reference

PUT http://1ocal host/ ms/rest/policies/<id>

4.17.2.1 Modify Policy

URLs and Parameters

PUT http://|ocal host/mws/rest/policies/<id>] ?change- node=set ]

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Additional URL parameters

URL parameters for modifying a Migration Exclusion Lists Policy.
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Migration Exclusion Lists Required Valid Description

W

Replace the existing exclusion list(s)
with the given one.

Add the given VMg/HV s to the existing
exclusion list(s).

change-mode No set(Default)

add

Remove the given VM s/HV s from the

remove - o
existing exclusion list(s).

Request Body

In general, the fields shown in the Policy API are not available for modification. However, the
st at e field may be modified to avalid Policy State. All other fields listed in the specific API
pages may be modified unless documented otherwise.

The request body below shows al the fields that are available when modifying a Auto VM
Migration Policy, along with some sample values.

JSON Request Body for Auto VM Migration Policy
{

"genericMetricThreshol ds": {
" GENERI CTHRESHOLD": 5

"'msrmryUti |'izati onThreshol d": 0.5,
"processorUtilizationThreshol d": 0.4

The request body below shows al the fields that are available when modifying a Node
Allocation Policy, along with some sample values.

JSON Request Body for Auto VM Migration Policy
{

"nodeAl | ocati onAl gorithm : "CustonPriority",
"custonPriorityFunction" : "100*RSVAFFI NI TY - GVETRI C[ nunvns] "
}

The request body below shows all the fields that are available when modifying a Migration
Exclusion Lists Policy, along with some sample values.

JSON Request Body for Migration Exclusion Lists Policy

"vnExcl usi onLi st" : ["vnl","vnB8","vnb"],
"hvExcl usionList" : ["hv2","hv3", "hv6"]
}

Sample Response
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JSON Response

"messages": ["Policy auto-vmnigration updated"]

Samples

Enable the Auto VM Migration Policy and set values.

PUT http://localhost/mws/rest/policies/auto-vm-migration

{
"state": "enabl ed",
"m grati onAl gorithniType": "overcommt",
"processorUilizationThreshold": 0.5,
"menoryUtilizationThreshold": 0.4

& Asnoted in the Auto VM Migration APl documentation, if the st at e is set

to ENABLED, thenthem gr ati onAl gor it hnilype must not be set to
NONE.

Restrictions

All Policies

® Fields cannot be modified while the policy is disabled. Enable the policy to modify the
field.

Auto VM Migration

® Arbitrary metrics can be added to genericMetricThresholds, but they cannot be removed
once added.

®* ThemigrationAlgorithmType field cannot be modified while the policy is disabled.
Enable the policy to modify the field.

® Moab isconfigured with a default limit of 10 generic metrics. If thislimit is reached, such
as when arbitrary metrics are added to genericM etricT hresholds, the metric will not be
reported.

® Toincreasethislimit, set the MAXGVETRI C property in the Moab configuration file.

4.18 Principals

This section describes behavior of the Principal object in Moab Web Services. It contains the
URLSs, request bodies, and responses delivered to and from Moab Web Services.
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% The Principal API contains the type and description of al fieldsin the
Principal object. It also contains details regarding which fields are valid
during PUT and POST actions.

Supported Methods

Resour ce GET PUT POST DELETE

_— N Create

GEL ALl FrIncipalS ..

[rest/principals Get All Principals Princioal

i : Get Specified Modify Delete
restprincipalsid 5 iy Principal Principal
[rest/principals/ Get Specified Modify Delete
name Principal Principal Principal

4.18.1 Getting Principals

The HTTP GET method is used to retrieve Principal information. Y ou can query all objectsor a
single object.

Quick Reference

GET http://1ocal host/ mas/rest/principal s[?query={"field":"val ue"}&sort={"field"
(<1]-1>}]

GET http://1ocal host/ mas/rest/principal s/ <id>

GET http://1ocal host/ mas/rest/principal s/ <nane>

4.18.1.1 Get All Principals

URLs and Parameters

CET http://1ocal host/ mas/rest/ principal s[?query={"field":"value"}&sort={"field"
1<1]-1>}]

Parameter Required Vi ;al||d Description Example
guery={"name":"Acme

query No JSON  Queriesfor specific results. Principal"}

Sort the results. Use 1 for ascending

and - 1 for descending. sort={"name":-1}

sort No JSON

It is possible to query principals by one or more fields based on MongoDB query syntax.
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See Global URL Parameters for available URL parameters.

Sample Response

GET http://local host/mws/rest/principal siel ds=name,description

{
"total Count": 2,

"result Count": 2,
"resul ts":

"groups": [ {
"nanme": "CN=Engi neering, CN=User s, DC=cor p, DC=cl oud, DC=dev",
"type": " LDAPGROUP"

1,

"nanme": "Engi neering-Principal"
o
{
"groups": [ {
"nanme": "CN=Marketing, CN=User s, DC=cor p, DC=cl oud, DC=dev",
"type": "LDAPGROUP"
.
"nanme": "Marketing-Principal"
}

Sorting and Querying

See the sorting and querying sections of Global URL Parameters.

4.18.1.2 Get Single Principal

URLs and Parameters

cal host/ mas/ rest/ princi pal s/ <i d>

GET http://lo
GET http://1ocal host/ mas/rest/principal s/ <nanme>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the Principal.

name Yes String - The name of the Principal.

See Global URL Parameters for available URL parameters.

& You must specify either id or name, but you do not have to specify both.

Sample Response

130



GET http://local host/mws/rest/principal §/principal 8
{
"attachedRoles": [ {
"description": "This is a role for normal users in the Acne BU G oup.",
"id": "5033b8eae4b09cc61bedhb895",
"nane": "Acne- User-Rol e",
"perm ssi ons":
"action": "read",
"description": "The perm ssion to read all nodes",
"id": "5033b842e4b09cc61bedb818",
"l abel": ""
"resource": "nodes",
"resourceFilter": null,
"type": "api",
"version": 1
Jic
"version": 2
"descri ption": "Principal 8",
"groups": [
"nane": "CN=Engi neering, CN=User s, DC=cor p, DC=cl oud, DC=dev",
"type": " LDAPGROUP"
"id": "5033d33f e4b018b28745f ecd" ,
"nane": "principal 8",
"users": [
"nane": "j hammon",
"type": "LDAP"
{ .
"nane": "bjones",
"type": "LDAP"
"version": 0
}

4.18.2 Creating Principals
The HTTP POST method is used to submit Principals.

Quick Reference

POST http://1ocal host/ mas/rest/principals

4.18.2.1 Create Single Principal

URLs and Parameters

POST http://1ocal host/ mws/rest/principals

See Global URL Parameters for available URL parameters.

Request Body

131



®* Thenamefieldisrequired and must contain only letters, digits, periods,
dashes, and underscores.

® The attachedRoles field expects an array of Role IDs or names:

The following is an example request body to create a principal:

POST http://localhost/mws/rest/principals

{
"nanme" : "Acmne-Principal",
"attachedRol es" : [{"nanme":"Acne-User-Role"}],
"description" : "A cool principal",
"groups” : [{"nanme": "CN=Engi neering, CN=Users, DC=cor p, DC=cl oud, DC=dev", "type"
"LDAPGROUP"}],
"users" : [{
"nane" : "john",
"type" : "LDAP"
b
}

Sample Response

If the request was successful, the response body is the new principal that was created, exactly as
shown in Get Single Principal. On failure, the responseis an error message.

4.18.3 Modifying Principals
The HTTP PUT method is used to modify Principals.

Quick Reference

PUT http:/
PUT http:/

——

| ocal host/ mas/ rest/ princi pal s/ <i d>
| ocal host/ mas/ rest/ princi pal s/ <nane>

4.18.3.1 Modify Single Principal

URLsand Parameters

PUT ht
PUT ht

cal host/ mas/ rest/ princi pal / <i d>

tp://lo
tp:/ /1 ocal host/ mws/ rest/ principal / <name>
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Parameter Required Type Vi ;ajlld Description
id Yes String - The unique identifier of the Principal.
name Yes String - The name of the Principal.
. Add the given abjects (IdapGroups, |dapOUs, etc) to
change-mode Yes  Sring add 0 eects that already exist.
Delete the given objects from the objects that already
remove _ .
exist.
- Add the given objects (IdapGroups, |dapOUs, etc)
and remove the objects that already exist.

See Global URL Parameters for available URL parameters.

® The change-mode set isthe default if no change-mode parameter is
given.

® You must specify either id or name, but you do not have to specify
both.

® The name field must contain only letters, digits, periods, dashes, and
underscores.

®* The attachedRoles field expects an array of Role IDs or names.

Example Request

PUT http://locahost/mws/rest/principals/Acme-Principal

{

"groups" : [ {
"name" : "CNeMarketing, CNEUser s, DC=nyconpany, DC=con',
"type" : "LDAPGROUP"

boA
"name" : "CNeSal es, CN=User s, DC=nyconpany, DC=cont',
"type" : "LDAPGROUP"

H.

"users" : [ {
"nane" : "] hammon",
"type" : "LDAP"

}
}

2 Theversion field contains the current version of the database entry. This
field cannot be updated directly. However, if version isincluded in the
modify request, it will be used to verify that another client did not update the
object between the time that the data was retrieved and the modify request
was delivered.

Sample Response
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If the request was successful, the response body is the modified principal as shown in Get Single

Principal. On failure, the response is an error message.

4.18.4 Deleting Principals
The HTTP DELETE method is used to delete Principals.

Quick Reference

DELETE http://1ocal host/ mas/ rest/ princi pal s/ <i d>
/I ocal host/ mas/ rest/ princi pal s/ <nane>

4.18.4.1 Delete Single Principal

URLs and Parameters

cal host/ mas/ rest/ princi pal / <i d>
cal host/ mas/ rest/ princi pal / <nane>

DELETE ht
DELETE ht

~—

o o

tp:/
tp:/

Parameter Required Type Valid Values Description
id Yes String - The unique identifier of the Principal.

name Yes String - The name of the Principal.

See Global URL Parameters for available URL parameters.

2 Only one of id or name are required.

Sample Response

JSON Response

{}

4.19 Quotes

This section describes behavior of the Quotes object in Moab Web Services. It contains the
URLS, request bodies, and responses delivered to and from Moab Web Services.

% The Quote API contains the type and description of fields that all Quotes
have in common.

Supported Methods
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Resour ce GET PUT POST DELETE
[rest/quotes/standard/quote Quoting resources

4.19.1 Quoting Resources

Quick Reference

POST http://1ocal host/ mas/rest/ quot es/ st andar d/ quot e?obj ect -t ype=<OBJECTTYPE>
&pr oxy- user =<USER>&char ge- dur at i on=<CHARGEDURAT| ON\>

4.19.1.1 Quote Single Job or Service

URLs and Parameters

POST http://1ocal host/ mas/rest/ quot es/ st andar d/ quot e?obj ect -t ype=<OBJECTTYPE>
&pr oxy- user =<USER>&char ge- dur at i on=<CHARGEDURATI O\>

Parameter Required Type Yl Description

*
Perform
action as
defined
MAM user.

proxy-user Yes String proxy-user=amy

The charge
duration of
thejobin
seconds.

The object to
guote. It can
bejob or
service.

Returns the
composite
charge
itemize No Boolean information  itemize=true
inthe
response
data.

charge-duration Yes Integer charge-duration=6400

object-type Yes String object-type=job
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rate

No

JSONATrray

Usesthe
specified
charge rates
in the quote.
The specified
rates
override the
standard and
quote rates.

If the

guarantee rate=[{"type":"VBR","name":"Memory","rate":1}

fieldissetto
true, these
charge rates
will be saved
and used
when this
guoteis
referenced in
acharge
action.

guarantee

No

Boolean

Guarantees
the quote and
returns a
quoteid to
secure the
current
charge rates.
Thisresults
in the
creation of a
quoterecord guarantee=true
and a
permanent
usage record.
This
parameter is
mutually
exclusive
with the
cost-only
parameter.
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grace-duration No

Integer

The
guaranteed
quote grace
period in
seconds. If
the quote
durationis
specified but
not the quote
end time, the
quote
endtime will
be calculated
asthe quote
start time
plusthe
quote
duration plus
the grace
duration.

grace-duration=6400

cost-only No

I nteger

Returns the
cost,
ignoring al
balance and
validity
checks. This
parameter is
mutually
exclusive
with the
guarantee
parameter.

cost-only=true

description No

String

The
guaranteed
quote
description.

description="ABC Coupon Rate"

start-time No

Date

The

guaranteed

quote start

timein the

;‘;ry”;aIM \1.qq Sart-time="2012-04-09 13:49:40 UTC"
HH:mm:ss z,

-Infinity,

Infinity, or

Now.
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The
guaranteed
guote end
timein the
. format . N . .
end-time No Date end-time="2012-04-09 14:49:40 UTC
yyyy-MM-dd
HH:mm:ss z,
-Infinity,
Infinity, or
Now.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows al of the fields in a Job that could affect the quote.

POST http://local host/mws/rest/quotes/standard/quote?obj ect-type=job

{
"id": "Mab. 1",
"user": "any",
"group": "group",
"rmNane": "machi nel",
"tenpl ateList": [
"genericvnt

"account”: "bi ol ogy",
"gosRequested": "QOS1",
"variables": {

"i mageNanme": "centos5.5-statel ess"”,
"topLevel Serviceld": "nyService. 1",
"serviceld": "vnBService. 1",

"vmd": "VnBervice.1",
"pm d": "VnBService.1"

g equirements": [

"requiredProcessor sPer Task": 2,
"generi cResources": {

"gol d": 100,

"os": 500

o

"requi redNodeCount M ni muni': 1,
"requi redMenor yPer Task": 1024,
"requiredd ass": "batch"

The request body below shows all of the fieldsin a Service that affect the quote in a default
MAM ingstallation.
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POST http://local host/mws/rest/quotes/standard/quote?obj ect-type=service
{ :
"nanme": "service. 1",
"user": "any",
"account": "chem stry"
"attributes":{
"moab" : {
"job":{
"resources": {
"procs": 1,
"ment' : 2048,
"0S": 500,
"gol d": 100
"variabl es": {
"Var1": 1524
b
"image": "cent 0s5. 5- st at el ess”,
"tenpl ate": "generi cVM',
}
}
}

Sample Responses

If the quoteis not guaranteed

JSON Response

"i nstance": "Mdab. 1",
"anmount": 600

If the quoteis guaranteed

JSON Response

{ .
"id'o 1,
"usageRecord": 2,
"instance": "Moab. 1"

1

"amount": 600

If the quoteis guaranteed and itemized
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JSON Response

"details": [
"nanme": "Processors",
“val ue": "2"
"duration": 300,
"rate": 1,

"scal i ngFactor": 1,
"anmount": 600,

"details": "2 [Processors]
5o
{
"name": "Menory",
"val ue": "1024",
"duration": 300,
"rate": 1,
"scal i ngFactor": 1,
"anmount": 307200,
"details": "1024 [Menory]
}
],
"id": 20,
"instance": "Moab. 1",

"usageRecord": 20,
"anount": 307800

* 1 [ ChargeRat e{ VBR}{ Processors}]

* 300 [Duration]"

* 1 [ChargeRat e{ VBR}{Menory}] * 300 [Duration]"

If the quoteison a service
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JSON Response

"services": [
{
"details": [
"nanme": "Processors",
"val ue": "22",
"duration": 30,
"rate": 1,

"scal i ngFactor": 1,

"amount": 660,

"details": "22 [Processors] * 1 [ChargeRate{VBR}{Processors}] * 30
[Duration]"

{
"name": "Menory",
"val ue": "32343242",
"duration": 30,
"rate": 1,
"scal i ngFactor": 1,
"amount": 970297260,
"details": "32343242 [Menory] * 1 [ChargeRate{VBR}{Menory}] * 30 [Duration]"

}

Il 5

"id": 120,

"instance": "myVmhorkfl ow',
"usageRecord": 157,
"anmount": 970297920

o
{
"details": [ {
"name": "Storage",
"val ue": "2500",
"duration": 30,
"rate": 1.157E-7,
"scal i ngFactor": 1,
"amount": O,
"details": "2500 [Storage] * 1.157e-07 [ChargeRate{VBR}{Storage}] * 30
[Duration]"
H,
"id": 122,
"instance": "nyExtraStorageWrkflow',
"usageRecord": 159,
"amount": O
o
{
"details": [
"name": "Processors",
"val ue": "0",
"duration": 30,
"rate": 1,
"scal i ngFactor": 1,
"amount": O,
) "details": "O [Processors] * 1 [ChargeRate{VBR}{Processors}] * 30 [Duration]"
{
"name": "Menory",
"val ue": "0",
"duration": 30,
"rate": 1,
"scal i ngFactor": 1,
"amount”: O,
) "details": "0 [Menory] * 1 [ChargeRate{VBR}{Menory}] * 30 [Duration]"
],
"id": 123,
"instance": "myPmMorkflow',
"usageRecord": 160,
"amount": O
}

Il
"anmount": 970297920

Restrictions
® Thedetalsfield isonly available with MAM version 7.1.0 or |ater.
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4.20 Reports

This section describes behavior of the reporting framework in Moab Web Services. It contains
the URLS, request bodies, and responses delivered to and from Moab Web Services.

% The Report, Sample, and Datapoint API contains the type and description of
al fieldsin the Report, Sample, and Datapoint objects. They also contains
details regarding which fields are valid during PUT and POST actions.

Supported Methods

Resour ce GET PUT POST DELETE
Deleting
GEL all reports Lreale RePOrts
[rest/reports Get all reports Create Reports REDOIS
Get single report with
[rest/reports/name data
: Get single report with
[rest/reports/id data
[rest/reports/name Get datapoints for
/datapoints report
[rest/reports/id Get datapoints for
/datapoints report
Irest/reports/name Get samples for revort Create sample(s) for
/samples ~2€L SAMPIES TOr TEport report
Irest/reports/id/samples  Get samples for report Create sample(s) for
report

4.20.1 Getting Reports

The HTTP GET method is used to retrieve Report information. Queries for all reports with no
attached data and a single report with associated data are available.

Quick Reference

cal host/ mas/ rest/reports[?query={"field":"value"}&sort={"field":<1l|-1>}]
cal host/ mas/rest/reports/<id>
cal host/ mas/ rest/reports/ <name>

=T oF =T
— o+~
— o+ —~+
TTDO
—~——
—~——
O OO

4.20.1.1 Get All Reports (No Data Included)

URLs and Parameters

CET http://1ocal host/ mas/rest/reports[?query={"field":"value"}&ort={"field":<1l|-1>}]
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Parameter Required i Description Example

b

query No JSON Queriesfor specific results. query={"reportSize":4}

Sort the results. Use 1 for ascending

sort No JSON d - 1 for descendi ng.

sort={"name":-1}

It is possible to query reports by one or more fields based on MongoDB gquery syntax.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

"total Count": 1,

"resul t Count": 1,

"results": [ {
"id": "3efe5c670be86ba8560397ff",
"pane": "cpu-util"

-
}

44 No datapoints are returned when querying for all reports. To view the
consolidated datapoints, the Get Single Report API call must be used.

Samples

GET http://loca host/mws/rest/reports?ields=id,name

"total Count": 3,
"resul t Count": 3,

"results": [
{

"id": "3efe5c670be86ba8560397ff",
"name": "cpu-util"

b :
"id": "3efe5c670be86ba856039800",
"nane": "cpu-tenmp"

b :
"id": "3efe5c670be86ba856039801",
"name": "cpu-I| oad"

}

]
}

4.20.1.2 Get Single Report (Includes Data)

URLs and Parameters
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GET http://1ocal host/ ms/ rest/reports/<id>
GET http://1ocal host/ ms/ rest/reports/ <name>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the report.

name Yes String - The name of the report.

See Global URL Parameters for available URL parameters.

4 Only oneof id or name are required.

Sample Response

In the example below, the first datapoint hasanul | data e ement, which means that the
m ni munBSanpl eSi ze configured for the report was not met when consolidating the
datapoint. The second datapoint contains actual data.

JSON Response
"consol i dati onFunction": "average",
"dat apoi nt Durati on": 15,
"dat apoi nts": [

{
"endDate": "2011-12-02 17:28:22 UTC',
"startDate": "2011-12-02 17:28:22 UIC',
"firstSanpl eDate": null,
"l ast Sanpl eDate": null,
"data": null

{
"endDate": "2011-12-02 17:28:23 UTC',
"startDate": "2011-12-02 17:28:37 UTC',
"firstSanpl eDate": "2011-12-02 17:28:23 UTC',
"l ast Sanpl eDate": "2011-12-02 17:28:30 UTC',
"data": {
“utilization": 99.89,
"time": 27.433333333333337
}
| }
"description": "Exanple of CPU utilization reporting",
"id": "3efe5c670be86ba8560397ff",
"keepSanpl es": fal se,
"m ni nunSanpl eSi ze": 1,
"nanme": "cpu-util",
"reportSize": 2

4.20.1.3 Get Datapoints For Single Report

URLs and Parameters

GET http://1ocal host/ mas/rest/reports/<id> datapoints[?query={"field":"val ue"}&sort={
"field":<1]-1>}]

GET http://1ocal host/ mas/rest/reports/<name>/ dat apoi nts[ ?2query={"field":"val ue"}&sort={
"field":<1]-1>}]




Parameter Required Type Valid Values Description

The unique identifier of

id Yes String - the report,
name Yes String - The name of the report.
query No JSON Queriesfor specific results. query={"data.test":true}

Sort the results. Use 1 for ascending

sort No L=CI and - 1 for descending.

sort={"startDate":-1}

It is possible to query datapoints by one or more fields based on MongoDB query syntax.
See Global URL Parameters for available URL parameters.

& Only one of id or name are required.

Sample Response

This function is exactly the same as requesting a single report with only the datapoints returned.
No report metadata (i.e. description, minimumSampleSize, etc.) is returned.

JSON Response

"resul t Count": 1,
"total Count": 1,
"results":[

{
"endDate": "2011-12-02 17:28:22 UTC'
"startDate": "2011-12-02 17:28:22 UTC'
"firstSanpl eDate": null,
"l ast Sanpl eDate": null,

"data": null
b (
"endDat e": "2011-12-02 17:28:37 UIC',
"startDate": "2011-12-02 17:28:37 UTC',
"firstSanpl eDate": "2011-12-02 17:28:23 UTC',
"| ast Sanpl eDate": "2011-12-02 17:28:23 UTC',
"data": {
"utilization": 99.89,
"tinme": 27.433333333333337
}
}

]
}

4.20.2 Getting Samples For Reports
The HTTP GET method is used to retrieve Sample information.

Quick Reference

CET http://1ocal host/ mas/rest/reports/<id>/ sanpl es[ ?query={"field":"val ue"}&sort={
"field":<1]-1>}]

CET http://1ocal host/ mas/rest/reports/ <nane>/ sanpl es[ ?2query={"field":"val ue"}&sort={
"field":<1]-1>}]

145


http://www.mongodb.org/display/DOCS/Advanced+Queries

4.20.2.1 Get Samples For Report

URLs and Parameters

GET http://1ocal host/ mas/rest/reports/<id> sanpl es[ ?2query={"field":"val ue"}&sort={
"field":<1|-1>}]

GET http://1ocal host/ mas/rest/reports/<nane>/ sanpl es[ 2query={"fi el d":"val ue"}&sort ={
"field":<1|-1>}]

Parameter Required Type Valid Values Description
id Yes String - The unique identifier of the
report.

name Yes String - The name of the report.

query No JSON Queriesfor specific results. guery={"agent":"cpu-monitor"}
Sort the results. Use 1 for

sort No JSON ascending and - 1 for sort={"agent":-1}
descending.

It is possible to query samples by one or more fields based on MongoDB query syntax.
See Global URL Parameters for available URL parameters.

2y Only one of id or name are required.

Sample Response

JSON Response

"total Count": 1,
"resultCount": 1,
"results": [ {
"timestanp": "2011-12-02 17:28:37 UIC
"data": {
"cpul":
"cpu2":
"cpu3":
"cpud":

. 3,
. 2,
. 0,

RPORFRN

2.1
h

"
}

4.20.3 Creating Reports
The HTTP POST method is used to create Reports. Operations are available to create reports
with or without historical datapoints.

Quick Reference
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POST http://1ocal host/ mws/rest/reports

4.20.3.1 Create Report

URLs and Parameters

POST http://local host/ mas/rest/reports

See Global URL Parameters for available URL parameters.

Request Body

To create areport, several fields are required as documented in the Report API.
The request body below shows al the fields that are available during report creation.

JSON Request Body
{ .
"name": "cpu-util",
"description":"An exanple report on cpu utilization",
"consol I dati onFuncti on": "average",
"dat apoi nt Durati on": 15,
"m ni munSanpl eSi ze": 1,
"reportSize": 2,
"keepSanpl es": true,
"dat apoi nts": [
"startDate":"2011-12-01 19: 16: 57 UTC',
"endDat e": "2011-12-01 19: 16: 57 UTC',
"data":{
"time": 30,
"util":99.98
}
}
]
}

Sample Response

{
"messages":["Report cpu-util created"],
"id":"3efe5c670be86ba8560397ff",
"name":"cpu-util"
}
Samples

POST http://localhost/mws/rest/reports (Minimal report without datapoints)

{
"name": "cpu-util",
"dat apoi nt Durati on": 15,
"reportSize":2
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4.20.4 Creating Samples
The HTTP POST method is used to create Samples for Reports.

Quick Reference

POST http://1ocal host/ mas/rest/reports

4.20.4.1 Create Samples For Report

URLs and Parameters

cal host/ mns/rest/reports/<i d>/ sanpl es
cal host/ mns/ rest/reports/<nane>/ sanpl es

o o

GET http://1
CET http://1

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the report.

name Yes String - The name of the report.

See Global URL Parameters for available URL parameters.

& Only one of id or name are required.

Request Body

To create samples for areport, simply send data and an optional timestamp to the URL above.

The request body below shows all the fields that are available during sample creation. Note that
the dat a field can contain arbitrary JSON.

JSON Request Body

{
"timestanp":"2011-12-01 19: 16: 57 UTC',

"agent":"ny agent",

"data":{
"cpul": 2.3,
"cpu2": 1.2,
"cpu3": 0.0,
"cpud":12.1

}
}

Sample Response



{"nmessages":["1 sanpl e(s) created for report cpu-util"]}

4.20.5 Deleting Reports
The HTTP DELETE method is used to delete Reports.

Quick Reference

DELETE ht

tp:/ cal host/ mas/ rest/reports/<id>
DELETE http:/

cal host/ mas/ rest/reports/ <nanme>

~—

|l o
l o

4.20.5.1 Delete Report

URLs and Parameters

cal host/ mns/rest/reports/<id>
cal host/ mns/ rest/reports/ <nanme>

o
—
ul
m
>
- —
— -
TT
—~—
—~—
oo

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the report.

name Yes String - The name of the report.

See Global URL Parameters for available URL parameters.

& Only oneof id or name are required.

Sample Response

JSON Response

{"messages":["Report cpu-util deleted"]}

4.21 Reservations

This section describes behavior of the Reservation object in Moab Web Services. It contains the
URLSs, request bodies, and responses delivered to and from Moab Web Services.

& The Reservation API contains the type and description of all fieldsin the
Reservation object. It aso contains details regarding which fields are valid
during PUT and POST actions.
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Supported Methods

Resour ce GET PUT POST DELETE
[rest/reservations Get all reservations Create )

reservation
Irest/reservations/ Get specified Modify Release
id reservation reservation reservation

4.21.1 Getting Reservations

The HTTP GET method is used to retrieve Reser vation information. Queries for all objects and

asingle object are available.

Quick Reference

GET http://1ocal host/ mas/rest/reservations/<id>

Restrictions

® Only admin or user reservations are returned with this call.

4.21.1.1 Get All Reservations

URLs and Parameters

GET http://1ocal host/ mas/rest/reservations

See Global URL Parameters for available URL parameters.

Sample Response

GET http://localhost/mws/rest/reservations?ields=id

"total Count": 3,
"resul t Count": 3,
"resul ts":
{"id": "system 1"},
{"id": "system 2"},
{"id": "system 3"}
]
}

4.21.1.2 Get Single Reservation

URLs and Parameters
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GET http://1ocal host/ ms/ rest/reservations/<id>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response
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JSON Response

{

"accounti ngAccount": "",
"accountingG oup": "",
"accountingQos': "",
"accountingUser": "root",
"acl Rul es": {
"af finity": "NEUTRAL",
"conparator": "LEX GRAPHI C EQUAL",
"type": "RESERVATION_|ID',
"val ue": "system 43"

H,

"al | ocat edNodeCount ": 1,

"al | ocat edProcessor Count": 8,

"al | ocat edTaskCount": 1,

"al | ocat edNodes":
{"id":"node001"}

"coments": "",

"creationbDate": null,

“duration": 200000000,

"endDat e": "2018-03-17 16:49:10 UTC',

"excl udeJobs": [

"jobl",

"] ob2"
“expireDate": null,
"flags":

" REQFULL",

" | SACTI VE",

" | SCLOSED"

P

"gl obal I d": "",

"host Li st Expression": "",
"id": "system 43",
"idPrefix": "",

"isActive": true,
"isTracked": fal se,
"l abel ": "",
"maxTasks": O,
"messages": [],
"owner":

"name": "adaptive",

"type": "USER'

"partitionld": "swtchB",

"profile": "",

"requi renments": {
"architecture": "",
"featureList": [

"featurel",
"feature2"

"featurelwode": "",
"menmory": O,
"nodeCount": O,
"nodel ds": ["node001:1"],
"os": "",
"taskCount": 1

}

reservati onG oup": "",
"resources": {"PROCS": 0},
"startDate": "2011-11-14 20: 15:50 UTC',

"statistics": {
"caps": O,
"cips": 2659.52,
"taps": O,
"tips": O

J ¢

"subType": "Oher",
"taskCount": O,
"trigger": null,
"triggerlds": [],
"uni quel ndex": "",
"variables": {}

4.21.2 Creating Reservations
The HTTP POST method is used to create Reser vations.
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Quick Reference

POST http://1ocal host/ mas/rest/reservations

4.21.2.1 Create Reservation

URLs and Parameters

POST http://1ocal host/ mas/rest/reservations

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available when creating a Reservation,
along with some sample values.
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JSON Request Body

{

"account i ngAccount ":
"accountingG oup": "",
"accountingQos': "",
"accountingUser": "root",
"acl Rul es": {

"affinity": "POSITIVE",

"conparat or": "LEX GRAPHI C EQUAL",

"type": "GROUP',

"value": "staff"

nwn

"coments": "",
"duration": 200000000,
"endDat e": "2018-03-17 16:49:10 UTC',
"excl udeJobs": [
" ob1",
"] ob2"
I| 5
"flags": [
" SPACEFLEX",
" ACLOVERLAP" ,
" SI NGLEUSE"

Il 5
"host Li st Expression": "",
"idPrefix": "",
"l abel": "nyreservation",
"owner " : {
"nanme": "adaptive",
"type": "USER"

"partitionld": "",

"profile": "",

"requi renents":
"architecture": "",
"featureList": [

"featurel",
"feature2"

I| 5
"menory": O,
"os": "",
"taskCount": 1

"reservati onG oup": "",
"resources": {
"PROCS": 2,
"MEM': 1024,
"DI SK": 1024,
"SWAP": 1024,
"ot her1": 17,
"ot her2": 42

b
"startDate": "2011-11-14 20:15:50 UTC',
"subType": "Oher",
"trigger":
"event Type": " START",
"actionType":"EXEC',
"action":"date"

"Vari abl es": {
"var1l": "val 1",
"var2": "val 2"

}

}

Createreservation if no conflicting reservations are found.
Thisisequivaent to mrsvctl -¢ -h nodeO1 -E.

JSON Request Body

"flags": [
" DEDI CATEDRESOURCE"

|
"host Li st Expression": "nodeO1"

}
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Sample Response

JSON Response for successful POST

{"id": "system 44"}

4.21.3 Modifying Reservations
The HTTP PUT method is used to modify Reservations.

Quick Reference

PUT http://1ocal host/ mas/rest/reservations/ <i d>?change- node=<add| r enove| set >

4.21.3.1 Modify Reservation

URLs and Parameters

PUT http://1ocal host/ mas/rest/reservations/ <i d>?change- nbde=<add| r enobve| set >

Parameter Required Type Vi ;allld Description
id Yes String - The unique identifier of the object.
: Add the given variables to the variables that
change-mode Yes String add already exist,
remove Delete the given variables from the variables that
aready exist.
Replace all existing variables with the given
set .
variables.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available when modifying a Reservation,
along with some sample values.

JSON Reguest Body for Reservation Modify

"vari abl es": {
"var1": "val 1",
"var2": "val 2"

}
}
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Sample Response

4 This message may not match the message returned from Moab exactly, but is
given as an example of the structure of the response.

JSON Response

{"messages":["reservation 'system 43" attribute 'Variable' changed."]}

Restrictions

® You can change the ACL Ruleson areservation, but not using this resource. See Create or
Update ACLSs.

4.21.4 Releasing Reservations
The HTTP DELETE method is used to release Reser vations.

Quick Reference

DELETE http://1ocal host/ mas/ rest/reservations/ <i d>

4.21.4.1 Release Reservation

URLs and Parameters

DELETE http://1 ocal host/ maxs/rest/reservations/ <i d>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response for successful DELETE

{}

4.22 Resource Types
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This section describes behavior of the Resour ce Type object in Moab Web Services. It contains
the URLS, request bodies, and responses delivered to and from Moab Web Services.

& The ResourceType API contains the type and description of all fieldsin the
Resour ce Type object.

Supported Methods

Resource GET PUT POST DELETE

[rest/resource-types Get all resource types

4.22.1 Getting Resource Types
The HTTP GET method is used to retrieve Resour ce Type information.

Quick Reference

GET http://1ocal host/ mas/rest/resource-types

4.22.1.1 Get All Resource Types

URLs and Parameters

GET http://1ocal host/ mas/rest/resource-types

See Global URL Parameters for available URL parameters.

Sample Response

GET http://local host/mws/rest/resource-types?ields=id

"total Count": 1,
"resul t Count": 1,
"resul ts":
{"id": "throttle _mgrate"}

4.23 Roles

This section describes behavior of the Role resource in Moab Web Services. Therole resourceis
used to control accessto MWS resources based on the proxy-user. Each role is attached to a
principal and contains alist of proxy-user permissions that the group can usein MWS. This
section describes the URLSs, request bodies, and responses delivered to and from Moab Web
Services.
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% The Role API contains the type and description of all fieldsin the Role
object. It also contains details regarding which fields are valid during PUT
and POST actions.

Supported Methods

Resour ce GET PUT POST DELETE
Irest/roles Get All Roles Create Role
[rest/roles/id Get Specified Role Modify Role Delete Rale
Irest/rolesslname Get Specified Role Modify Role Delete Role

4.23.1 Getting Roles

The HTTP GET method is used to retrieve Role information. Y ou can query all objects or a
single object.

Quick Reference

GET http://
GET http://
GET http://I

cal host/ mas/ rest/rol es[ ?2query={"field":"value"}&sort={"field":<l|-1>}]
cal host/ mns/rest/rol es/ <i d>
cal host/ mns/ rest/rol es/ <nane>

[eNeNe]

4.23.1.1 Get All Roles

URLs and Parameters

GET http://1ocal host/ mas/rest/rol es[ ?2query={"field":"value"}&sort={"field":<1|-1>}]

Parameter Required Vi ;allld Description Example

query No JSON Queries for specific query={"name":"Acme-User-Rol€e"}
results.
Sort the results. Use 1

sort No JSON for ascending and - 1 for sort={"name":-1}

descending.

It is possible to query roles by one or more fields based on MongoDB query syntax.

See Global URL Parameters for available URL parameters.

Sample Response
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GET http://local host/mws/rest/roles?fields=id,name

"total Count": 1,

"resultCount": 1,

"results": [ {
"id": "4f al97e68ca30f c605ddicf 0"
"nanme": "Acne-User-Rol e"

H
}

Sorting and Querying

See the sorting and querying sections of Global URL Parameters.

4.23.1.2 Get Single Role

URLs and Parameters

cal host/ mns/rest/rol es/ <i d>

GET http://lo
GET http://1ocal host/ mas/rest/rol es/ <name>

Parameter Required Type Valid Values Description
id Yes String - The unique identifier of the Role.

name Yes String - The name of the Role.

See Global URL Parameters for available URL parameters.

& You must specify either id or name, but you do not have to specify both.

Sample Response
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GET http://localhost/mws/rest/roless Acme-User-Role
{ o o .
"description" : "This is a role for nornmal users in the Acne BU G oup.",
"id" : "5022e695e4b073f 54e47c28d",
"nane" : "Acne- User- Rol e",
"perm ssions" : [
"action" : "create",
"description" : "The permi ssion to create all charts.",
"id" : "5022e695e4b073f 54e47c28e",
"l abel" : "Create Chart",
"resource" : "chart",
"resourceFilter" : null,
"type" : "custont,
"version" : 0
Jo {0 _
"action" : "read",
"description" : "The permission to view all charts.",
"id" : "5022e695e4b073f 54e47c28f",
"l abel" : "View Chart",
"resource" : "chart",
"resourceFilter" : null,
"type" : "custont,
"version" : 0
oA _
"action" : "update",
"description" : "The permi ssion to nodify the africa chart.",
"id" : "5022e695e4b073f 54e47c290",
"label" : "Mdify Africa Chart",
"resource" : "chart",
"resourceFilter" : {
"nane" : "africa"
I
"type" : "custont,
"version" : 0
oA _
"action" : "read",
"description" : "The perm ssions to view John's services.",
"id" : "5022e695e4b073f 54e47c291",
"l abel" : "Read John's services",
"resource" : "services",
"resourceFilter" : {
"user":"john"
I
"type" : "api",
"version" : 0
hlla
"version" : 2
}

4.23.2 Creating Roles
The HTTP POST method is used to submit Roles.

Quick Reference

POST http://1ocal host/ mas/rest/rol es

4.23.2.1 Create Single Role

URLs and Parameters

POST http://1ocal host/ mas/rest/rol es

See Global URL Parameters for available URL parameters.

Request Body
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&y The namefield isrequired and must contain only letters, digits, periods,
dashes, and underscores.

The following is an example of arequest body to create arole:

POST http://localhost/mws/rest/roles
{
"name" : "Acme-User-Rol e",
"description" : "This is a role for normal users in the Acne BU G oup.",
"perm ssions" :
{
"id" : "4fal97e68ca30f c605ddlicf 0"
%,
"id" : "4fal97e68ca30f c605dd1idf 2"
}
]
}

Sample Response

If the request was successful, the response body is the new role that was created, exactly as
shown in Get Single Role. On failure, the response is an error message.

Samples

The permissions field only expects an array of permission IDs, as shown in the following
example:

Example payload of role with 2 permissions
{
"name" : "Acme-User-Rol e",
"description" : "This is a role for normal users in the Acne BU G oup.",
"perm ssions" :
[ {
"id" : "4fal97e68ca30f c605ddlicf 0"
}
]
}

4.23.3 Modifying Roles
The HTTP PUT method is used to modify Roles.

Quick Reference

cal host/ mns/rest/rol es/ <i d>
cal host/ mns/ rest/rol es/ <nanme>

oo

4.23.3.1 Modify Single Role

URLs and Parameters
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PUT http://|ocal host/ mws/rest/rol e/ <id>
PUT http://1ocal host/ mws/rest/rol e/ <nane>
Parameter Required Type Vi ;ajlld Description
id Yes String - The unique identifier of the Role.
name Yes String - The name of the Role.
. Adds the given permissions to the permissions that
change-mode No String add already exist,
remove Deletes the given permissions from the permissions
that already exist.
- Adds the given permissions and deletes the
permissions that already exist.

® |f you do not specify a change-mode value, the system automatically
assumes set as the defaullt.

® You must specify either id or name, but you do not have to specify
both.

® The name field must contain only letters, digits, periods, dashes, and
underscores.

See Global URL Parameters for available URL parameters.

Example Request

PUT http://locahost/mws/rest/role/Acme-User-Rol e?change-mode=add

"perm ssions":[{"id":"4fal97e68ca30f c605ddlcf0"} ]

Sample Response

If the request was successful, the response body is the modified role as shown in Get Single Role
. On failure, the response is an error message.

4.23.4 Deleting Roles
The HTTP DELETE method is used to delete Roles.

Quick Reference
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DELETE http://|ocal host/ mws/rest/rol es/<id>
DELETE http://|ocal host/ mws/rest/rol es/ <name>

4.23.4.1 Delete Single Role

URLs and Parameters

DELETE http://1 ocal host/ mas/ rest/rol el <i d>
DELETE http://1ocal host/ mas/ rest/rol e/ <name>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the Role.

name Yes String - The name of the Role.

See Global URL Parameters for available URL parameters.

% You must specify either id or name, but you do not have to specify both.

Sample Response

JSON Response
{}

4.24 Services

This section describes the behavior of a Service (an interdependent collection of workflows). It
ispossible for a Service to be composed of multiple Services. This section describes the URLSs,
request bodys, and responses delivered to and from Moab Web Services for each approach.

4y The Service API contains the type and description of al fieldsin the Service
object. It also contains details regarding which fields are valid during PUT
and POST actions.

Supported Methods

Resource GET PUT POST DELETE
[rest/services  Get all Services Create Service
rest/services/id Get specified Service Maodify Service Delete Service
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4.24.1 Getting Service Information

The HTTP GET method is used to retrieve Service information. Queriesfor all objectsand a
single object are available.

Quick Reference

GET http://1ocal host/ mas/rest/services[?query={"field":"value"}&sort={"field"
[

p I
:<1] - 1>} [ & show-recursi ve-vc| show vc] =t rue] ]
GET http://1ocal host/ mas/rest/services/<id> ?[ showrecursive-vc| show vc]=true]
GET http://1ocal host/ mas/rest/services/ <name>[ ?[ show-recursi ve-vc| show vc] =t rue]

4.24.1.1 Get All Services

URLs and Parameters

CET http://1ocal host/ mas/rest/services[?query={"field":"value"}&sort={"field"
1 <1] - 1>}[ & show-recursi ve-vc| show vc] =t rue] ]
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Parameter Required Y Description Example

Query for
query No JSON specific query={"type":"storage","label":"exlabel"}
results.

Sort the

results. Use

1 for . "
sort No JSON . sort={"account":-1}

ascending

and - 1 for

descending.

Show
extended
details
about the
service's
virtual

show-recursive-vc NoO true  container show-recursive-vc=true
including
nested
virtual
containers
and nested
jobs.

Show
details
show-vc No true abogt the show-vc=true
service's
virtua
container.

Sample Response

GET http://local host:8080/mws/rest/services?query={ user:"bob"}

"total Count": 9,
"resul t Count": 3,
"results": [

{
"dat eCreated": "2011-12-07 16: 03:40 UTC',
"l ast Updat ed": "2011-12-07 16:03:40 UTC',

"nane": "bobService. 1",
"version": 1,
"type": "container",
"l abel ": null,
"user": "bob",
"account": "banboo",
"start Dat eRequest ed": "2012-14-10 20:51:07 UTC',
"start Dat eSchedul ed" : "2012-14-10 20:51:07 UTC',
"status": "A custom status nessage",
"stat usCode": O,
"incl udedServi ces": [
"machi ne0. 1",
" 0SSt or emachi ne0. 1"
I| o
"parent": null,
"serviceTenpl ate": {
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"id": "4f bd42cf c4aadcd44cch4112",
"nane": "Cent osVnPl usSt or age"

Do
"attributes": {"npab": {
"ve's {"id": "vc56"},
"dependenci es": [ {
"service": "machi ne0. 1",
"dependency": ["OSStorenachi ne0. 1"]

}}}]
"id": "4dedff0cc6852f 709f a777826"
{
"dateCreated": "2011-12-07 16:03:40 UTC',
"l ast Updat ed": "2011-12-07 16:03: 40 UTC',
"nanme": "machi ne0. 1",
"version": 1,
"type": "vni,
"l abel ": "bobs nachi ne",
"user": "bob",
"account": "banboo",
"start Dat eRequest ed": "2012-14-10 20:51:07 UTC',
"start Dat eSchedul ed" : "2012-14-10 20:51:07 UTC',
"status": "A custom status nessage",
"statusCode": O,
"includedServices": [],
"parent": "bobService. 1",
"serviceTenpl ate": {
"id": "4f bd42cfcd4aadc444cc54113",
"name": "Cent osVvni
Do
"attributes": {"npab": {
"ve": o {"id": "vcb7"},
"job": {
"id": "Moab. 24",
"tenpl ate": "genericVM',
"image": "centosb5.5-statel ess”,

"features": ["vlan3"],
"variabl es": {"Q0S": "High"},
"resources": {
"ment: 2,
"procs": 2,
"disk": 2
}

1
"id": "4edff0cc6852f 709f a777827"

{
"dateCreated": "2011-12-07 16:03:40 UTC',
"l ast Updat ed": "2011-12-07 16: 03:40 UTC',
"nane": " OSStorenachi ne0. 1",
"version": 1,
"type": "storage",
"l abel ": null,
"user": "bob",
"account": "banboo",
"start Dat eRequest ed": "2012-14-10 20:51:07 UTC',
"start Dat eSchedul ed" : "2012-14-10 20:51: 07 UTC',
"status": "A custom status nessage",
"statusCode": O,
"includedServices": [],
"parent": "bobService. 1",
"serviceTenpl ate": {
"id": "4f bd42cfcd4aadc444cch4114",
"name": "QOpSysStorage"”

o
"attributes": {"npab": {
"ve's {"id": "vc58"},
: {
"id": "Mbab.23",
"tenpl ate": "OSStorage",
"resources": {"0OS": 200}

'id": "4edffOcc6852f 709f a777828"
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Querying Services
It ispossible to query services by one or more fields based on MongoDB query syntax.

Simple Queries

To see only services that are associated with the user "bob" you can use a query such as the
following:

http://1ocal host/ mas/ rest/ servi ces?query={"user":"bob"}

To see only servicesthat are of type"vm":

http://1ocal host/ mas/rest/servi ces?query={"type":"vni'}

To see only bob's vm services:

http://1ocal host/ mas/ rest/ servi ces?query={"user":"bob","type":"vni'}

To see only services that are NOT associated with bob:

http:/ /1 ocal host/ mws/rest/services?query={"user":{"$ne":"bob"}}

More Complex Queries

When the field values of the desired services are afinite set, you can use the $i n operator. For
example, to see services that belong to either bob, alice, or charlie, you can do the following:

http:/ /1 ocal host/ mws/rest/services?query={"user":{"$in":["alice","bob","charlie"]}}

Y ou can also query on embedded JSON objects within the service JISON. For example, to see
Services requesting 3 processors you can Use:

http://1ocal host/ mas/rest/servi ces?query={"attributes. npab.job.resources. procs": 3}

Conditional Operators

Y ou can perform <, <=, >, >= comparisonsusing the $| t , $I t e, $gt , $gt e operators.
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Operator Comparison
St <

Slte <=

St >

$gte >=

To see services requesting < 2 processors:

http://1ocal host/ mas/ rest/servi ces?query={"attributes. npab.job.resources.procs": {"$lt"

©2}}

To see services requesting >= 1024 memory:

http://1ocal host/ mas/ rest/ servi ces?query={"attri butes. nbab. | ob. resources. neni': {" $gt e"
: 1024} }

Querying Services by Date

To seeall services created after February 8, 2012 at 1:00 PM Mountain Standard Time (MST):

http://1ocal host/ mas/ rest/ servi ces?query={"dateCreated": {"$gt":"2012-02-08 13: 00: 00
MBT"} }

To see services created before or on February 8, 2012 at 1:00 PM Pacific Standard Time (PST):

http://1ocal host/ mas/ rest/servi ces?query={"dateCreated":{"$lte":"2012-02-08 13: 00: 00
PST"}}

To see services created between 12:00 PM and 1:00 PM Eastern Standard Time (EST) on
February 8, 2012:

http://1ocal host/ mas/ rest/servi ces?query={"dateCreated":{"$lte":"2012-02-08 13: 00: 00
EST", "$gte": "2012-02- 08 12: 00: 00 EST"}}

Querying Services by Containing Service

Services can contain other services. When a service is contained within another service, you can
find out what its container is by looking at the parent field. A service that is not contained in any
other serviceiscaled atop level service. If you want to see only top level services you need to
query for services with anull parent.

In MongoDB syntax you query for services whose parent field have a $t ype of 10 (with 10
representing null). The following query shows all of bob's top level services:
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http:/ /1 ocal host/ mws/rest/services?query={"user":"bob", "parent": {"$type": 10}}

Once you have the top level service, you can find the direct child services:

http://1ocal host/ mas/rest/servi ces?query={"user":"bob", "parent": "bobService.1"}

Once you have the direct children, you can find the children of those children with asimilar
query.

Sorting

See the sorting section of Global URL Parameters

Limiting the Number of Results

If you want to limit the number of results of services you can use the max parameter. For
example, to see only 10 of bob's services:

http://1ocal host/ mas/ rest/servi ces?query={"user":"bob"}&sort={"nane": 1} &max=10

To see bob's services 91-100 when sorted by name in ascending order you can combine max
with of f set asfollows:

http://1ocal host/ mas/rest/servi ces?query={"user":"bob"}&sort={"nane"
: 1} &max=10&of f set =90

Retrieving a Subset of Fields

To cause only certain fields to return for each service, usethef i el ds parameter. For example,
to show only the name field for each service:

http://1ocal host/ mas/ rest/services?fiel ds=nanme

This returns;

"total Count": 9,
"resul tCount": 3,

"resul ts": [
{"nanme": "aliceService.1"},
{"name": "machine0. 1"},
{"name": "(OSStorenachi ne0. 1"}

To show the name, type, and user:
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http://1ocal host/ mas/ rest/services?fiel ds=nane, type, user

Thisreturns:
"total Count": 9,
"resul t Count": 3,
"resul ts": [
{
"nanme": "aliceService.1",
"type": "container",
"user": "alice"
b
{ .
"name": "machi ne0. 1",
"type": "vnt,
"user": "alice"
b (
"nanme": " OSStorenmachi ne0. 1",
"type": "storage",
"user": "alice"
}
]
}

4.24.1.2 Get Single Service

URLs and Parameters

ocal host/ mns/ rest/ servi ces/ <i d>[ ?[ showrecursi ve-vc| show vc] =t rue]

CET http://1
CET http://1ocal host/ mas/rest/services/ <name>[ ?[ show-recur si ve-vc| show vc] =t r ue]

Parameter Required Vi ;al||d Description Example

The unique identifier of the

id Yes String :
service.
name Yes String The name of the service.
Show extended details about
: the service's virtual container . B
show-recursive-vc No true . . : show-recursive-vc=true
including nested virtua
containers and nested jobs.
show-vc No true UL D05 L 2o Tl show-vc=true

service'svirtual container.

Parameter Required Type Valid Values Description

See Global URL Parameters for available URL parameters.

% Only oneof id or name are required.
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Samples

GET http://local host/mws/rest/services/bobService.1?

{
"dateCreated": "2011-12-07 16: 03: 40 UTC',
"l ast Updat ed": "2011-12-07 16: 03: 40 UTC',
"nane": "bobService. 1",
"version": 1,
"type": "container",
"l abel": null,
"user": "bob",
"account": "banboo",
"startDat eRequested": "2012-14-10 20:51:07 UTC',
"start Dat eSchedul ed" : "2012-14-10 20:51:07 UTC',
"durationRequested": 86400,
"status": "A custom status nessage”,
"statusCode": O,
"includedServi ces": [
"machi ne0. 1",
" OSSt or enachi ne0. 1"

"parent": null,

"serviceTenpl ate": {
"id": "4f bd42cfc4aadcd444cc54112",
"nanme": "Cent osVnPl usStorage"

"attributes": {"npab": {
"ve's {"id": "vc56"},
"dependenci es": [ {
"service": "nachine0. 1",
"dependency": ["OSStorenmachi ne0. 1"]
}H

"id": "4edff0Occ6852f 709f a777826"
}

4.24.2 Creating Services
The HTTP POST method is used to create a Service.

Quick Reference

POST http://1ocal host/ mas/rest/services

4.24.2.1 Create Service From Service Template

URLs and Parameters

POST http://1ocal host/ mas/rest/services[ ?proxy-user =bob]

Parameter Required ad Description Example

The name of the user creating the

proxy-user No String sarvice

proxy-user=bob

Simple Case
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To create a service from the template named "Rhel 54V mPlusStorage':

POST http://localhost/mws/rest/services

{

"user": "steve",

"account": "cloud",

"startDat eRequested": "2011-11-08 13:18:47 MST",
"durationRequested": 86400,

"data": [

"nanme": "M/Rhel 54VnPl usSt or age",
"serviceTenpl ate": "Rhel 54VnPl usSt or age",
}
]
}

Alternatively you can submit:

POST http://localhost/mws/rest/services

"user": "steve",
"account": "cloud",
"data": [

"nanme": " M/Rhel 54VnPl usSt or age",
"serviceTenpl ate": {
"nanme": " Rhel 54VnPl| usSt or age”
}
}
]
}

To create a service based on the service template with id "4fbd2d90c4aa4996400bsabm”

POST http://localhost/mws/rest/services

"user": "steve",
"account": "cloud",
"data": [

"name": " My/Rhel 54VnPl usSt or age",
"serviceTenpl ate": {
"id":"4f bd2d90c4aa4996400bsa5nt
}
}
]
}

Extending a Service Template

If you want to create a service from a service template, but wish to extend the service template
with some additional variables or generic resources, you can use the extends field. Extending a
service template is also helpful when you wish to override certain values, such as the amount of
memory or processors the service requires.

To extend a service template, you will need to determine the extends path for the service you
wish to override. The extends path is the name of the top level service, followed by one or more
localNames as described in the includedServices field. All but the last <localName> are nested
containersinside the top level container. For example:
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<top | evel service nanme>:: <l ocal Name>[ : <l ocal Name>] +

For example, suppose you want to create a new service from the "Rhel 54V mPlusStorage”
service template, and you want to name this new service "MyRhel54V mPlusStorage”. In this
example, "Rhel54V mPlusStorage”" contains a service template named " SubContainerl". The
localName for "SubContainerl” in the "Rhel 54V mPlusStorage" includedServicesfield is"scl".

Rhel 54V mPlusStorage Service Template

{
"nanme": " Rhel 54VnPl usSt or age",

"type":"container",
"i ncl udedSer vi ces": [

"l ocal Nane": "scl1",
"servi ceTenpl at e": " SubCont ai ner 1"

}

]
}

The extends path for the instance of "SubContainerl" in your "MyRhel54V mPlusStorage” is.

MyRhel 54VnPl usSt or age: : scl

Let'ssay inside "SubContainerl" is another service template called "SubContainer2”. The
localName for "SubContainer2" as defined in the includedServices field for "SubContainerl" is

"sc2".

SubContainerl Service Template

{

"nane": " SubCont ai ner 1",
"type":"container",

"i ncl udedSer vi ces": [

"l ocal Nane": "sc2",
"servi ceTenpl at e": " SubCont ai ner 2"
}
]
}

The extends path for the instance of "SubContainer2" in "MyRhel 54V mPlusStorage” is:

MyRhel 54VnPl usSt or age: : scl: sc2

Now let's say that " SubContainer2" contains two service templates, "Rhel54Vm" and
"OpsysStorage" with localNames "rvm" and "o0ss" respectively.
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SubContainerl Service Template

{
"nane": " SubCont ai ner 2",
"type":"container",
"i ncl udedSer vi ces": [
"l ocal Nanme": "rvni,
"servi ceTenpl at e": " Rhel 54V’
o
{
"l ocal Name": "oss",
"servi ceTenpl ate": " OpSysSt or age"
}
]
}

The extends paths for the instances of "Rhel54VM" and "OpSysStorage” in
"MyRhel54VmPlusStorage” are:

MyRhel 54VnPl usSt or age: : scl:sc2:rvm
MyRhel 54VnP| usSt or age: : scl: sc2: 0ss

Now that we have the extends paths for al the services that will be created from the
"Rhel54VmPlusStorage” template, we can add variables to these services that were not in the
service templates.

POST http://localhost/mws/rest/services

{
"user": "steve",
"account": "cloud",
"data": [

{
"nanme": " M/Rhel 54VnPl usSt or age",
"serviceTenpl ate": "Rhel 54VnPl usSt or age",
"attributes": {
"sharedData":{ "extraAttribute":"some attribute not in the Rhel 54VnPl usSt or age
t enpl aie" }

%,
"nanme": "M/Rhel 54Vni,
"extends": "MRhel 54VnP| usSt orage: : scl:sc2:rvni,
"attributes":
"moab": {"job": {"variables": {"extraVar": "An additional variable not in the
Rhel 54Vm t enpl ate"}}},
"sharedData":{ "extraAttribute":"some attribute not in the Rhel 54Vm t enpl at e"
}
}
b

"name": "MyOsStorage”,
"extends": "M/Rhel 54VnPl usSt or age: : scl: sc2: oss",
"attributes": {
"moab": {"job": {"variables": {"extraVar2": "An additional variable not in
the OpSysStorage tenplate"}}},
"sharedData":{ "extraAttribute":"sonme attribute not in the OpSysStorage
tenpl ate" }
}

}
]
}
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When the "MyRhel54Vm" serviceis created, it will have a variable named "extravar" even
though this variable was not defined in the "Rhel54Vm" service template. Likewise, when the
"MyQOsStorage" serviceis created, it will have avariable named "extravar2”, even though no
such variable was defined in the "OsStorage" service template. All three services will have an
attribute named "extraAttribute” in their attributes.sharedData sections though "extraAttribute"
does not appear in any service template.

Extending Services and Dependencies in a Container Service

To add a services to a container service that were not in the container's service template you first
define the new servicesin the service request. Then you extend the includedServices field of the
container with the newly defined services. Thiswill add the new services to any that are already
in the container as defined in the service template. It is only possible to add servicesto a
container. It is not possible to remove services from a container that were defined in the
container's service template.

For example, say the CentosV mPlusStorage service template contains an OpSysStorage service
template and a CentosVm service template.

CentosVmPlusStorage Service Template

{

"nanme": " Cent osVnPl usSt or age",
"type":"container",

"i ncl udedSer vi ces": [

"l ocal Name": "oss",
"servi ceTenpl ate": " OpSysSt or age"

~———

"l ocal Nane": "cvni',
"servi ceTenpl at e": " Cent osVn!'

To add two storage services to the service created from the CentosV mPlusStorage service
template submit the following service request:

POST http://localhost/mws/rest/services

{

"user":"bob",
"account":"cl oud",
"data": [

"nanme": " BobsCent osVnPl usSt or age",
"servi ceTenpl at e": " Cent osVnPl usSt or age",
"includedServices": [

" NewSt or ageToAdd1",

" NewSt or ageToAdd2"

]

~———

"nanme": " NewSt or ageToAdd1",
"serviceTenpl ate": " ExtraSt or age"

~———

"nanme": " NewSt or ageToAdd2",
"serviceTenpl ate": "ExtraSt or age"
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The resulting service BobsCentosV mPlusStorage will contain NewStorageToAdd1,
NewStorageToAdd2, a service created from the OpSysStorage template, and a service created
from the CentosVm template. To add a dependency such that the CentosV m service will not be
able to start until both NewStorageToAdd1 and NewStorageToAdd2 have been set up:

POST http://localhost/mws/rest/services

"user":"bob",
"account":"cl oud",
"data":[

"nane": " BobsCent osVnPl usSt or age",
"servi ceTenpl at e": " Cent osVnP| usSt or age",
"includedServices": [

" NewSt or ageToAdd1",

"NewSt or ageToAdd2"

"attri but es": {
"nmoab": {
"dependenci es": [

"service":"BobsCent osVni',
"dependency": [

"NewSt or ageToAdd1",

" NewSt or ageToAdd2"

]

}
]
}

}
%,

"name": " BobsCent osVni',

"extends": " Cent osVnPl usSt or age: cvnt'
%,

"nane": " NewSt or ageToAdd1",

"serviceTenpl ate": "ExtraSt orage"
%,

"nane": " NewSt or ageToAdd2" ,

"serviceTenpl ate": "ExtraSt orage"
}

Extendable Fields

Y ou can only extend certain fields. Below is atable of fields that can be extended:
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Extendable Fields Notes

Dependencies can be added but not removed. Only
applicable to containers.

attributes.moab.dependencies

attributes.moab.job.features Features can be added but not removed.
attributes.moab.job.requestedHosts Hosts can be added but not removed.

attributes.moab.job.resources Including procs, mem, disk, and any generic resource.

Can either change the value of variablesin the template or

attributes.moab.job.variables add new variables.

attributes.sharedData A placefor arbitrary, site-specific data.

image

includedServices Serw_ces can be added but not removed. Only applicable to
containers.

label

Sample Response

If the request was successful, the response includes the unique ID of the new Service. On failure,
the response is an error message.

JSON Response

{"name": " MyRhel 54VnP| usSt or age. 1"}

4.24.2.2 Create Custom Service

URLs and Parameters

POST http://1ocal host/ mas/rest/services[ ?proxy-user =bob]

Parameter Required yad Description Example

The name of the user creating the

proxy-user No String ervice

proxy-user=bob

Request Body

The payload below shows all the fields that are available during service submission.

POST http://localhost/mws/rest/services
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"us
"ac
"st
"du

er":"adaptive",

count":"cl oud",

art Dat eRequest ed": "2011-11-08 13:18:47 MST",
rati onRequest ed": 86400,

"data":[

~———

{
"nanme": " nyNewSer vi ce",
"type":"container",
"l abel ": "My New Service",
"incl udedServi ces": [
"nyVnCont ai ner",
"myNet wor kSt or ageWor kf | ow",
" myPnCont ai ner"

Il
"attributes":{
"moab": {
"dependenci es": [

"dependency": [
"myNet wor kSt or ageWor kf | ow"
]

"Sservice": " my Vmor kf | ow!
}
]

Do

"shar edDat a": {
"extraAttribute":"Sone arbitrary val ue",
"extraAttribute2":"Another arbitrary val ue"

"nanme": " nyVntCont ai ner",
"type":"container",
"incl udedServi ces": [
"y VmAbr kf | ow" ,
"nyGsSt or ageWor kf | ow'

Il
"attributes":{
"moab": {
"dependenci es": [

"dependency": [
"myCsSt or ageVr kf | ow'
]

"Sservice": " my Vmor kf | ow!

"nanme": " nyVmhor kf | ow',
"type": "vnt
"incl udedServi ces": [

"attributes":{
"moab": {
" ob": {
"resources": {
"procs": 2,
"mem': 2048,
"di sk": 80

o
"vari abl es": {

"QOSs": " Prem unt
o
"image": "cent 0s5. 5-stat el ess"”,
"tenpl ate": "generi cVM',
"request edHosts":["i 16"],
"features":["vl an3"]

"nane": " nyCsSt or ageVor kf | ow',
"type":"storage",
"includedServices": [
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"attributes":{
"moab": {
"job":{
"tenpl ate": " OSSt or age",
"resources": {
"0s": 2500
}
}
}
}

~———

"nanme": " nyNet wor kSt or ageWor kf | ow",
"type":"storage",
"includedServices": [

"attributes":{
"moab": {
" ob": {
"tenpl ate": "extraStorage",
"resources": {
"gol d": 500

"vari abl es": {
"mount": "/ pat h/to/ nount"
}
}

}
}

~———

"nane": " myPnCont ai ner",
"type":"container",
"includedServices": [

" my PmAbr kf | ow'
]

b
{

"nane": " myPmAor kf | ow",
"type": " pnf,
"includedServices": [

"attributes":{
"moab": {
"job":{

"resources": {
"procs": 2,
"ment' : 2048,
"di sk": 100

"variabl es": {
"QOS": "Prem unt

}

i mage": "cent 0s5. 5- st at el ess",
"tenpl ate": "generi cPM

Sample Response

If the request was successful, the response includes the unique ID of the new Service. On failure,
the response is an error message.

JSON Response

{"name": " myNewServi ce. 1"}

4.24.3 Modifying Services
The HTTP PUT method is used to modify Services.
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Quick Reference

PUT htt
PUT htt

| ocal host/ mns/ rest/ services/ <i d>

p://
p:/ /1 ocal host/ mws/rest/services/ <name>

4.24.3.1 Modify Service

URLs and Parameters

cal host/ mns/ rest/services/ <i d>
cal host/ mns/ rest/ servi ces/ <name>

=

>

—
— —
TT
—~—
~—
o o

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the Service.

name Yes String - The name of the Service.

See Global URL Parameters for available URL parameters.

& Only one of id or name are required.

Example Request

Only theat t ri but es, st at us, and st at usCode fields may be modified in services. Note
that the st at us field must be avalid string, and the st at usCode field must be avalid
number (long). Any arbitrary string and number may be used to represent the current state of the
servicethrough st at us and st at usCode respectively.

PUT http://local host:8080/mws/rest/services/myStorageService

"status": "Done provisioning!",
"statusCode": 200,
"attributes": {
"mount": "/ mmt/nyMunt",
"size": "2500",
"shar edDat a": {
"extraAttribute":"Sone arbitrary val ue",
"extraAttribute2":"Another arbitrary val ue"
}
}
}

& Thenpab element of attributes cannot be modified. An error will be returned
if thisis attempted.

Sample Response
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JSON Response
{ .
"name": "nyStorageService"
"dat eCreated": "2012-02-01 14:54:52 UTC
"l ast Updat ed": "2012-02-01 14:54:52 UTC'
"type": "storage",
"l abel": null,
"user": "john",
"account": "corp",
"status": "Done provisioning!",
"statusCode": 200,
"includedServices": [],
"parent": "nmyVmWthSt orage",
"attributes": {
"moab": {
"ve "]
"id": "wvc3"
¥
"j ob":
"id": "Moab. 1",
"tenpl ate": "extraStorage",
"resources": {
"gol d": 2500
}

"shar edDat a": {
"extraAttribute":"Some arbitrary val ue"
"extraAttribute2":"Another arbitrary val ue"

e

"mount": "/ mmt/ nmyMunt"

"size": "2500"

I
"id": "4f 29b4abed4b03c2f 8e3ala40"
}

4.24.4 Deleting Services
The HTTP DELETE method is used to delete Services.

Quick Reference

DELETE ht

tp:/ cal host/ mas/ rest/ servi ces/ <i d>
DELETE http:/

cal host/ mas/ rest/ servi ces/ <name>

~—

o o

4.24.4.1 Delete Service

URLs and Parameters

DELETE htt

o
DELETE http:/

—_——

| ocal host/ mws/ rest/ servi ces/ <i d>[ ?proxy- user =bob]
| ocal host/ mns/ rest/ servi ces/ <nane>[ ?pr oxy- user =bob]

T O
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Parameter Required Type Valid Values Description

If true MWS will not check service

force-delete No Boolean - dependencies before deleting it.
id Yes String - The unique identifier of the Service.
name Yes String - The name of the Service.

The name of the user

=il deleting the service. SOYHIZESTs

proxy-user No

See Global URL Parameters for available URL parameters.

& Only one of id or name are required.

Sample Response

JSON Response

{}

4.25 Service Templates

This section describes the behavior of the Service Template object in Moab Web Services. It
contains the URLSs, request bodies, and responses delivered to and from Moab Web Services.

& The Service Template API contains the type and description of all fieldsin
the ServiceT emplate object. It also contains details regarding which fields
arevalid during PUT and POST actions.

4 See Create Service From Service Template to create Services from Service
Templates.

& The Service Template name has the following constraints:

® |t must contain only letters, digits, spaces, and these special characters:
underscore, comma, hyphen, period, question mark, at sign, tilde, pound
sign, square brackets, angle brackets, vertical bar, equals sign,
ampersand, parentheses, asterisk, curly braces, grave accent, and dollar
sign.

® |t cannot have the same form asaMongoDB ID (24 characters of 0-9
and a-f)

® |t must be unique in the database.
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Supported Methods

Resour ce GET PUT POST DELETE

) Get all Service Create
Irestfservice-templates Templates ServiceTemplate

. e ) Cancel
Irest/service-templates/ Get specified Modify ;
. ) . Service
id or name Service Template  ServiceTemplate

Template

4.25.1 Getting Service Templates

The HTTP GET method is used to retrieve Service Template information. Queries for all
objects and a single object are available.

Quick Reference

GET http://1ocal host/ mas/rest/service-tenpl ates[?query={"field":"val ue"}&sort={"field"

: <1]-1>}]
GET http://1ocal host/ mas/rest/service-tenpl ates/ <i d>
GET http://1ocal host/ mas/rest/service-tenpl at es/ <nanme>

4.25.1.1 Get All Service Templates

URLs and Parameters

GET http://1ocal host/ mas/rest/service-tenpl ates[?query={"field":"val ue"}&sort={"field"
P <1] - 1>}]
. Valid .
Parameter Required Description Example
Query for specific e e B
query No JSON results query={"type":"vm","createdBy":"name"}
Sort the results.
Usel for ., .
sort No JSON . sort={"name":1}
ascending and - 1
for descending.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response

“"total Count": 4,
"resul tCount": 4,
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"results": [

{
"attributes":
"moab”: {"job": {
"resources": {"CS"': 100},
"tenpl ate": "(OSStorage",

"varilables": {"varl": "variable to be attached to tracking job"}
D
"shar edDat a" : {

"customl": "Customdata to be attached to service",

"custonR": "More customdata to be attached to service"

Do
"createdBy": "bob",
"incl udedServi ces": ,
"l abel ": "Operating System Storage",
"nodi fied": null,
"name": "OpSysStorage",
"tags": [
"tagl",
"tag2",
"tag3"

"’type": "storage",
"version": O,
"id": "50d4dalac4aaceecaf 386452"

{
"attributes":
"moab": {"job": {
"resources": {"gold": 100},

"tenpl ate": "extraStorage",

"variables": {"varl": "variable to be attached to tracking job"}
1},
"shar edDat a" : {

"customl": "Customdata to be attached to service",

"custonR": "More customdata to be attached to service"

o
"createdBy": "bob",
"includedServices": [],

"l abel ": "Network Storage",
"modi fied": null,
"nane": "NetworkStorage",
"tags":

"fagl",

"t ag2" |

"t ag3"
Il
"type": "storage",

"version": 0,
"id": "b50d4dalac4aaceecaf 386453"

"attributes":
"moab": {"job":

"image": "centosb.5-statel ess",
"resources":
"procs": 1,
"ment': 1024,
"di sk": 20480
I
"tenpl ate": "genericVM',
"variables": {"varl": "variable to be attached to tracking job"}
hhe
"shar edDat a" :
"customl": "Customdata to be attached to service",
"custonR": "More customdata to be attached to service"

b
"createdBy": "bob",
"includedServices": [],
"l abel": "Centos 5.5 VM',
"modi fied": null,
"nane": "Centos55vni,
"tags": [

"fagl",

"tag2"

"t ag3"

P

"type": "vni,

"version": 0,

"id": "b50d4dalac4aaceecaf 386454"

“attributes":
"nmoab": {"dependencies": [ {
"dependency": [

184



"l ocal Nane": "cvni
1,
"shar edDat a" :

{
"customl": "Customdata to be attached to service",
"custonR": "More customdata to be attached to service"

b
"createdBy": "bob",

"incl udedServi ces": [
{
"l ocal Nane": "cvni,
"serviceTenpl ate": " Cent os55vVnt
Ve
{
"l ocal Nane": "oss",
"serviceTenpl ate": "OpSysStorage"
Vo
{
"l ocal Nane": "ns",
"serviceTenpl ate": "Networ kSt orage"”
| }
I abel ": "Centos 5.5 VM Plus OS and Network Storage",

"nodi fied": null,
"nanme": "Centos55VnPl usSt or age",
"tags":
"fagl",
"tag2"
"t ag3"
]

’ ype": "container",
"version": O,
"id": "50d4dalac4aaceecaf 386455"
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Querying Service Templates

It is possible to query service templates by one or more fields based on the MongoDB query
syntax.

Simple Queries

To see only service templates that are associated with the user "bob", use a query like the
following:

http://1ocal host/ mas/ rest/service-tenpl at es?query={"user": "bob"}

To see only service templates that are of type "vm":

http://1ocal host/ mas/ rest/service-tenpl ates?query={"type":"vni'}

To see only bob's vm service templates:

http://1ocal host/ mas/ rest/service-tenpl at es?query={"user": "bob", "type":"vni}

To see only service templates that are NOT associated with bob:

http:/ /1 ocal host/ mws/rest/service-tenpl ates?query={"user":{"$ne":"bob"}}

More Complex Queries

When the field values of the desired service templates are a finite set, use the $i n operator. For
example, to see service templates that belong to either bob, alice, or charlie, do the following:

http:/ /| ocal host/ mws/rest/service-tenpl ates?query={"user":{"$in":["alice", "bob",
“charlie"]}}

Y ou can also query on embedded JSON objects within the service template JSON. For example,
to see service templates requesting 3 processors, do the following:

http://1ocal host/ mas/ rest/ service-tenpl at es?quer y={
"attributes. noab.job. resources. procs": 3}

Conditional Operators
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Y ou can perform <, <=, >, >= comparisonsusing the $| t , $I t e, $gt , $gt e operators.

Operator Comparison
$lt <

Slte <=

St >

$gte >=

To see service templates requesting < 2 processors:

http://1 ocal host/ mas/ rest/ service-tenpl at es?quer y={
"attributes.npab.job.resources.procs": {"$lt":2}}

To see service templates requesting >= 1024 memory:

http://1 ocal host/ mas/ rest/ servi ce-tenpl at es?query={"attri butes. noab.j ob.resources. nent
:{"$gte": 1024}}

Querying Service Templates by Date

To seedll service templates modified after July 4, 2011 at 10:30:00 PM Mountain Standard Time
(MST):

http://1ocal host/ mas/ rest/ service-tenpl at es?query={"nodi fied": {"$gt":"2011-07-04
22:30: 00 MST"}}

To see service templates modified before July 6, 2011 at 12:00 AM Pacific Standard Time
(PST):

http://1ocal host/ mas/ rest/service-tenpl at es?query={"nodi fied":{"$lt":"2011-07-06
00: 00: 00 PST"}}

To see service templates modified between 12:00 AM and 11:59 PM (inclusive) Eastern
Standard Time (EST) on July 5, 2011

http://1ocal host/ mas/ rest/service-tenpl at es?query={"nodi fied": {"$gte":"2011-07-05
00: 00: 00 EST","$lte":"2011-07-05 23:59: 00 EST"}}

Sorting

See the sorting section in Global URL Parameters.

Limiting the Number of Results
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To limit the size of the result set, use the max parameter. For example, to see only 10 of bob's
services:

http://1ocal host/ mas/ rest/service-tenpl at es?query={"user": "bob"}&sort={"name": 1} &max=10

To see bob's service templates 91-100 when sorted by name in ascending order, combine max
with of f set asfollows:

http://1ocal host/ mas/ rest/service-tenpl at es?query={"user": "bob"}&sort={"nane"
. 1} &max=10&of f set =90

Retrieving a Subset of Fields

Toretrieve only certain fields, usethef i el ds parameter. For example, to show only the nane
field for each service:

http://1ocal host/ mws/rest/service-tenpl ates?fi el ds=nane

This returns:

"total Count": 9,
"resul t Count": 3,

"results": [
{"name": "aliceService.1"},
{"name": "machine0. 1"},
{"nanme": "OSStorenmachi ne0. 1"}

To show the name, type, and user:

http://1ocal host/ mas/ rest/service-tenpl at es?fi el ds=nane, type, user

This returns:
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"total Count": 9,
"resul t Count": 3,
"resul ts": [
"nanme": "aliceService.1"
"type": "container",
"user": "alice"
b
{ .
"nanme": "machi ne0. 1"
"type" "vni
"user": "alice"
) (
"nanme": " OSStor enachi ne0. 1"
"type": "storage",
"user": "alice"
}

4.25.1.2 Get

Single Service Template

URLs and Parameters

GET http://lo
GET http://lo

cal host/ mas/ rest/ servi ce-tenpl at es/ <i d>
cal host/ mas/ rest/ servi ce-tenpl at es/ <nanme>

Parameter Required Valid Values Description
. String (24 character The unique identifier of the service
id Yes .
alphanumeric) template.
name Yes String The name of the service template.

See Global URL Parameters for available URL parameters.

% Only one of id or nameisrequired.

Response
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GET http://local host/mws/rest/service-templ ates/CentosS5V m

"attributes": {
"moab": {"job": {
"image": "centosb.5-statel ess”,
"resources":
"procs": 1,
"mem': 1024,
"di sk": 20480
b
"tenpl ate": "genericVM,
"variables": {"varl": "variable to be attached to tracking job"}
1},
"shar edDat a":
"customl": "Customdata to be attached to service",
"custonmR": "More customdata to be attached to service"

e

"createdBy": "bob",

"id": "50d4dalac4aaceecaf 386454",
"includedServices": [],

"l abel": "Centos 5.5 VM,

"modi fied": null,

"nanme": "Centos55VvVni,

"tags": [
"tagl",
"tag2",
"tag3"

P

"type": "vni,

"version": 0

GET http://local host/mws/rest/service-templ ates/ OpSysStorage

{
"attributes":
"moab": {"job": {
"resources": {"0OS': 100},
"tenpl ate": "OSStorage",
"variables": {"varl": "variable to be attached to tracking job"}
1},
"shar edDat a":
"customl": "Customdata to be attached to service",
"custonmR": "More customdata to be attached to service"
"createdBy": "bob",
"id": "50d4dalac4aaceecaf 386452",
"includedServices": [],
"l abel ": "Operating System Storage",
"modi fied": null,
"nanme": "QOpSysStorage”,
"tags": [
"tagl",
"tag2",
"tag3"
P
"type": "storage",
"version": 0
}
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GET http://local host/mws/rest/service-templates/NetworkStorage

{

"attributes": {
"moab": {"job":
"resources": {"gold": 100},
"tenpl ate": "extraStorage",
"variables": {"varl": "variable to be attached to tracking job"}
1},
"shar edDat a" :
"customl": "Customdata to be attached to service",
"customR": "More customdata to be attached to service"

o
"createdBy": "bob",
"id": "50d4dalac4aaceecaf 386453",
"includedServices": [],
"l abel ": "Network Storage",
"nmodi fied": null,
"nane": "NetworkStorage",
"tags": [
"tagl",
"tag2",
"tag3"
]

’ ype": "storage",
"version": 0

GET http://local host/mws/rest/service-templ ates/ Centos55V mPlusStorage

"attributes":
"moab": {"dependencies": [ {
"dependency": [
" 0ss"
"ns"
Il 5
"l ocal Nane": "cvni
Y
"shar edDat a" :
"customl": "Customdata to be attached to service",
"customR": "More customdata to be attached to service"

"creat edBy": "bob",
"id": "50d4dalac4aaceecaf 386455",

"includedServi ces": [
{
"l ocal Name": "cvni',
"serviceTenpl ate": "Centos55vnt
Jo
{
"l ocal Name": "oss",
"serviceTenpl ate": "OpSysStorage"
Jo
{
"l ocal Name": "ns",
"serviceTenpl ate": "NetworkSt orage"
] }
"[abel": "Centos 5.5 VM Plus OS and Network St orage",

"modi fied": null,
"nane": "Cent 0os55VnPl usSt or age",

"tags": [
"fagl",
"tag2" .
"t ag3"
"iype": "cont ai ner",

"version": 0

4.25.2 Creating Service Templates
The HTTP POST method is used to create Service Templates.

Quick Reference
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POST http://1ocal host/ mas/rest/service-tenpl ates

4.25.2.1 Create Service Template

URLs and Parameters

POST http://1ocal host/ mas/rest/service-tenpl ates

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows some of the fields that are available when creating a Service
Template, along with some sample values.

JSON Request Body

{
"nanme": " Cent os55VvVi',

"l abel ":"Centos 5.5 VM',
"type":"vni,
"createdBy": "bob",
"tags":["tagl","tag2","tag3"],
"attributes":{
"moab": {
"job":{
"image":"cent 0s5. 5-statel ess”,
"resources": {
"procs":1,
"ment' : 1024,
"di sk":20480

bo
"tenpl ate": "generi cVM',
"vari abl es": {
"varl1l":"variable to be attached to tracking job",

}

1,

"shar edDat a": {
"customl":"Custom data to be attached to service",
"custonR":"Mdre customdata to be attached to service"

}
}
}

The following payload is an example of a Service Template that can be used to create an OS
storage service.
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OS Storage JSON Payload
{
"nanme": " OpSysSt or age”,
"l abel ": " Operating System Storage",
"type":"storage",
"createdBy": "bob",
"tags":["tagl","tag2","tag3"],
"attributes":{
"moab": {
"job":{
"resources": {
"0S": 100
b
"tenpl ate": " OSSt or age",
"vari abl es": {
"var1l":"variable to be attached to tracking job"
}
e
"shar edDat a": {
"customl":"Custom data to be attached to service",
"custonm?":"Mdre customdata to be attached to service"
}
}

The following payload is an example of a Service Template that can be used to create an extra
storage service.

Extra Storage JSON Payload
{

"nane": " Net wor kSt or age",
"l abel ": " Net wor k Storage",
"type":"storage",
"createdBy": "bob",
"tags":["tagl","tag2","tag3"],
"attributes":{
"moab" : {
" ob": {
"resources": {
"gol d": 100

1%
"tenpl ate": "extraStorage",

"vari abl es": {
"varl":"variable to be attached to tracking job"
}

}

o

"shar edDat a": {
"customl":"Customdata to be attached to service",
"custonm?":"Mdre customdata to be attached to service"

The following payload is an example of a Service Template that can be used to create a container
service that contains avm service, an OS storage service, and an extra storage service.
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Container JSON Payload

{
"nanme": " Cent 0s55VnPl usSt or age”,
"l abel":"Centos 5.5 VM Plus OS and Network Storage",
"type":"container",
"creat edBy": "bob",
"tags": ["tagl", "tag2", "tag3"],
"includedServices": [
"l ocal Name": "cvni',
"servi ceTenpl at e": " Cent os55Vnt'
o
{
"l ocal Name": "oss",
"serviceTenpl ate": " OpSysSt or age”
o
{
"l ocal Nanme": "ns",
"serviceTenpl ate": " Net wor kSt or age"
I
1,
"attributes":{
"moab": {
"dependenci es": [
"dependency": [
"0ss", "ns"
1|4
"| ocal Nane": "cvni
]
o
"sharedDat a": {
"customl":"Custom data to be attached to service",
"custon":"Mdre customdata to be attached to service"
}
}

& includedServices is a key-value pair of the internal service name and the
serviceTemplate. The service name is unique for each service container.

Sample Response

JSON Response for successful POST

{"id":"4f06111184ae2bbf a31fad4c7"}

If the Service Template nameis not unique:

JSON Response

{

"messages":
"Service tenplate Rhel 54Vm coul d not be created",
"Request has a non-uni que service tenplate nane ' Rhel 54V ",

"Pl ease correct the request and try again"

If the Service Template included service local nameisnot uniqueto this service template:



JSON Response

{

"messages": |
"Service tenplate Cent OS5 coul d not be created",
"Service tenplate request has a non-uni que included service tenplate |ocal
([ SQ.serv05])",

"Pl ease correct the request and try again"
]

———

nane

If the Service Template depends on a non-existent included service:

JSON Response
e .
nessages”:
"Service tenplate NSStor34 could not be created",
"Service tenplate requires service tenplate(s) [NewRhel 54Vni which do not
exist",

"Pl ease correct the request and try again"

]

If the Service Template depends on mor e than one non-existent included service:

JSON Response
{

"messages":
"Service tenplate NSStor34 could not be created",
"Service tenplate requires service tenplate(s) [NewRhel 54Vm Storage003] which
do not exist",

"Pl ease correct the request and try again"
]

If the Service Template name contains a colon:

JSON Response

{
{
"messages": [
"Service tenpl ate Rhel 54Vm C coul d not be created",

"Request contains a colon (:) in the service tenplate nane ' Rhel 54Vvm C ",
"Pl ease correct the request and try again"

If the Service Template name has the same format asa MongoDB |D (Service Template | D):
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JSON Response

{
"messages": [
"Service tenpl ate 4f2049a684ae6eld4f 09bd71 coul d not be created"
"Request has a MongoDB Cbject ID fornat for the service tenplate name
' 4f 2049a684ae6el1d4f 09bd71" ",
"Pl ease correct the request and try again"
]

}

4.25.3 Modifying Service Templates
The HTTP PUT method is used to modify Service Templates.

& Thenodi fi ed field is not automatically updated. It will need to be changed
by the user.

Quick Reference

cal host/ mns/rest/service-tenpl ates/ <i d>
cal host/ mns/ rest/service-tenpl at es/ <nane>

g

>

—
— —
TT
~—
~—
o o

4.25.3.1 Modify Service Template

URLs and Parameters

cal host/ mas/ rest/ servi ce-tenpl at es/ <i d>
cal host/ mas/ rest/ servi ce-tenpl at es/ <nane>

Parameter Required Valid Values Description
. String (24 character The unique identifier of the service
id Yes :
alphanumeric) template.
name Yes String The name of the service template.

See Global URL Parameters for available URL parameters.

& Only one of id or name isrequired.

Request Body

Thisissimilar to create, except you change the request body to what you need modified.

The request body below shows some of the fields that are available when modifying a Service
Template, along with some sample values.

196



PUT http://local host/mws/rest/service-templ ates/ Centoss5V m
{
"l abel ":"Centos 5.5 VM (updated)",
"creat edBy": "newldser",
"tags":["newTag", "newTag2"],
"attributes":{
"moab": {
"job":{
"image": "centosb5. 5-stateful ",
"resources": {
"procs": 2,
"ment' : 2048,
"di sk": 22480
o
"tenpl ate": "generi cVM',
"vari abl es": {
"newVar":"variable to be attached to tracking job",
}
}
"shar edDat a": {
"custonB":"Customdata to be attached to service",
"customd":"Mdre customdata to be attached to service"
}
}
}

Sample Response

JSON Response for successful PUT

"attributes":{
"moab": {
"i ob": {
"image": "cent 0os5. 5-stateful ",
"resources": {

"procs": 2,
"meni': 2048,
"di sk":22480

bo
"tenpl ate": "generi cVM',
"varl abl es": {
"newvar":"variable to be attached to tracking job"
}

}

o

"shar edDat a": {
"custonB":"Customdata to be attached to service",
"customd":"Mbre customdata to be attached to service"

o
"createdBy": "newlser",

"id":"50d4de6bbcd4aabca84bbe9bed”
"includedServices": [

I
"l abel ":"Centos 5.5 VM (updated)",
"nmodi fied":"2012-12-21 15:12:01 MST",
"name": " Cent os55Vnt',
"tags": [

"newTlag",

"newTag2"

I
"type":"vnt,
"version":0

If the Service Template depends on a non-existent included service:
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JSON Response

{
"messages”:
"Service tenplate NewR coul d not be updated",
"Service tenplate requires service tenplate(s) [RhGs045] which do not exist",
"Pl ease correct the request and try again"
]
}

If the Service Template depends on mor e than one non-existent included service:

JSON Response

{

"messages": [
"Service tenplate NewR coul d not be updated",
"Service tenplate requires service tenplate(s) [Stor45, Storl2]
exist",

"Pl ease correct the request and try again"
]

whi ch do not

An attempt to modify the Service Template nameto an existing template name:

JSON Response

{
"messages": [
"Service tenplate NewR coul d not be updated",
"Request has a non-uni que service tenplate nane ' Stor44'"

4.25.4 Deleting (Canceling) Service Templates
The HTTP DELETE method is used to delete Service Templates.

Quick Reference

cal host/ mas/ rest/ servi ce-tenpl at es/ <i d>
cal host/ mas/ rest/ servi ce-tenpl at es/ <nanme>

o o

4.25.4.1 Cancel Service Template

URLs and Parameters

DELETE http://1 ocal host/ mas/ rest/ service-tenpl at es/ <i d| nane>
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Parameter Required Valid Values Description
. String (24 character The unique identifier of the service
id Yes :
alphanumeric) template.
name Yes String The name of the service template.

See Global URL Parameters for available URL parameters.

5 Only one of id or name s required.

Response

A successful deletion

JSON Response

{}

If the Service Template ID does not exist

JSON Response

{
"messages": [
"Service tenplate not found with | D '4f2049a684ae6eld4f 09bd71" "
]

If the Service Template name does not exist

JSON Response

{
"messages": [
"Service tenplate not found with ID "' Stor44'"
]

If other Service Templates depend on the one being deleted

JSON Response

{
"messages": [
"Service tenplate Cent5 could not be del eted",
"Service tenplate 'Cent5 cannot be del eted because Service tenplate '[Cent5]"’
depends on it "

}
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4.26 Standing Reservations

This section describes behavior of the Standing Reser vation object in Moab Web Services. It
contains the URLSs, request bodies, and responses delivered to and from Moab Web Services.

4y The Standing Reservation API contains the type and description of all fields
in the Standing Reservation object. It aso contains details regarding which
fieldsare valid during PUT and POST actions.

Supported Methods

Resource GET PUT POST DELETE

[rest/standing-reservations  Get all standing reservations

Irest/standing-reservations/id Get specified standing reservation

4.26.1 Getting Standing Reservations

The HTTP GET method is used to retrieve Standing Reser vation information. Queriesfor all
objects and a single object are available.

Quick Reference

GET http://1ocal host/ mas/rest/standi ng-reservations/ <i d>

4.26.1.1 Get All Standing Reservations

URLs and Parameters

GET http://1ocal host/ mas/ rest/standi ng-reservations

See Global URL Parameters for available URL parameters.

Sample Response

GET http://loca host/mws/rest/standing-reservations?fiel ds=id

"total Count": 3,
"resul t Count": 3,
"resul ts": [
{"id": "sr1"},
{"id": "sr2"},
{"id": "sr3"}
]
}
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4.26.1.2 Get Single Standing Reservation

URLs and Parameters

GET http://1ocal host/ mas/rest/standi ng-reservations/ <i d>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response
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JSON Response

{
"access": "DEDI CATED",

"accounts": ["account1"],
"acl Rul es": [
"affinity": "POSITIVE",
"conparator": "EQUAL",
"type": "USER',
"val ue": "adaptive",

H,

"chargeAccount": "account2",
"chargeUser": "user2",
"classes": ["class1l"],
"clusters": ["clusterl"],
"comment": "comment",
"days": ["Monday"],

"depth": 2,

"di sabl ed": fal se,

"endOF fset": 86415,

"flags": ["ALLOMOBOVERLAP'],
"groups": ["groupl"],
"hosts": ["host1"],

"id": "fast",

"maxJob": 2,
"maxTi me": O,
"messages": ["nmessagel"],
"nodeFeatures": ["featurel"],
"os": "Ubuntu 10.04. 3",
"owner " : {

"nanme": "root",

"type": "USER'

"partition": "ALL",

"period": "DAY",

"procLimt": {
"qualifier": "<=",
"value": 5

B

"psLimt": {
"qualifier": "<=",
"val ue": 60

"goses": ["qos1"],
"reservationAccessList": [],
"reservationG oup": "group2",
"resources":

"PROCS": -1,

"tapes": 1

"rol |l backOr fset": 43200,
"start O fset": 347040,
"taskCount": O,

"t asksPer Node": O,
"timeLimt": -1,
“triggers": [],

"type": "typel",
"users": ["userl"]

"jobAttributes": ["TEMPLATESAPPLIED'],

4.27 Usage Records

This section describes behavior of the Usage Record object in Moab Web Services. It contains
the URLS, request bodies, and responses delivered to and from Moab Web Services.

& The Usage Record API contains the type and description of all fieldsin the

UsageRecor d object.

Supported Methods
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Resource GET PUT POST DELETE

/rest/usage-records  Get all usage-records
Irest/usage-records/id Get specified usage-record

4.27.1 Getting Usage Records
The HTTP GET method is used to retrieve Usage Record information.

Quick Reference

GET http://1ocal host/ mas/rest/usage-records?proxy- user =<USER>

[&custom fi el ds=Qual it yOf Service] [ &query={"id":"2"}][ &sort={"Stage": -1}]
GET http://1ocal host/ ms/ rest/usage-records/ <i d>?pr oxy- user =<USER>

[ &ustom fi el ds=Qual i t yOf Servi ce]

4.27.1.1 Get All Usage Records

URLs and Parameters

GET http://1ocal host/ mas/rest/usage-records?proxy-user =<USER>
[ &ust om fi el ds=Qual i t yOf Servi ce] [ &query={"id":"2"}][ &sort={"stage":-1}]

Parameter Required Valid Values Description Example

Perform
action as
defined
MAM user.

proxy-user  Yes String proxy-user=amy

Includes

custom

MAM custom-fields=QualityOf Service
usage-record

attributes.

Comma-Separated

custom-fields No )
String

Query for
query No JSON specific query={"priority":"2","alocation.active":"fal¢
results.

Sort the

results. Use

1 for .
sort No JSON ascending sort={"stage":-1}

and - 1 for

descending.

% Thequery parameter does not support the full Mongo query syntax. Only
guerying for asimple, non-nested JSON object is allowed.
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See Global URL Parameters for available URL parameters.

Sample Response

GET
http://local host/mws/rest/usage-records?proxy-user=amyé& custom-fiel ds=qual ity Of Service& fi

"total Count": 8,
"resultCount": 2,
"results": [

A
“id"o1,
"qualityOf Service": "prem un',
"type": "Job",
"instance": "job.123"

{
"qualityOf Service": "prem un',
"id": 2,
"type": "Job",
"instance": "job.1234"

4.27.1.2 Get Single Usage Record

URLs and Parameters

GET http://1ocal host/ mws/ rest/usage-records/ <i d>?proxy- user =<USER>
[ &custom fi el ds=Qual i t yOf Servi ce]

Parameter Required Type Valid Values  Description
i Ves String ) Th_e unique identifier of the
object.
Perform action
proxy-user  Yes String as defined proxy-user=amy
MAM user.
Includes
custom-fields No Comma—Separated custom MAM custom-fields=QualityOf Service
String usage-record
attributes.

See Global URL Parameters for available URL parameters.

Sample Responses

elds=id,q
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GET
http://local host/mws/rest/usage-records/1?proxy-user=amy& custom-fields=qual ity Of Service

1
"id'r 1

"qual i tyCOf Service": "prem uni,
"type": "Job",

"instance": "job.123",
"charge": 0,

"stage": "Create"

"quote": "

"user": "doug",

4.28 Virtual Containers

This section describes behavior of the Virtual Container object in Moab Web Services. It
contains the URLs, request bodies, and responses delivered to and from Moab Web Services.

s The Virtual Container API contains the type and description of all fieldsin
the Virtual Container object. It also contains details regarding which fields
arevalid during PUT and POST actions.

Supported Methods

Resource| GET PUT POST DELETE
Get all Virtua Create Virtua
[rest/ves . )
Containers Container
Irest/ves/  Get specified Virtual Modify Virtual Destroy Virtual
id Container Container Container

4.28.1 Getting Virtual Containers

The HTTP GET method is used to retrieve Virtual Container information. Queries for all
objects and a single object are available.

Quick Reference

GET http://1ocal host/ mas/rest/vcs/ <i d>

4.28.1.1 Get All Virtual Containers

URLs and Parameters

CET http://local host/ mns/rest/vcs

See Global URL Parameters for available URL parameters.
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Sample Response

GET http://localhost/mws/rest/ves?ields=id

"total Count": 5,
"resultCount": 5,
"results": [

{"id": "vc3"},
{"id": "vecl"},
{"id": "vc4"},
{"id": "vecb"},
{"id": "vc2"}

4.28.1.2 Get Single Virtual Container

URLs and Parameters

GET http://1ocal host/ ms/rest/vcs/ <i d>

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

See Global URL Parameters for available URL parameters.

Sample Response
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JSON Response

"aclRules": [ {
"af finity": "POSITIVE",
"conparator": "LEXI GRAPHI C EQUAL",
"type": "USER',
"val ue": "root"

.
"createDate": "2011-11-15 14:01:40 UTC',
"creator": "root",
"description": "vc2",
"flags": ["DESTROYWHENEMPTY"],
"id": "vc2",
"jobs": [

{"id":"Mab.1"}
"nodes": [

{"id":"nodel"}
"owner " : {

"nanme": "root",

"type": "USER'

"reservations": [
{"id":"system 1"}

"Vari abl es": {
"ats tht
mons mgn

"Vi rt ual Cont ai ners": [
{"id":"vc3")

"Virt ual Machi nes": [
| {"id: v}
}

4.28.2 Creating Virtual Containers
The HTTP POST method is used to create Virtual Containers.

Quick Reference

POST http://1ocal host/ mas/rest/ves[ ?proxy-user =<user nane>]

Restrictions

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
nmoab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.28.2.1 Create Virtual Container

URLs and Parameters

POST http://1ocal host/ mas/rest/vcs[ ?proxy-user =<user nane>]
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Parameter Required Type Valid Values Description

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available when creating a Virtual Container,
along with some sample values.

JSON Request Body

"description": "ted' s vc",
"owner":

"name’: “"ted",

"type": "USER'

"requi redStartDate": "2012-11-08 13:18:47 MST",
"flags": ["HOLDIOBS'],
"virtual Contai ners": [

{"id": "vcoz"},

{"id": "vcoa"}

Sample Response

JSON Response for successful POST

{"id": "vc8"}

Restrictions

® When creating a Virtual Container, the cr eat or field is set to the value of pr oxy- user
(if set) or owner . nane (if set), with pr oxy- user taking precedence. However, setting
thecr eat or field worksonly if you set ENABLEPROXY=TRUE in the noab. cf g file.
Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

® Youcansetthecr eat or field as shown above, but you can never changeit.

4.28.3 Modifying Virtual Containers
The HTTP PUT method is used to modify Virtual Containers.

Quick Reference
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PUT http://1ocal host/ mws/rest/vcs/ <i d>?change- node=<add| r enpve| set >[ &r oxy- user =
<user name>]

Restrictions

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
nmoab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.28.3.1 Modify Virtual Container

URLs and Parameters

PUT http://1ocal host/ mws/rest/vcs/ <i d>?change- node=<add| r enpve| set >[ &r oxy- user =
<user name>]

Parameter Required Type Vi ;ajlld Description
id Yes String - The unique identifier of the object.
. Add the given objects (jobs, VMs, etc) to the objects
change-mode Yes String add that already exist
remove Delete the given objects from the objects that
already exist.
=t Modify the attributes of the virtual container itself
and not the associated objects.
proxy-user  No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body
Here are three examples of Virtual Container updates. add objects, remove objects, and update

attributes. In each case, the examples below show all the fields that are available, along with
some sample values.
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Add objects with /rest/vcs/vel?change-mode=add

{
"jobs": [
{"id": "Mpab.37"},
{"id": "Mbab.38"}
"nhodes" : [
{"id": "nodel"},
{"id": "node2"}
"reservations": [
{"id": "system 48"},
{"id": "system 49"}
"Vi rt ual Cont ai ners": [
{"id": "vc93"},
{"id": "vc94"}
"Vi rt ual Machi nes": [
{"id": "vnR"},
{"id": "vm"}
]
}

Remove objects with /rest/vcs/vcl?change-mode=remove

{
j obs": [

{"id": "Moab. 37"},
{"id": "Moab. 38"}

1.

"nodes": [
{"id": "nodel"},
{"id": "node2"}

”’reservat ions": [
{"id": "system 48"},
{"id": "system 49"}

"Virtual Cont ai ners": [
{"id": "vc93"},
{"id": "vco4"}

"Virtual Machi nes": [
{"id": "vnR"},
{"id": "vm"}

]

}

Modify VC attributes with /rest/vcs/vel?change-mode=set
"description": "This is a new description.",
"flags": ["HOLDJOBS'],
"owner": {

"nanme": "ted",
"type": "USER'
"vari abl es": {
"a": "b",
"c'r o "d"
}
}

Sample Responses

% These messages may not match the messages returned from Moab exactly,
but they are given as examples of the structure of the responses.
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JSON response for adding objects

"messages": [
"job '147" added to VC 'vc3'",
"job 'Mab.1l" added to VC 'vc3'"
]
}

JSON response for removing objects

"messages": [
"job '147" renoved fromVC 'vc3'"
"job 'Mab.1" renoved fromVC 'vc3' "
]
}

JSON response for updating attributes

{"messages":["VC 'vc3" successfully nodified"]}

Restrictions

® You can change the ACL Ruleson aVirtual Container, but not using this resource. See
Create or Update ACLSs.

4.28.4 Destroying Virtual Containers
The HTTP DELETE method is used to destroy Virtual Containers.

Quick Reference

DELETE http://1ocal host/ mas/ rest/ vcs/ <i d>[ ?pr oxy- user =<user nanme>|

Restrictions

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
nmoab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.28.4.1 Destroy Virtual Container

URLs and Parameters
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DELETE http://1ocal host/ mas/ rest/ ves/ <i d>[ ?pr oxy- user =<user nanme>|

Parameter Required Type Valid Values Description

id Yes String - The unique identifier of the object.

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response for successful DELETE

{}

4.29 Virtual Machines
This section describes behavior of the Virtual M achine object in Moab Web Services. It

contains the URLSs, request bodies, and responses delivered to and from Moab Web Services.

@ The Virtual Machine API has changed with API version 2. The supported
methods table below requires each resource to be accessed with a URL
parameter of api - ver si on=2 in order to behave as documented.

In order to access documentation for previous APl versions, see Regquesting

ecific APl Versions.

4y The Virtual Machine API contains the type and description of all fieldsin the
Virtual M achine object. It also contains details regarding which fields are
valid during PUT actions.

Supported Methods

Resour ce GET PUT POST DELETE
[rest/ivms Get dl VMs
/rest/ivms/name Get specified VM Madify VM Destroy VM

4.29.1 Getting Virtual Machines
The HTTP GET method is used to retrieve Virtual M achine information.

Quick Reference
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GET http://1ocal host/ mas/ rest/vms/ <name>?api - ver si on=2

4.29.1.1 Get All Virtual Machines

URLs and Parameters

CET http://1ocal host/ mas/rest/vns?api - versi on=2

Parameter Required Yaud Description Example

guery No JSON Queries for specific query={"migrationDisabled":true}
results.
Sort the results. Use 1 for

sort No JSON ascending and - 1 for sort={"name":-1}
descending.

It is possible to query by one or more fields based on MongoDB guery syntax.
See Global URL Parameters for available URL parameters.

Sample Response

GET http://loca host/mws/rest/vms?api-version=2& fields=name

"total Count": 3,
"resul tCount": 3,

"resul ts": [
{"name": "vml"},
{"name": "vne"}.
{"name": "vn8"}

]
}

4.29.1.2 Get Single Virtual Machine

URLs and Parameters

GET http://1ocal host/ mas/rest/vns/ <nane>?api - ver si on=2

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

See Global URL Parameters for available URL parameters.

213


http://www.mongodb.org/display/DOCS/Advanced+Queries

Sample Response

JSON Response

{
"nanme": "vnB",
"description": null,
"host": {"name": "hv2"},
"host nanes":

]

"i pAddress": "10.0.0.5",
"mgrationDi sabl ed": false,
"| ast Updat edDate": "2012-10-11 17:46: 32 UTC',
"startDate": "2012-09-25 18:12:23 UTC',
"tracki ngJob": null,
"metrics": {"watts": 200},
"variabl es": {},
"resourceManagers": [ {

"nanme": "msnt,

"isMaster": true,

"stateReported": "Active"

H,
"operatingSystent: {
"image": "statel essl",
"i mgeExpected": null,
"i magelLast Updat edDat e": nul |,
"i magesAvail abl e": []

Ic
"states": {
"power State": "On",
"power St at eExpected”: nul |,
"power St at eLast Updat edDate": nul |,
"state": "ldle",
"stateLast Updat edDat e": "2012-10-11 17:15:01 UTC',
"subState": null,
"subStateLast": null,
"subSt at eLast Updat edDat e": nul |

Jic
"resources": {

"processors": {
"configured": 1,
"dedi cated": O,
"avail able": 1

Jic

"menory": {
"configured": 512,
"dedi cated": O,
"avail abl e": 512

"di sk": {
"configured": 1024,
"dedi cated": O,
"avail abl e": 1024

"swap": {
"configured": O,
"dedi cated": O,
"avail able": 0O

}

i
"triggers": [],
"vi rtual Containers": []

}

4.29.2 Modifying Virtual Machines
The HTTP PUT method is used to modify Virtual Machines.

Quick Reference

PUT http://1ocal host/ ms/ rest/vims/ <name>?api - ver si on=2[ &pr oxy- user =<user nane>]

Restrictions
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® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
noab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.29.2.1 Modify Virtual Machine

URLs and Parameters

PUT http://1ocal host/ mas/rest/vis/ <name>?api - ver si on=2[ &pr oxy- user =<user nane>]|

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows all the fields that are available when modifying a Virtual
Machine, along with some sample values.

JSON Request Body for VM Modify

{
"metrics": {"pwatts": 211},
"m grationD sabl ed": true,
"operatingSystent: {"inmge": "esx4.1"},

"states":

"power State": "On",

"state": "Running"
"triggers": [{"nanme": "trigger_id"}],
"vari abl es": {

"key": "val ue",

"arbitrary text key": "nore val ue"

}
}

Sample Response

& This message may not match the message returned from Moab exactly, but is
given as an example of the structure of the response.

JSON Response

{"nmessages":["successful |y updated VM vari abl es"]}
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4.29.2.2 Migrate Virtual Machine

URLs and Parameters

PUT http://1ocal host/ ms/rest/vis/ <name>?api - ver si on=2[ &pr oxy- user =<user nane>]|

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Request Body

The request body below shows how to migrate a Virtual Machine to a host (hypervisor) with
name "hv2".

JSON Request Body for VM Migrate to a specific host

{"host": {"name": "hv2"}}

The request body below shows how to migrate a Virtual Machine to any available host by using
the destination name of ANY, which for this operation is a reserved word.

JSON Request Body for VM Migrate to any available host

{"host": {"nane": "ANY"}}

Sample Response

& The HTTP response code for this operation is 202 Accepted. See the
responses section for more information.

JSON Response

{"jobld": "vmm gratel"}

Restrictions

® |f amigration isrequested by setting the host as shown in the above examples, any other
properties in the same request body will be ignored.
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4.29.3 Destroying Virtual Machines
The HTTP DELETE method is used to destroy Virtual Machines.

Quick Reference

DELETE http://1 ocal host/ mas/ rest/ vis/ <nanme>?api - ver si on=2[ &pr oxy- user =<user name>|

Restrictions

® The proxy-user parameter isignored unless you set ENABLEPROXY=TRUE in the
nmoab. cf g file. Example:

ADM NCF( 1] USERS=r oot , t ed ENABLEPROXY=TRUE

4.29.3.1 Destroy Virtual Machine

URLs and Parameters

DELETE http://1 ocal host/ mas/ rest/ vis/ <nanme>?api - ver si on=2[ &pr oxy- user =<user name>|

Parameter Required Type Valid Values Description

name Yes String - The name of the object.

proxy-user No String - Perform the action as this user.

See Global URL Parameters for available URL parameters.

Sample Response

JSON Response for successful DELETE

{"jobld": "vndestroy-26"}

4 Thejobld in the response identifies the job that will destroy the virtual
machine.
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5 Reporting Framework

The reporting framework is a set of tools to make time-based reports from numerical data. The
following sections will (1) provide an overview of the framework and the concepts related to it,
and (2) work through an example report (CPU Utilization) with details regarding which web
servicesto use and with what data.

The REST API referenceis located in the Report Resource section.
5.1 Overview

5.1.1 Concepts

The reporting framework uses 3 core concepts: reports, datapoints, and samples.

® Report - A report isatime-based view of numerical data
* Datapaint - A datapoint is a consolidated set of datafor a certain time period.
® Sample- A sampleisasnapshot of acertain set of dataat a particular point in time.

To illustrate, consider the memory utilization of avirtual machine: at any given point in time,
you can get the memory utilization by using your operating system's performance utilities (top
for Linux, Task Manager for Windows):

2400/ 12040MB

By recording the memory utilization and time constantly for 1 minute, you could gather the
following data:

Time Memory Utilization
3:53:55 PM 2400/12040 MB
3:54:13 PM 2410/12040 MB
3:54:27 PM 2406/12040 MB
3:54:39 PM 2402/12040 MB
3:54:50 PM 2409/12040 MB

Each of the rows in the table above represent a sample of data. By averaging the rows we can
consolidate them into one or more datapoints:

Start time End Time |Memory Utilization
3:53:30 PM 3:54:00 PM 2400/12040 MB
3:54:00 PM 3:54:30 PM 2408/12040 MB
3:54:30 PM 3:55:00 PM 2406/12040 MB

% Note that each datapoint covers exactly the same amount of time, and
averages all samples within that period of time.

A report, then, issimply alist of datapoints with some additional configuration information:
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Field Value

Name Memory Utilization Report

Datapoint Duration 30 seconds

Report Size 3 datapoints

Datapoints:

Start time End Time |Memory Utilization
3:563:30 PM 3:54:00 PM 2400/12040 MB
3:54:00 PM 3:54:30 PM 2408/12040 MB
3:54:30 PM 3:55:00 PM 2406/12040 MB

5.1.2 Capabilities

While storing simple information like memory utilization is nice, the reporting framework is
built to automatically handle much more complex information.

Consolidating Samples

Samples are JISON documents which are pushed into the report using the samples API. Samples
are then stored until the consolidation operation creates a datapoint out of them. The table below
shows how different data types are handled in this operation:

Type Consolidation Function Handling

Numbers Numerical datais averaged

Strings  Strings are aggregated into an array

Objects The consolidation function recursively consolidates sub-objects

Lists Lists are combined into asingleflat list containing al elements

If samples have different types of datafor the same field, the values are aggregated

Mixed .
into an array.

These values will beignored unless all values for a sample field are set to null,

UL resulting in anull result.

2 If the mixed data types contains at least one number, it will be treated as
numerical data. The non-numerical datawill be ignored and the result will be
averaged.

Below is an example of how the consolidation function works:
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Samples:

Time NumberEx StringEx ListEx MixedEx MixedNumber Ex
3:53:55 2400 "str1” ["eleml"] "strl” "str1”

PM

3:54:13 S ["elem2", " R "

PM 2410 str2 "dlem3'] ["elem1"] ["eleml"]

ﬁ’,ﬁ“ﬂ? 2405 "str3' ["dlemd’] null 5

Resulting Datapoint after consolidation:

Time NumberEx Stringex ListEx MixedEx MixedNumber Ex
weten ["eleml”,
. . [ grl ) n 11} [1] n
3:55:00 2405 . ”elem2", [ strl ' g
PM "<tr3'] eem3", eleml”]
"dlemd"]

Minimum Number of Samples

If your dataset is highly variable (i.e. values contained in samples are not very close together),
converting a single sample into a datapoint may provide misleading information. It may be better
to have a datapoint with an "Unknown" value. This can be accomplished by setting the minimum
number of samples for a datapoint in the report.

Them ni nunBSanpl eSi ze field in the Report APl explainsthat if the specified size of
samplesis not met when the consolidation function is performed, the datapoint is considered
"null" and no datais available for it. When this occurs, the sample datais discarded and the
dat a field of the datapoint is set to "null".

For information on how to set this option, see the REST API Report Resource section in the
documentation.

Report Size

Reports have a predetermined number of datapoints, or size, which sets alimit on the amount of
data that can be stored. After the report size has been reached, as newly created datapoints are
pushed into the report, the oldest datapoints will automatically be deleted. Thisisto aid in
managing the storage capacity of the server hosting MWS.

& On report creation, aMongo collection will beinitialized that is the
maximum size of asingle entry (currently 16 MB) multiplied by the report
size. Be careful in setting alarge report size as thiswill quickly allocate the
entire disk if many reports with large report sizes are created.

5.2 Example Report (CPU Utilization)
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To understand how the behavior and usage of the reporting framework, a sample report covering
CPU Utilization will be shown in this section. It will not cover how to gather or display datafor
reports, but will cover some basic operations that are available with Moab Web Servicesto
facilitate reporting.

5.2.1 Creating A Report

Before any datais sent to Moab Web Services, areport must first be created. A JSON request
body with a HTTP method of POST must be used to do this.

POST /rest/reports
{

"nanme": "cpu-util",

"description":"An exanple report for cpu utilization",
"consol I dati onFuncti on": "average",

"dat apoi nt Durati on": 600,

"reportSize": 288

Thiswill result in areport being created which can then be retrieved by sending a GET request
to/rest/reports/cpu-util.Thedat apoi nt Durati on of 600 signifiesthat the
datapoint consolidation should occur once every 10 minutes, whilether eport Si ze (i.e.
number of the datapoints) shows that the report will retain up to 2 days worth of the latest
datapoints.

GET /rest/reports/cpu-util
{

"consol i dati onFunction": "average",

"dat apoi nt Duration": 600,

"datapoints": [],

"description": "An exanple report for cpu utilization",
"id": "aef6f6a3a0bz7bf 6449537¢c¢9d",

"keepSanpl es": fal se,

"m ni munSanpl eSi ze": 1,

"nanme": "cpu-util",

"reportSize": 288,

"version": 0

Note that an ID has been generated automatically and that no datapoints are associated with the
report.

5.2.2 Adding Samples

Until samples are added and associated with the report, datapoint consolidation will generate
datapoints with adat a field equal to nul | . Once samples are added, however, they will be
averaged and inserted into the next datapoint.

Create samplesfor thecpu- uti | by sending a POST request as follows:
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POST /rest/reports/cpu-util/samples

[

"agent": "cpu-nonitor",
"tinmestanp":"2012-01-01 12:00: 00 UTC',
"data": {

"m nutesl": 0.5,
"m nutes5": O,
"m nutesl5": 0O

}
b
{ )
"agent": "cpu-nonitor",
"timestanp":"2012-01-01 12: 01: 00 UTC',
"data": {
"m nutesl": 1,
"m nutes5": 0.5,
"m nut es15": 0.05
}
b
{ )
"agent": "cpu-nonitor",
"timestanp":"2012-01-01 12: 02: 00 UTC',
"data": {
"m nutesl": 1,
"m nutes5": 0.5,
"m nutesl5": 0.1
}
b
{ )
"agent": "cpu-nonitor",
"timestanp":"2012-01-01 12: 03: 00 UTC',
"data": {
"m nutesl": 0.75,
"m nutesb": 1,
"m nut es15": 0.25
}
b
{ )
"agent": "cpu-nonitor",
"timestanp":"2012-01-01 12: 04: 00 UTC',
"data": {
"m nutesl": O,
"m nutes5": 1,
"m nut es15": 0.85
}
}

This sample data contains average load for the last 1, 5, and 15 minute intervals. The samples
were recorded at one-minute intervals starting at noon on January 1st, 2012.

5.2.3 Consolidating Data

A consolidation function must run to generate datapoints from the given samples. This scheduled
consolidation will occur at intervals of dat apoi nt Dur at i on seconds. For each field in the
dat a object in samples, all values will be averaged. If non-numeric values are included, the
following strategies will be followed:

1.

2.
3.

All fields which contain a single numeric value in any included sample will be averaged and
the non-numeric or null values will be ignored.

All fields which contain alist will be consolidated into asingle, flat list.

All fields which contain only non-numeric or null values will be consolidated into asingle,
flat list.
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If no historical datapoints are provided in the creation of areport as in this example, the next
consolidation will be scheduled for the current time plusthe dat apoi nt Dur at i on. Inthis
example, the scheduled consolidation is at 10 minutes from the creation date. If historical
datapoints are included in the report creation, the latest datapoint's endDat e plusthe

dat apoi nt Dur at i on will be used as the scheduled time. If this date was in the past, the next
scheduled consolidation will occur at the appropriate interval from the last endDat e.

5.2.4 Retrieving Report Data

To retrieve the consolidated datapoints, smply perform a GET request on the report once again.
Alternatively, the GET for areport's datapoints may be used.

GET /rest/reports/cpu-util
{

"consol i dati onFunction": "average",
"dat apoi nt Duration": 600,
"datapoi nts": [

"firstSanpl eDate": null,

"l ast Sanpl eDate": null,

"data": null,

"startDate": "2012-01-01 11:49:00 UrC',
"endDate": "2012-01-01 11:59:00 UTC'

~———

"firstSanpl eDate": "2012-01-01 12:00: 00 UTC',
"| ast Sanpl eDate": "2012-01-01 12:04: 00 UTC',
"data": {

"m nutesl": O0.65,

"m nut es15": 0. 25,

"m nutes5": 0.6

b
"startDate": "2012-01-01 11:59:00 UTrC',
"endDate": "2012-01-01 12:09:00 UTC'

}

"description": "An exanple report for cpu utilization",
"id": "aef6f6a3albz7bf 6449537c9d",

"keepSanpl es": fal se,

"m ni nunBanpl eSi ze": 1,

"nanme": "cpu-util",

"reportSize": 288,

"version": 0O

Note that of the two datapoints above, only the second actually contains data, while the other is
set to nul | . Only samples lying within the datapoint's duration, or from the st ar t Dat e to the
endDat e, are included in the consolidation. Therefore the first datapoint, which covered the 10
minute period just before the samples' recorded timestamps, contained no data. The second,
which covers the 10 minute period matching that of the samples, contains the averaged sample
data. Thisdata could be used to display consolidated report datain a custom interface.

5.2.5 Possible Configurations

Configuration options may be changed to affect the process of report generation. These are
documented in the API for the Report object and the Sample object.
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6 MWS Plugins (Beta)

This section describes MWS Plugins, their use, and their creation in Moab Web Services.

& MWS Plugins are currently in beta. Interfaces may change significantly in
future releases.

6.1 Plugin Overview

This section provides an overview of the plugin layer in web services. The following areas will
be covered:

® Anintroduction to the concept of MWS plugins

* How to configure Moab Workload Manager to interact with MWS plugins
® A description of the plugin lifecycle

®* How plugins are driven by events

® How to expose web services from aplugin

® How plugin utility services may be used

® How datareport collisions between plugins are consolidated

® How callsfrom MWM are routed to MWS plugins

6.1.1 Introduction

Moab Web Services plugins provide a highly extensible interface to interact with Moab, MWS,
and external resources. Plugins can perform some of the same functions as Moab Resource
Managers (RMs), while also providing many other features not available to RMs. This section
will discuss the main features of plugins, some basic terminology, and how MWS plugins can
interact with Moab.

Features

Plugins can

® be created, modified, and deleted without restarting Moab Workload Manager or MWS.

® bedefined in Groovy and uploaded to MWS without restarting.

® haveindividual data storage space and configuration.

® access MWS configuration and RESTful web services.

® |og to astandard location configured in MWS.

® bepolled at aregular interval (configured on a per-plugin basis).

® report current state data to Moab Workload Manager through the Resource Manager
interface (see MWM Resource Manager Integration for more information).

® beinformed of important system events.

® beindividually stopped, started, paused, and resumed.

® expose secured and unsecured custom web services for external use.

® be manipulated viaafull RESTful API (see Resources for more information).

® bemanipulated viaafull user interface in aweb browser.
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Terminology

There are two distinct termsin the plugin layer: plugin types and plugins (also called plugin
instances).

Plugin Types

Plugin Types can be considered plugin templates with built-in logic. In object-oriented
programming languages, this relates to the concept of a class. They possess certain abilities, or
methods, that can be called by Moab Web Servicesto query or update information about certain
resources. They aso can define methods which will be exposed to external clients as web
services. They do not contain any configuration or current data, but they are often tied to atype
of component, such as components that communicate with Moab's WIKI Protocol or those that
are built on a certain product.

They can define several types of methods:

1. Instance methods that return information about the current plugin, such asget St at e.
While these are defined in the plugin type, the plugin type itself does not have a state.

2. The poll event method that is called at a configured interval.

3. Lifecycle event methods of plugins created from the plugin type, such asbef or eSt ar t
andafterStart.

4. RM event methods that are called by Moab when certain events occur.

5. Web service methods that expose custom functionality as public web services.

Some examples of plugin types include the Native and vCenter plugin types.

Plugins (Instances)

Plugins (also called plugin instances) are created from plugin types. They contain current data or
configuration and use the plugin type methods to interact with resources.

Interactions with MWM as a Resource Manager

The plugin layer in MWS isintegrated with Moab Workload Manager via the Native Resource
Manager (RM) interface. When utilizing plugins, MWSis configured asaRM in Moab as
explained in the next section. Events from Moab are pushed through the RM interface to MWS
which is then pushed to each plugin in turn. The relationship between Moab Web Services,
Moab, and pluginsis shown in the following image:
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See Consolidating Data and Reporting State Data for more information.

6.1.2 Lifecycle States

During the course of a plugin's use, the state of the plugin may change many times. Plugins have
four possible states: St opped, St art ed, Paused, and Er r or ed. The flow of aplugin
through the states is shown in the following image:

——>(  stopped  J€&——starusop —>(  Started  J——
J

Clear Error (MWS Only) Error
N\ v

( Errored

Pause

Stop/Pause v Pause/Resume
)( Paused }(

To see descriptions of each state, see the PluginState API.

Events that occur during lifecycle state changes may be found in the Events section.

6.1.3 Events

Plugins use an event based model in that methods are called on the plugin when certain criteria
are met or situations arise. Events currently exist for polling, lifecycle state changes, and RM
events from Moab. See Handling Events for more information.
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6.1.4 Custom Web Services

Although the events interface typically serves most cases, there are some instances where an
event is not supported that isdesired. Thisis especialy true when an external resource is the
source of the event. To address these issues, plugins can expose custom web services to external
resources. These web services may be named freely and do anything they wish within the plugin
framework.

For example, suppose a resource needs to notify a plugin that provisioning of avirtual machine
has been completed. Instead of having the plugin poll the resource to verify that the provisioning
was finished, the plugin could expose a custom web service to handle notification from the
resource itself.

Sample custom web service

def vnProvi si onFi ni shed(Map parans) {
/1 Handl e event
return [nmessages: ["Event successfully processed"]]

Additionally, plugin types may define web services which are unsecured, meaning that a user or
application account is not required to accessit. A full explanation of the syntax and creation of
custom secured and unsecured web services may be seen on the Exposing Web Services page.

For information how resources can access plugin web services, see Accessing Plugin Web
Services.

6.1.5 Utility Services

Several features of plugins are only available by utilizing bundled services. These include:

Accessing the individual datastore.
Reporting state data to M oab through the Resource Manager interface.

Manipulating other plugins and contralling their lifecycle.
Accessing REST resources from Moab Web Services.

All bundled services are covered on their respective pages in the Quick Reference guide under
"Plugin Services".

It may also be necessary or desired to create additional utility services when creating new plugin
types. The easiest way to do thisisto create a utility service which is called by convention a
Trandator, sinceit typically can "translate” from a specific resource or API to data which can be
used by the plugin type.

Finally, custom components may be used to fulfill use cases not covered by bundled services or
custom tranglators.

6.1.6 Data Consolidation
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At times, plugins can report differing or even contradictory data for nodes, virtual machines, and
jobs. Thisis called adata"collision". The act of resolving these collisionsis called
"Consolidation". Plugins also have the concept of "precedence”, where the plugins with the
lowest precedence value are considered more authoritative than the greater precedence values
plugins. For example, a plugin with a precedence value of 1 has a higher precedence and is
considered more authoritative than a plugin with a precedence value of 5. If no precedenceis
provided when creating plugins, the plugin is automatically assigned to the lowest precedence, or
1 greater than the highest precedence value. The precedence value may not be less than 1.

When data from one plugin "collides" with another, the data from the highest precedence plugin
will be considered the authoritative source for information. If multiple sets of data (reports) are
provided by the same plugin, the latest set of data will take precedence. Additionally, MWS
supports the concept of treating node and virtual machine data with state information
optimistically, pessimistically, or neither. Thisis configured using the

pl ugi ns. st at eConsol i dati onPol i cy configuration property inthe MWS
configuration file. If this property isset to opt i m st i ¢ and any plugin reports the state for a
node or VM as"Up", the consolidated state will be "Up". Inversely, if the property is set to
pessi m sti ¢ and any plugin reports the state as "Down", the consolidated state will be
"Down". If itisset tonul | (neither), consolidation will occur for the state field just as with any
other field, with higher precedence and later reports being considered authoritative.

& Node, virtual machine, and job unique identifiers (IDs) are all converted to
lower-case before consolidation, so the node "NODEL" is equivalent to
"nodel".

& When MWS is upgraded to a version that supports plugin precedence from an
older version, existing plugins will not have the precedence field set. The
administrator should assign precedence to each plugin manually through the
REST API or through the user interface to ensure that the consolidation will
occur as expected. By default, data from a plugin without a precedence
defaults to a precedence of 1, or the highest precedence.

Consolidation Examples

Suppose two plugins exist, pl ugi nAand pl ugi nB. Plugin A has a precedence of 1, and
plugin B has a precedence of 2, meaning that plugin A is more authoritative. These plugins both
report data for anode with an ID of nodel. However, each reports a different node power state.
Plugin A reports the power as ON, while plugin B reports the power as OFF. The data collision
that occurs due to these two contradictory reportsis resolved by the precedence of the plugins.
Since plugin A has a higher precedence (lower number), it is considered authoritative and the
node will be reported as ON.

Now suppose that the plugins also report differing node state for nodel. In this case, the node
state would depend on the pl ugi ns. st at eConsol i dati onPol i cy property. The
different combinations of report values compared to the state consolidation policy and the final
reported state are shown in the table below.
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Plugin A Node Plugin B Node State Consolidation Consolidated Node
W
ON OFF null (neither) ON

OFF ON null (neither) OFF

ON OFF optimistic ON

OFF ON optimistic ON

ON OFF pessimistic OFF

OFF ON pessimistic OFF

In generd, it is recommended that no two plugins report the same resource or that they report
different properties of the same resource. For example, if plugin A only modified the power state
and plugin B only modified the available disk resource, these two plugins would work in
harmony to provide a consistent view of the node resource.

See Reporting State Data and RM_Queries sections for more information.

6.1.7 Routing

Because Moab Web Services is configured as a Resource Manager (RM) in Moab Workload
Manager, events are sometimes triggered by Moab through the RM interface. These actions
could be migrating avirtual machine, starting ajob, submitting ajob, modifying a node, and so
forth. The decisions regarding which plugins are affected and notified is termed routing .

Currently all pluginsreceive al commands from Moab. This means that each plugin will receive
the command to start ajob if sent from Moab, even if that plugin does not handle the job. This
means that plugins must ensure they handle actions or commands only for resources which they
report or handle.

6.2 Plugin Developer's Guide

Plugin types comprise the methods by which Moab may communicate with resource managers or
other external components. They define al operations that can be performed for a"type" or
"class' of plugins, hence the name "plugin type".

Several plugin types are provided with Moab Web Services (see Plugin Types in the Quick
Reference), but it is easy to create additional plugin types and add their functionality to web
services. Thisinvolves using Groovy, which is based on the Java programming language. This
section describes the general guidelines and specifics of implementing new plugin types.

API Classes and Interfaces

There are several packages and classes available to assist in creating plugin types. These can all
be found in the APl documentation under the com.adaptc.mws.plugins package.

6.2.1 Requirements
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This section discusses the requirements to create a basic functional plugin. The

com adapt c. mas. pl ugi ns package contains the abstract class AbstractPlugin that should
form the basis of any new plugin type. However, this class need not be extended to create a
functional plugin type. Only two requirements must be fulfilled for this:

1. Theclassname must end in Pl ugi n.
2. Theremust existi d field getter and setter methods:

* public String getld();
* public void setld(String id);

Thei d field may be stored in whichever way desired as long as the getter and setter are
available as shown above, but will most likely be implemented as follows:

cl ass BasicPlugin {
String id

Inthiscase, St ri ng i d will be expanded by the Groovy compiler to the full getter and setter
method definitions given above. In other words, no explicit method definitions are actually
needed. Note that the Basi cPl ugi n shown above is able to be uploaded as a plugin type to
MWS, but does not actually do anything.

It must also be noted that the Abst r act Pl ugi n class already implementsani d field.
Therefore, a plugin type that extends this class does not need to define the field as shown in the
following example.

i mport com adapt c. mws. pl ugi ns. Abstract Pl ugi n

cl ass Basi cPl ugi n extends AbstractPlugin {
/1 No ID field is needed since it exists in AbstractPlugin
}

6.2.2 Dynamic Methods
Several methods are dynamically inserted onto each plugin. These methods do not need to be

included in the plugin class, and will be overwritten if included. Additionally, alogger isinserted

into each plugin as discussed in the next section. The inserted methods are shown below (full
definitions can be found in AbstractPlugin and AbstractPlugininfo):
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® public void start() throws PluginStartException; (Equivaent tothe
st art method in the Plugin Control Service)

® public void stop() throws Pl ugi nSt opExcepti on; (Equivaent tothe
st op method in the Plugin Control Service)

® public Log getlLog(); (Discussedin Logging)

® public ConfigQbject get AppConfig(); (Discussedin Configuration)

® public String nessage(Map paraneters); (Discussedinil8n Messaging)
® public String getPlugi nType();

® public PluginState getState();

® public Integer getPolllInterval ();

® public Bool ean get AutoStart();

® public Map<String, Object> getConfig(); (SeeConfiguration)

Many of these methods are provided for convenience and are discussed in the linked pages or the
following sections.

6.2.3 Logging

Logging in plugin types uses the Apache Commons L ogging and log4j libraries. Each pluginis
injected with amethod called get Log which can be used to access the configured logger. It
returns an instance of arg.apache.commons.logging.Log. Examples of using the logger are
shown below.

The logger may used to register messagesto the MWS log at several levels (in order of severity):

1. trace
debug
info
warn
error
fatal

o0k wbd

Each of these levelsis available as a method on the logger, for example:

public void poll () {
get Log() . debug("getLog() is equivalent to just using 'log" in G oovy")
| og. debug("This is a debug nmessage and is used for debuggi ng purposes only")
log.info("This is a informational nessage")
|l og.warn("This is a warning")
log.error("This is an error nessage")

Logger Name
Each logger in the MWS logging configuration has aname. In the case of plugins, it is composed
of the full class name, including the package, prepended by "plugins.”. For example, a plugin

class of "example.LoggingPlugin” will have access to alogger configured as
"plugins.example.LoggingPlugin”.

Logging Configuration
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The logging configuration is done through the MWS configuration file. See the MWS
Configuration page for more information on configuring loggers. A good configuration for
developing plugin types may beto add "plugins’ at the debug level. Be sure to set the log level
threshold down for the desired appender.

log4j = {

/'l Appender configuration

debug "pl ugi ns"
}

6.2.4118n Messaging

Plugins, trandators, and custom components all have access to 118n messages. Utilizing
messages requires the two following steps:

1. Including afile (or multiple files) that ends in "messages.properties’ in the plugin JAR file.
2. Using the nessage method on a plugin type, translator, or custom component.

Including Messages in Plugin JAR File

Messages are defined using property files. These may be named anything as long as they end
with "messages.properties’ and must be placed at the root or top level of the plugin JAR file. If
they are present, they will be loaded automatically. Multiple property files may be used within a
single plugin JAR file.

Each property file consists of an arbitrary amount of lines that define a message property (also
called a code) with letters, numbers, and periods, associated with a human-readable message that
can span multiple lines, have quotes, or contain arguments. These are demonstrated in the
following example.

first.message. code=This is the first nessage
second. nessage=Thi s nessage can span nultiple Iines, \\

and will not show the |inebreaks when retrieved
nessage. wi t h. argument s=Thi s nessage has argunments: first - {0}, second - {1}, third -
{2}, etc.

nessage. wi t h. quot es=Thi s nessage uses single quotes around ''this phrase''

It is recommended to namespace the messages by using the property definitions and multiple
property filesif necessary. For example, suppose a plugin JAR existed which actually contained
two plugin types: MessagelPl ugi n and Message2Pl ugi n. Thefirst suggestion isto
namespace the messages for each plugin by the property definition, such as the following:

nessagelPl ugin.first.message=This is a nessage for MessagelPl ugin
nessage2Pl ugi n. first.message=This is a nessage for Message2Pl ugi n

These messages could be stored in afile named "messages.properties” in the root of the plugin
JAR file. If there are many messages contained for each plugin type, it may be necessary to split
each plugin type's messages into a separate file, such as "messagel-messages.properties’ and
"message2-messages.properties’. Note that it is essential that each property file ends with
"messages.properties’ so that it is registered correctly.
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@ Itisimportant that no two message codes are identical within asingle plugin
JAR file, evenif they are defined in separate property files. If thisisdone, a
conflict will exist with the messages and behavior is undefined.

Using the Message Method

Each plugin, trandator, and custom component is injected with a method named nessage. This
method takes a Map as its parameter, which can contain one or several of the following
properties:

Parameter Type Description

The message property
definition (everything
before the equalssignin

code String the property filefor a
single message), i.e.
"first.message.code".

ags List<Object> A list of argumentsto

insert into the message.

A default message to be
default String used when the message
code cannot be resolved.

An object that represents
ahierarchy of message
codes. Thisistypicaly
used to display errors.

error org.springframework.context.M essageSourceResolvable

The most utilized parameters are code and ar gs, as these combined provide great flexibility in
generating messages. |If a message cannot be resolved, or in other words the message definition
does not exist, the code will smply be returned as the resolved message. Below are several
examples of messages resolved using the property files given above. While these are contained
in the polling method, the message may be used anywhere within a plugin type.

package exanpl e
i mport com adapt c. mws. pl ugi ns. Abstract Pl ugi n

cl ass Messagi ngPl ugi n extends AbstractPlugin {
def poll () {
assert nessage(code: "first.message.code")=="This is the first nessage"
assert nessage(code: "nessage. with. argunents", args:|
"1st", 2, true
])=="Thi s nessage has argunents: first - 1st, second - 2, third - true

etc."

assert nessage(code: "nessage. with. quotes")=="Thi s nessage uses single quotes
around 'this phrase'."

assert nessage(code: "invalid. nessage. code")=="inval i d. nessage. code"

}

6.2.5 Configuration
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Plugin types can access two different kinds of configuration: an individual plugin's
configuration, and the global MWS application configuration.

Individual Plugin Configuration

Theindividual plugin configuration is separate for each instance of a plugin. This may be used to
store current configuration information such as access information for linked resources. It should
not be used to store cached information or non-configuration related data. The Individual
Datastore should be used instead for these cases.

It isaccessed by using the get Conf i g method discussed in Dynamic Methods.

public void poll () {
def confi gFromvet hod = get Config()
/1 OR an even sinpler nethod...
def confi gFromvet hod = config

A common caseis to retrieve the configuration in the conf i gur e method, verify that it
matches predetermined criteria, and utilize it perform initial setup of the plugin (e.g. initialize
libraries needed to communicate with external resources). For example, to verify that the
configuration contains the keys "username" and "password", the following code may be used.

public void configure() throws InvalidPl ugi nConfi gurationException {

def nyConfig = config

/1 This checks to nake sure the key exists in the configuration Map and that the
value is not enpty or null

i f (!'nmyConfig.containsKey("usernane") || !myConfig.usernane)

t hrow new | nval i dPl ugi nConfi gurati onExcepti on("The usernane configuration

par anet er nmust be provi ded")

i f (!'nyConfig.containsKey("password") || !myConfig.password)

throw new I nval i dPl ugi nConfi gurati onExcepti on(" The password configuration paramneter

nmust be provided")

Access MWS Configuration

The MWS application configuration can also be accessed in plugin types. This configuration is
global for the entire application and can be modified by the administrator as shown in the MWS

Configuration section.

It is accessed by using the get AppConf i g method discussed in Dynamic Methods. Thisis
demonstrated below.

public void poll () {
/] Retrieve the current MAS_HOVE | ocati on
def mwsHone = appConfig. ws. hone. | ocati on
/1 OR an even sinpler nethod...
def mwsHone = get AppConfig().ms. hore. | ocati on

Any of the properties shown in the Caonfiguration reference may be accessed. Custom properties
may also be registered and accessed:
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mws-config.groovy

pl ugi ns. custom property = "This is my custom property"

CustomA ppPropertyPlugin

public void poll(
|

) {
assert appConfi g. pl ugi ns. custom property=="This is ny custom property"

6.2.6 Configuration Constraints

Plugin types can optionally define validation constraints for the polling interval and plugin
configuration. These parameters are then checked against the defined constraints during the
creation of anew plugin. If the validation fails, meaning the configuration provided does not
pass the constraints defined by the plugin type, the plugin will fail to be created with error
messages based on the parameters and constraints defined.

Defining Constraints

To define constraints for a plugin type and therefore for all plugins created using it, use the
following syntax:

i mport com adapt c. mws. pl ugi ns. *

cl ass Constrai nedPl ugi n extends AbstractPlugin {
static constraints = {
/] Set plugin's default polling interva
pol I I nterval defaultVal ue: 60
/1l The "myParan configuration paraneter is automatically required and cannot
be bl ank
myPar am bl ank: f al se
/1 The "nyEnuni configuration paraneter is not required and nust set to one of
the values in the |ist
nyEnum required: fal se, inList:["val 1", "val 2", "val 3]
/] lInsert additional constraints here...
}
}

In the table below, all available constraints are shown, as well as the expected value type, an
example, the default message code, and the message suffix. The message columns are described
in greater detail in the "Messaging" section below.
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Default

Constraint | ; | Type |ExampleValue |Default Message Code M essage Sufi
blank - Boolean f al se default.blank.message blank
creditCard - Boolean t r ue default.invalid.creditCard.message  creditCard.in
defaultValue - Object 60 - -
emall - Boolean true default.invalid.email.message email.invalid
- ) : ["first", . -
inList List “second"] default.not.inlist.message not.inList
matches - String "[a-z][A-Z]+" default.doesnt.match.message matches.inval
max - Integer 10 default.invalid.max.size.message max.exceede(
*maxSize - Integer 10 default.invalid.max.size.message maxSize.exce
min - Integer 1 default.invalid.min.size.message min.notmet
*minSize - Integer 1 default.invalid.min.message minSize.notir
. "Invalid
notEqual - Object val ue" default.not.equal.message notEqual
nullable true Boolean f al se default.null.message nullable
password - Boolean tr ue - -
range - Range 10..20 default.invalid.range.message range.toosma
required true Boolean f al se default.required.message required
scale - Integer 2 - -
*size - Range 1..10 default.invalid.size.message size.toosmall
*type - Class Integer.cl ass typeMismatch typeMismaitcl
url - Boolean true default.invalid.url.message url.invalid
scriptableUrl - Boolean t r ue default.invalid.scriptable.url.message scriptableUrl.
validator - Closure Seebelow default.invalid.validator.message validator.erro
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® The user interface (see Plugin Management) does not support
parameters whose type is a subclass of Collection (aList for example).
Such parameters are therefore not recommended.

® The polling interval constraints must always apply to Integer types. If
this specification is violated, the plugin type cannot be added or
updated.

Messaging

When defined constraints are violated for a plugin, error messages are retrieved based on the
configuration parameters and the applied constraints using i118n Messaging codes. First, the most
specific error message will be attempted to be resolved from a message code generated from the
plugin type name, the configuration parameter, and the constraint. This code takes the format of
"pluginTypeName.parameterName.suffix" where the plugin type's name has alowercase first
letter and the suffix is shown in the table above. If this message code is not defined, the default
message code (as shown in the table above) will be used.

For example, if the "url" constraint validation failed for the "ExamplePlugin” plugin type's
"endpoint” configuration parameter, the following message codes would be resolved in order:

® examplePlugin.endpoint.url.invalid
¢ default.invalid.url.message

& Plugin types that have two or more uppercase letters at the start of the name
will not be converted to have a lowercase first letter for error message codes.
i.e. for the example just given using "V CenterPlugin” instead of
"ExamplePlugin”, the following message codes would be resolved in order:

® VCenterPlugin.endpoint.url.invalid
® default.invalid.url.message

Default Messages

Default messages may be contained in any nessages. pr operti es fileincluded in the

plugin JAR file as explained in i18n Messaging. Arguments for each constraint vary, but they
always include these argument indices:

¢ [0}: The configuration parameter name (i.e. endpoint)
¢ [1}: The plugin type class name (i.e. my.package.ExamplePlugin)
® {2}: Thevalue of the configuration parameter

If default messages are not defined in the plugin project, the following messages will be used:
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def aul t. doesnt. mat ch. mressage=The ' ' {0}'"' configuration paraneter value ({2}) does not
match the required pattern "' {3}

default.invalid.url.nmessage=The ''{0}'"' configuration paraneter value ({2}) is not a
valid URL

defaul t.invalid. scriptable.url.nessage=The ''{0}'"' configuration paraneter value ({2})
is not a valid scriptable URL

defaul t.invalid.creditCard. nessage=The ''{0}'"' configuration paraneter value ({2}) is
not a valid credit card nunber

default.invalid.email.nmessage=The ''{0}'"' configuration paraneter value ({2}) is not a
valid e-mail|l address

default.invalid.range. nessage=The ''{0}'"' configuration paraneter value ({2}) does not
fall within the valid range from{3} to {4}

defaul t.invalid.size. ressage=The ''{0}"'" configuration paraneter value ({2}) does not
fall within the valid size range from {3} to {4}

defaul t.invalid. max. nessage=The ''{0}'" configuration paraneter value ({2}) is greater
than the maxi mum val ue of {3}

defaul t.invalid.mn. message=The ''{0}'"' configuration paraneter value ({2}) is less
than the m ni mum val ue of {3}

defaul t.invalid. max. si ze. nessage=The ''{0}'"' configurati on paraneter value ({2})
exceeds the maxi mum size of {3}

default.invalid. mn.size. nessage=The ''{0}"'"' configuration paranmeter value ({2}) is

| ess than the m ni mum size of {3}

default.invalid.validator.message=The ''{0}'"' configuration paraneter value ({2}) does
not pass custom validation

default.not.inlist.message=The ''{0}'"' configuration paraneter value ({2}) is not
contained within the list [{3}]

def aul t. bl ank. mressage=The "' {0}'"' configuration paraneter cannot be bl ank

def aul t. not. equal . nessage=The ''{0}'"' configuration paraneter value ({2}) cannot be
equal to ''{3}'

default. null. message=The ''{0}'"' configuration paraneter cannot be null

defaul t.required. nessage=The ''{0}'' configuration paraneter is required and cannot be
nul |

typeM smat ch=The "' {0}'"' configuration paraneter value ({2}) does not natch the
required type "' {3}

Labels and Help Messages

Message codes may also be provided for configuration parametersto aid the admin user with
human readabl e property labels and help messages. Similar to the validation error message
codes, labels and help message codes may be defined using the
"pluginTypeName.parameterName.label" and " pluginTypeName.parameterName.help" message
codes. These values are used only in Plugin Type Management and are not exposed through the
REST API.

Type Inferencing and Conversion

Due to the dynamic nature of configuration parameters, the expected type or class of values for
each parameter are inferred from constraints. The following rules govern how typeisinferred, in
priority order:

® |f the"type" constraint is applied to a parameter, the constraint value will be used as the
expected type.

® |f the"inList" or "range" constraints are applied to a parameter, the class of the first element
in the constraint value array is used as the expected type.

® |f the"minSize" or "maxSize" constraints are applied to a parameter,
j ava. | ang. Col | ecti on isused as the expected type.

® |f the"max"”, "min", or "notEqual" constraints are applied to a parameter, the class of the
constraint value is used as the expected type.

* |f none of the above apply, j ava. | ang. St ri ng isused as the expected type.
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% Only the String, Date, Double, Integer, and Boolean classes are supported for
the "type" constraint. If Float or Long is desired, use Double and I nteger
respectively asthe type.

If the configuration parameter values can be converted to the expected types, this will occur
automatically. Otherwise, the "type" constraint is violated and the applicable error messages will
be generated.

Custom Validator

In cases where the built-in constraints prove inadequate for validation, custom validators may be
used. The "validator" constraint expects a Groovy Closure parameter which has one or
(optionally) two arguments: the value of the configuration parameter and the plugin object. With
these parameters, complex validation logic may be defined. Additionally, custom message codes
and arguments may be defined by validator constraints and these will be used in generating error
messages when validation fails.

For example, suppose that the parameter "user" cannot be set to the same value as parameter
"creator”. Additionally, the "creator" parameter must not be equal to either "bob" or "jo€". The
existing constraints are inadequate to fulfill this use case, but the following code using validators
would perform exactly as expected:

i mport com adapt c. mns. pl ugi ns. *

cl ass ConstrainedPl ugi n extends AbstractPlugin {
static constraints = {
user validator:{ val, obj ->
i f (val ==obj . config.creator)
return "invalid. equal.to.creator"

creator validator:{ val ->

if ("val"=="joe")

return ["invalid. equal", "joe"]
if (val =="bob")

return ["invalid. equal", "bob"]

In the examples above, the message codes and output on validation failure is shown below:

Message Codes

constrai nedPl ugi n. user.invalid. equal.to.creator=The user configuration paraneter val ue
({2}) nust not be equal to the creator paraneter

constrai nedPl ugi n. creator.invalid. equal =The creator configurati on paraneter nmust not be
equal to {3}

Output Error Messages

For user = "jill", creator = "jill"

"The user configuration paranmeter value (jill) mnmust not be equal to the creator
paraneter."’

For user = "jill", creator = "bob"

"The creator configuration paraneter nust not be equal to bob."

For user = "jill", creator = "joe"
"The creator configuration paraneter nust not be equal to joe."
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The validator Closure may return:

® Nothing (nul ') or t r ue if the validation succeeded without errors.

® fal se if avalidation error occurred (in this case the default validator message suffix
would be used).

® A string which will be used as the message code suffix in the
"pluginTypeName.propertyName.suffix" format.

* A list with thefirst element being the message code suffix, and all other elements being
arguments for the message indexed starting at 3 (as shown in the example above).

All validator constraints automatically have the appConf i g property available which contains
the application configuration as discussed in the Configuration section. Additionally, services
may be retrieved as explained in the next section.

Retrieving Services

At timesit may be necessary to use Bundled Services in custom validators. A method named
get Ser vi ce which takes asingle string parameter of the name of the service (as used during
injection) is provided to be used in these cases. For example, if aplugin needs avalid server
certificate file, the SSL Service may be used as follows:

i mport com adapt c. mns. pl ugi ns. *

cl ass ConstrainedPl ugi n extends AbstractPlugin {
static constraints = {
certificateFile validator:{ val ->

| Ssl Servi ce ssl Service = getService("ssl Service")

try {
ssl Servi ce. get Socket Fact ory(val)

} catch(Exception e) {
Il Certificate file is invalid, return an error
return ["invalid", e.nessage]

& Theget Ser vi ce method does not work with trandlators, custom
components, RM services, or the datastore service.

6.2.7 Individual Datastore

Each plugin has access to an individual, persistent datastore which may be used for a variety of
reasons. The datastore is not designed to store Moab data such as nodes, jobs, or virtua
machines, but custom, arbitrary data pertinent only to the individual plugin. This may include
storing objects in a persistent cache, state information for currently running processes, or any
other arbitrary data. The individual datastore has the following properties:

240



® Datais persisted to the Mongo database and will be available even if the plugin or MWSis
restarted.

® The datamust be stored in groups of data called collections. These correspond directly to
MongoDB collections.

® Each plugin may have an arbitrary number of collections.

® Collections are guaranteed not to collide if there are identically named collections between
two plugin types or even two plugin instances.

® Each collection contains multiple objects or entries. These correspond directly to
MongoDB documents.

® The vaues of entries may be any object which can be serialized to MongoDB: simple types
(int or Integer), Maps, and Lists.

® A collection is automatically created whenever an entry is added to it, it does not need to be
specificaly initialized.

To utilize the datastore, the Plugin Datastore Service must be used. Operations are provided to
add, query, and remove data from each collection.

& Smple key/value storage is not currently provided with the datastore. It may
easily be done, however, by storing data in the format of { name:"key",
value:"value'} and then retrieving this entry later by querying on name

equals "key".

Example

The example below demonstrates two web services. The first adds multiple entries containing
various types of datato an arbitrarily named collection. The second retrieves the data and returns
it to the user.

package exanpl e
i mport com adapt c. mns. pl ugi ns. *

cl ass DatastorePlugi n extends AbstractPlugin {
| Pl ugi nDat ast oreSer vi ce pl ugi nDat ast oreServi ce

def storeData(Map parans) {
def collectionNane = parans. col | ecti onNane
def data = [[bool Val :true], [stringVal:"String"], [intVal:1], [nullVal:null]]
if (pluginDatastoreService.addDat a(col | ecti onNane, data))
| og.info("Data successfully added")
el se
| og.info("There was an error adding the data")
return [success:true]

def retrieveData(Map parans) ({
def collectionNane = parans. col | ecti onNanme
return plugi nDat ast oreServi ce. get Col | ecti on(col | ecti onNane)

6.2.8 Exposing Web Services

Any number of methods may be exposed as public, custom web services by satisfying several
criteria
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The method must declare that it returns Cbj ect or def .
The method must define a single argument of type Map.
The method must actually returnaLi st or Map.

The method must not be declared as private or protected; only public or unscoped methods
will be recognized as web services.

A owbdhpRE

Parameters and Request Body

The Map argument will contain all parameters passed into the web service by the client. See
Accessing Plugin Web Services for additional details.

Parameters may be passed into the web service call as normal URL parameters such as
?par anrval ue&par anR=val ue2, askey-value pairsin the POST body of arequest, or as
JSON in the body.

For thefirst two cases, the parameters will be available on the Map argument passed into the
web service call as key value pairs matching those of the request. Note that in these cases all
keys and values will be interpreted as strings. However, the parameters object has several helper
methods to convert from Strings to simple types, such as booleans, integers, doubles, floats, and
lists. If the value is not avalid simple type, null is returned.

CET <webServi ceUr| >?key=val ue&key2=t rue&key3=5&l i st =1&l i st =2

def servi ceMet hod(Map parans) {
assert parans. key=="val ue"
assert parans. key2=="true"
assert parans. bool (' key2')==true
assert parans. key3=="5"
assert parans.int('key3')==5
assert paranms.list('list')==[1, 2]

/1 Null is returned if the conversion is invalid
assert parans.int('key')==null

When the body possesses JSON, the parsed JSON object or array will be available within a
parameter called body in the Map argument. In this scenario, the types of the values are
preserved by the JSON format.

POST <webServiceUrl > with JSON body of
{"key":"val ue", "key2":true, "key3": 5}

def servi ceMet hod(Map parans) {
assert parans. body. key=="val ue"
assert parans. body. key2==true
assert parans. body. key3==5

Unsecured Web Services

There are timeswhen it is desirable to create a plugin with a publicly available web service that
does not require avalid Application Account in order to accessit. In these cases, the Unsecured
annotation may be used on the plugin web service method. No authentication will be performed
on Unsecured web services. An example of using the annotation is given below.
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Sample unsecured custom web service

@Insecur ed
def retrievePublicData(Map parans) {
return [data:["data item 1", "data item 2"]]

@ Becautiousin using this annotation as it may potentially present a security
risk if sensitive datais returned from the web service.

Returning Errors

In order to signify an error occurred or invalid data was provided, the WebServiceException
class may be thrown from any custom web service. This exception contains constructors and
fieldsfor alist of messages and a HTTP response code. For example, suppose that the user
provided inadequate information. The web service could use the following code to notify the
user and prompt them to take action with custom messages.

def service(Map parans) {
/] Handle invalid input
if (!params.int('a'))
t hrow new WebServi ceException("lnvalid paraneter 'a' specified, please specify
an integer!", 400)
/'l Use params.a correctly ...
}

For the example above, a 400 response code (bad request) would be returned with a response
body asfollows:

{
"messages”: [
"I'nvalid paranmeter 'a' specified, please specify an integer!"
]
}

If any other exception isthrown from aweb service (ie Exception, Illegal ArgumentException,
etc), a 500 response code will be returned with the following response body:

{
"messages": [
"A probl em occurred while processing the request",
"Message provided in the exception constructor"

See the Responses and Return Codes section for more information on error formats in MWS.

Accessing the HTTP Request Method
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The HTTP method used for the request is available from the Map parameters argument. The key
used to accessit is stored as a static field in PluginConstants called WEB_ SERVI CES _METHOD.
The valueisastring which can be GET, POST, PUT, or DELETE. The following example
demonstrates how this could be used with the WebSer vi ceExcept i on to create aREST API
with aplugin.

def serviceMethod(Map parans) {
/] Check to nmake sure that this request used the HITP GET net hod
/1 Throw a 405 error (nethod not supported) if not
i f (parans[ Pl ugi nConst ant s. WEB_SERVI CES_METHOD] ! =" GET")
t hrow new WebSer vi ceException("Method i s not supported", 405)

6.2.9 Reporting State Data

Aslong as Moab Workload Manager is configured with MWS as a Resource Manager (RM),
plugins may report state information on nodes, virtual machines, and jobsto MWM. Thisis done
through Reports that are generated by the plugin and passed to the bundled RM services (Nade
RM Service, Virtual Machine RM Service, and Job RM Service). Each report isfor a specific
type of object: node, virtual machine, or job. Each contains current state information on the
specific attributes of the typeit isfor.

Generating Reports

To generate areport, ssmply create a new instance of areport depending on the type of object to
be reported:

Object Type | Report Type

Node NodeReport

Virtual Machine VirtualMachineReport
Job JobReport

Each report has a single required parameter for creating a new instance - the 1D of the object
which is being reported. Once the report instance has been created, any property may be
modified as shown in the APl documentation links in the table above. The following example
shows the creation of a simple node report and modification of afew properties:

public void poll () {
NodeReport node = new NodeReport ("nodel")
node. ti nestanp = new Dat e()
node. i mage = "cent 0os-5. 4- st at el ess”
...l Set other properties and persist the report

}

Special Cases in Field Values

All complex types, such as Lists, Maps, and objects (not including Enumerated values such as
NodeReportState and JobReportState) have default values set for them and are not required to be
instantiated before use. For example, thenet r i ¢s property of a node report may be modified
asfollows:
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public void poll () {
NodeReport node = new NodeReport (" nodel")
/1 The follow ng assi gnnents are equivalent in their functionality
node. f eat ur es. add( " FEAT1")
node. f eat ures << "FEAT2"
/1 The follow ng assi gnnents are equivalent in their functionality
node. netrics. METRICL = 4d
node. netrics["METRI C2"] = 125.5
.1l Set other properties and persist the report

For ther esour ces andr equi r enent s (jobs only) properties, assignments may be made
easily without checking for previously existing values or null objects. For example, resources
may be added to ther esour ces property smply by accessing it asaMap:

public void poll () {
NodeReport node = new NodeReport ("nodel")

node. resources. RESl1.total = 10
node. resources. RES1. avai l able = 3
node. resour ces["RES2"].total = 10

node. resour ces[ "RES2"] . avai | abl e = 10
...l Set other properties and persist the report

Thejob report'sr equi r enent s property has some additional handling to allow it to be
accessed as a single JobReportReguirement object, such asin the following example:

public void poll () {
JobReport job = new JobReport("job.1")
j ob. nodeCount M ni mrum = 4
] ob. processor Count M ni num = 2
j ob. requi redNodeFeat ures << "FEAT1"
j ob. preferredNodeFeat ures << "FEAT2"
.1l Set other properties and persist the report

4 Although multiple requirements may be added to ther equi r enent s list to
provide consistency with the MWS Job resource, only the first requirement
object's properties will be reported to MWM through the RM interface.

Managing Images for Nodes

In order to have Moab Workload Manager recognize a node as a virtual machine hypervisor, it
must have a valid associated Image. In particular, the i mage property on anode report must set
to avalid image name. Theimage'shyper vi sor Type andvi rt ual i zedl mages
properties are then used to report the correct hypervisor type and supported virtual machine
imagesto MWM.

If thei mage isinvalid, it will be ignored and the node will not be recognized as a hypervisor. If
thei mage isvalid, but no hyper vi sor Type valueis present, the

ext ensi ons. xcat . hvType field value will be used. If that is aso not present, the
configuration parameter for default hypervisor type (See Configuration) will be used instead.

Persisting a Report
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After areport has been generated and all desired fields have been updated, the report must be
sent to one of the three bundled RM services for persisting. If thisis not done, the report will be
discarded and will not be considered when reporting state information to MWM. The RM
services are shown below according to the object type that they handle:

Object Type |RM Service

Node Node RM Service
Virtual Machine Virtua Machine RM Service
Job Job RM Service

Each service has two methods: save and updat e. The difference between these is that the
save method first removes al previous reports from the plugin calling the method, and then
persists the new reports, thereby only persisting the latest reports, while the updat e method
does not remove any reports before persisting the new reports. Typically, the save method will
be used while aplugin is being polled, while the updat e method will be used in incremental
event based reporting. An example of using the save method is shown below.

| NodeRMSer vi ce nodeRMser vi ce

public void poll () {
NodeReport node = new NodeReport (" nodel")
/'l Change the state
node. st ate = NodeReport St at e. BUSY
/] Persi st
nodeRMBer vi ce. save([ node] )

Once thisis done, the reports will be persisted to MongoDB and will be included in RM Queries
from Moab Workload Manager or users.

6.2.10 Controlling Lifecycle

At times a plugin developer may wish to modify the current state of a plugin or even create
plugins programatically. This may be done with the Plugin Control Service. Operations exist on
the service to:

® create plugin instances dynamically with specific configuration.

® retrieve plugin instances by ID or based on configuration properties.
® start or stop plugin instances.

* verify plugin instance configuration.

Creating Plugins

Several methods are provided to allow on-the-fly creation of new plugins. Generaly, they allow
aplugin with a specific ID and plugin type (as a string or as a Groovy Class) to be created with
optional configuration properties. These properties should match the fields in the Plugin API.

If any configuration properties are omitted, the defaults will be used as described in the Setting
Default Plugin Configuration section. A boolean value is also returned indicating whether the
creation succeeded or not.
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Note that the cr eat ePl ugi n methods will initialize the plugin for retrieval or usage and
attempt to start the plugin if theaut oSt ar t property istrue.

Retrieving Plugins

Plugins may be retrieved by using an 1D, querying by plugin type, or even querying based on
configuration parameters. Several methods are provided to perform these functions as shown on
the Plugin Control Service page.

Starting and Stopping Plugins

Plugins may also be started or stopped on demand. These two methods are exposed directly as
start and st op on the plugin control service. Although each method does not return any data,
exceptions are thrown if errors are encountered.

Verifying Plugin Configuration

Finally, the plugin control service may be used to verify plugin configuration at any point instead
of just when the plugin is started or modified. This may be useful to attempt to modify plugin
configuration directly through the set Conf i g dynamic method and then verify that the new
configuration is valid for the plugin. Exceptions are thrown if the plugin or the configuration is
invalid.

Examples

If an error state is detected it may be necessary to stop the current plugin instance until corrective
action can be taken. This may be done using the following code:

package exanpl e
i mport com adapt c. mws. pl ugi ns. *

class ErrorPlugin {
| Pl ugi nControl Servi ce plugi nControl Servi ce

public void poll () {

/] Error Is detected, stop plugin instance

try {
| og.warn("An error was detected, trying to stop the plugin ${id}")
pl ugi nCont r ol Servi ce. st op(i d)
| og. warn( " The plugin was successfully stopped")

} catch(Pl ugi nSt opException e) {
log.error("Plugin instance ${id} could not be stopped", e)

6.2.11 Accessing MWS REST Resources

Often a plugin type may need to access existing MWS REST Resources in order to extend or
complement default MWS functionality. This may be done with the Moab Rest Service, which
allows a plugin type devel oper to utilize the existing Resources documentation to perform these
tasks.

All accesses to resources require a HTTP method to use (such as GET, POST, PUT, or
DELETE) and arelative URL (such as /rest/jobs). Although it mimics the REST resource
interface, no actual requests are made and no data is transmitted through the network.
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Authentication

All resources are available to the Moab REST Service, and no authentication or Application
Accounts are needed.

&% Caution must be used when developing plugin types, as there are no
restrictions to what may be done with the Moab REST Service. Thisis
especially true when not utilizing hooks as discussed below.

Hooks

If Pre and Post-Processing Hooks are utilized in MWS, the plugin type developer may choose
whether or not they are executed when performing a "request” through the Moab REST service.
Thisis done through the hooks option as documented on the Moab Rest Service page.

Verifying API Version Support

The Moab REST Service provides a method for easily determining which API versions are
supported by the current version of MWS. This method includes checks to make sure that the
API version will work as expected, including verifying any configuration or external services are
running.

noabRest Ser vi ce. i SAPI Ver si onSupported(1)
nobabRest Ser vi ce. i sAPI Ver si onSupport ed(2)

URL Parameters

URL parameters, such asquery, sort , pr oxy- user, and others should be not be appended
directly to the URL. Instead, these may be specified with the par ans option:

/1 Query inmages that are hypervisors

nobabRest Servi ce. get ("/rest/i mages", parans:[query:'{"hypervisor":true}'])
/1 Sort images by osType

nmoabRest Servi ce. get ("/rest/images", params:[sort:'{"osType":1}'])

Examples

This coderetrieves alist of all nodes, and is equivaent to the Get All Nodes task.
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package exanpl e

i mport com adapt c. mws. pl ugi ns. *
i mport net.sf.json.*

class RestPlugin {
| MbabRest Servi ce npbabRest Servi ce

public void poll () {
def result = npabRest Service. get("/rest/nodes")
// OR with the hook enabl ed...
def result = npabRest Service. get("/rest/nodes", hooks:true)

assert result instanceof MabRest Response
assert nodes instanceof List

| og. debug( " Nodes list:")
nodes. each { JSON node ->
| 0og. debug( node. i d)

This code adds aflag to ajob, and is equivalent to the Modify Job Attributes task. This request
also enables the hook (if oneis configured) for the "request” and uses a URL parameter. Thisis
the equivalent of makingacall to/ rest/j obs/j ob. 1?pr oxy- user =adapti ve.

package exanpl e

i nport com adapt c. mws. pl ugi ns. *
i mport net.sf.json.*

class RestPlugin {
| MbabRest Servi ce npabRest Servi ce

public void poll () {
def jobld = "job.1"
def result = noabRest Service. put("/rest/jobs/"+jobld, hooks:true
parans: [' proxy-user':"'adaptive'])
[flags: [ "RESTARTABLE"] ]

assert result.isSuccess()

}
}

6.2.12 Handling Events

Plugin types may handle specific events by containing methods defined by the conventions
below. All events are optional.

The Polling Event

To maintain current information, each plugin is polled at a specified time interval. The following
method definition is required to utilize the polling event.

void pol () { ..}

Typically this polling method is used to report node and virtual machine information. By default,
the polling interval is set to 30 seconds, but can be modified for all or individual plugins as

explained in Plugin Management.
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When a polling event occurs, the pol | method on the target plugin is called. This method may
perform any function desired and should typically make callsto the Node RM Service, the
Virtual Machine RM Service, and the Job RM Service services to report the current state of
nodes and virtual machines. For example, the pol | method in the Native plugin typeis
implemented as follows:

& Thisisan extremely smplified version of what is actually implemented in
the Native plugin type.

| NodeRMBer vi ce nodeRMVSer vi ce;
I Vi rtual Machi neRMSer vi ce vi rtual Machi neRMSer vi ce;

public void poll () {
nodeRMSer vi ce. save(get Nodes());
vi rtual Machi neRMSer vi ce. save(get Vi rtual Machi nes());

}

This simple poll method calls two other helper methods called get Nodes and

get Vi rt ual Machi nes to retrieve node and virtual machine reports. These reports are then
sent to the appropriate RM service. See Reporting State Data for more information on the RM
services, but the objective of this example isto demonstrate one possible use of the poll event
handler. Other plugin types, on the other hand, may use the poll event to update internal data
from pertinent resources or make callsto external APIs.

Lifecycle Events

Events are also triggered for certain lifecycle state changes. The following method definitions
are required to receive lifecycle events.

public void configure() throws InvalidPluginConfigurationException { ...}
public void beforeStart() { ...}

public void afterStart() { ...}

public void beforeStop() { ...}

public void afterStop() { ...}

Each event is described in the table bel ow with the associated state change when the event is
triggered.

S Event Description

Triggered before bef or eSt art and after the plugin has been
configure Configure configured. May be used to verify configuration and perform any setup
needed any time configuration is loaded or modified.

beforeStart Start Triggered just before starting a plugin.

afterStart  Start Triggered just after a plugin has been started.

beforeStop Stop Triggered just before stopping a plugin.

afterStop  Stop Triggered just after stopping a plugin.
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Currently, no events are triggered for pausing, resuming, erroring, or clearing errorsfor plugins.

RM Events

When MWS is configured as a Moab Resource Manager (see MWM Resource Manager
Integration and more specifically Configuring MWM), RM events are sent from Moab to each
plugin according to the Routing specification. The following method definitions are required to
receive these events.

publ i c bool ean jobCancel (List<String> jobs) { ...}

public bool ean j obMdify(List<String> jobs, Map<String, String> properties) { ...}

public bool ean j obRequeue(List<String> j obs) { ...}

public bool ean jobResume(List<String> jobs) {

public bool ean jobStart(String jobld, String t askLi st, String usernane) { ..}

public bool ean jobStart(String jobld, String taskList, String usernane, Map<Str| ng,

String> properties) { ...}

public bool ean jobSubm t (Map<String, String> properties) { ...}

publ i c bool ean j obSuspend(List<String> jobs) { ...}

publ i c bool ean nodeMdi fy(List<String> nodes, Map<String, String> properties) { ...}

public bool ean nodePower (List<String> nodes, NodeReportPower state) { ..

publ i c bool ean resourceCreate(String type, Stri ng id, Map<String, Stri ng> attributes) {
}

publ i c bool ean system\bdi fy(Map<String, String> properties) { ...}

public List<String> systemuery(List<String> attributes) { ...

publ i c bool ean virtual MachineM grate(String vmd, String hypervisorld, String
operationld) { ...}

These calls are equivalent to the Moab RM URLSs as described in the Native "Native Plugin
Interface Comparison” section. All method definitions are documented in the AbstractPlugin API
documentation.

6.2.13 Handling Exceptions

Thecom adapt c. mas. pl ugi ns package contains several exceptions that may be used and
in some cases, should be caught. All exceptions end with "Exception”, asin
PluginStartException.

There are several specific cases where Exceptions should or can be used:

® Ther el oad method on the Plugin Control Service can throw the
InvalidPluginConfigurationException to signify that the configuration contains errors.

® Various methods on the Plugin Control Service throw plugin exceptions which must be
caught to diagnose errors when creating plugin types.

* Any exception (including the Exception class) can be thrown from a custom web service to
display a 500 Internal Server Error to the client requesting the service with the given error
message.

6.2.14 Managing SSL Connections

At timesit isdesirable to load and use self-signed certificates, certificates generated from a
single trusted certificate authority (CA), or even simple server certificates. It may also be
necessary to use client certificates to communicate with external resources. To ease this process,
the SSL_Service may be utilized. This service provides methods to load client and server
certificates from the filesystem. Methods are also present to aid in creating connections which
automatically trust all server certificates and connections.

Several points should be noted when using the SSL Service:
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® Certificate filesmay bein the PEM file format and do not need to be in the DER format (as
istypical of Java security).

® Each method returns an instance of SSL SocketFactory, which may then be used to create
simple sockets or, in combination with another client library of choice, create a connection.

® |f the client certificate password is non-null, it will be used to decrypt the protected client
certificate.

® Thisserviceisnot needed when performing SSL communications with trusted certificates,
such as those for HTTPS enabled websites that do not have a self-signed certificate.

* |f thefile name of the certificate file (client or server) isrelative (no leading '/* character), it
will be loaded fromthemas. certi fi cates. | ocati on Configuration parameter.

® Thedefault valueof mas. certificates. |l ocationis
MAS HOVE/ etc/ssl .crt.

® Both the client certificate alias and password may be nul | . In this case, the client
certificate must not be encrypted and the client certificate's default alias (the first subject
CN) will be used.

® Thelenient socket factory and hosthame verifier automatically trust all server certificates.
Because of this, they present alarge security hole. Only use these methods in devel opment
or in fully trusted environments.

Example

To create a socket to a server that requires a client certificate, the following code may be used.

package exanpl e
i nport com adapt c. mws. pl ugi ns. *

cl ass SSLConnecti onPl ugi n extends AbstractPl ugin {
| Ssl Servi ce ssl Service

public void poll () {

[l This certificate is not encrypted and will be the only certificate presented
to the

/] connecting end of the socket.

[/ This file will be | oaded from MA5_ HOVE + mns. certificates.|location +
ny-cert.pem

String clientCert = "ny-cert. pent

def socketFactory = ssl Service. get Socket Factory(clientCert, null, null)
def socket = socket Factory. createSocket ("hostnanme. conl', 443)
I/l Wite and read fromthe socket as desired...
}
}

To create aHTTPS URL connection to aserver that has a self-signed certificate, the following
code may be used. Note that thisis very typical of client libraries - they have a method to set the
SSL socket factory used when creating connections.
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package exanpl e
i nport com adapt c. mws. pl ugi ns. *

cl ass SSLConnecti onPl ugi n extends AbstractPlugin {
| Ssl Servi ce ssl Service

public void poll () {

[l This certificate represents either the server public certificate or the CA's
certificate.

/] Since the path is absolute it will not be |oaded fromthe MAS HOVE
directory.

String serverCert = "/etc/ssl/certs/server-cert. pent

def socket Factory = ssl Service. get Socket Fact ory(serverCert)

/1 Open connection to URL

Ht t psURLConnecti on conn = "https://host name. com 443/ test"
.toURL() . openConnection()

conn. set SSLSocket Fact or y(socket Fact ory)

/] Retrieve page content and do with as desired...
def pageContent = conn.getlnputStrean).text

}

6.2.15 Utilizing Services or Custom "Helper" Classes
There are three general types of services available for use in plugins:

1. Bundled services such as the Moab Rest Service.
2. Custom built translators loaded by convention of their name.
3. Other custom built helper classes registered with Annotations.

These will each be described in this section.

6.2.15.1 Bundled Services

Bundled services are utility classes that are included and injected by default onto al plugin
types. It isnot required to use any of these services, but they enable several core features of
plugin types as discussed in the Utility Services section.

More information may be found on each bundled service in the Quick Reference section under
"Plugin Services'. See especially the "Usage" page under "Plugin Services' to understand
generally how they are to be used.

6.2.15.2 Using Translators

Often a plugin type class file becomes so complex that it is desirable to split some of itslogic
into separate utility service classes. The most typical use case for thisisto split out the logic for
"trandating” from a specific resource API to aformat of datathat the plugin type can natively
understand and utilize. For this reason, there is a convention defined to easily add these helper
classes called "Trandlators'.

Simply end any class name with "Translator”, and it will be automatically injected just as
bundled services onto plugin types, other translators, or even custom registered components. The
injection occurs only if afield exists on the class matching the name of the translator with the
first letter lower-cased. For example, atrandator class called "MyTranslator" would be injected
on plugin types, other trandators, and custom components that define afield called
"myTranslator" asdef nyTransl at or or MyTransl at or nyTransl| at or.
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% Do not use two upper-case letters to start the class name of a Translator.
Doing this may cause injection to work improperly. i.e. use RmTranslator
instead of RMTranslator as the class name.

@ Becareful not to declare translator and custom component injection such that
acyclic dependency is created.

Logging in Translators

All tranglators automatically have a"getLog" method injected on them which can be used to
access the configured logger. It returns an instance of org.apache.commons.logging.Log.

package exanpl e

cl ass Exanpl eTransl ator {
public void nyMethod() {
/1 1og will be translated to getLog() by the groovy conpiler
log.info("Starting nmy method")

See the Logging section for more information on logging configuration and usage.

Example

Suppose that atranglator needs to be created to handle a connection to access an external REST
resource. The translator could be defined as follows:

package exanpl e

cl ass Exanpl eTransl ator {
public int getExternal Nunber() {
def nunber = ...// Make call to external resource
return nunber
}
}

A plugin type can then use the tranglator by defining afield called "exampleTranslator”. Note
that an instance does not need to be explicitly created.

package exanpl e

cl ass Exanpl ePl ugin {
def exanpl eTr ansl at or
Il OR ...
/ | Exanpl eTr ansl at or exanpl eTr ansl at or

public void poll () {
/1 Use the translator
| og.info("The current nunber is "+exanpl eTransl at or. get Ext er nal Nunber ())

To extend the example, the translator may also be injected into another trandlator:


http://commons.apache.org/logging/apidocs/org/apache/commons/logging/Log.html

package exanpl e

cl ass Anot her Transl at or {
def exanpl eTransl at or

public int nodifyNunber(int nunber) {
return nunber + exanpl eTransl at or. get Ext er nal Nurber ()

}

Thistrandator may be used in the plugin type just as the other trandator.

6.2.15.3 Registering Custom Components

There are cases where the concept of a"Trandator” does not fit the desired use of a utility class.
In these cases, it is possible to register any arbitrary class as a component to be injected just asa
tranglator would be. Thisis done using the Spring Framework's annotation

or g. spri ngframewor k. st er eot ype. Conponent . When this annotation is used, the
classis automatically registered to be injected just as translators onto plugin types and

trangd ators.

4 All annotations are available in the dependencies declared by the
plugins-commons artifact.

% Do not use two upper-case letters to start the class name of a custom
component. Doing this may cause injection to work improperly. i.e. use
RmuUtility instead of RMUTtility as the class name.

Changing Scope

By default, when a custom component is injected, only asingle instance is created for all classes
which inject it. Thisisreferred to as the 'singleton' scope. Another scope that isavailableis
‘prototype’, which creates anew instance every timeit isinjected. Thisis useful when the class
contains state data or fields that are modified by multiple methods. To change the scope, use the
or g. spri ngframewor k. cont ext. annot at i on. Scope on the classwith asingle
String parameter specifying 'singleton’ or 'prototype’.

Injecting Translators or Components

The need may arise to inject translators or other custom components onto custom components.
Thisisdone using the

or g. spri ngframewor k. beans. fact ory. annot ati on. Aut ow r ed or

j avax. annot at i on. Resour ce annotations. The Aut ow r ed annotation is used to inject
classinstances by the type (i.e. My Tr ansl at or nyTr ansl at or) whilethe Resour ce
annotation is used to inject class instances by the name (i.e. def mnyTr ansl at or ). Add the
desired annotation to the field that needs to be injected.
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% Note that using the Aut owi r ed annotation does injection by type which
differs from tranglator and plugin type injection. These are done by name just
asthe Resour ce annotation allows. Due to thisfact, atype of "def" cannot
be used when doing injection onto custom components using the
Aut owi r ed annotation. See the example below.

Injection of custom components onto translators and plugin types are still
done by name, only fieldsinjected using the Aut owi r ed annotation are

affected.

@ Becareful not to declare translator and custom component injection such that
acyclic dependency is created.

Logging in Custom Components

Unlike plugins and translators, custom components do not automatically have a"getLog"
method injected on them. In order to log with custom components, you must use the Apache
Commons Logging classes to retrieve anew log. The Pl ugi nConst ant s class contains the
value of the logger prefix that isused for al plugins and translators. The following is an example
of how to retrieve and use alogger correctly in a custom component.

package exanpl e

i mport com adapt c. mws. pl ugi ns. Pl ugi nConst ant s

i mport org. apache. commons. | oggi ng. Log

i mport org. apache. conmons. | oggi ng. LogFact ory

i nport org.springfranework. st ereotype. Conponent

@Conponent
cl ass Exanpl eConponent {
private static final Log | og = LogFactory. get Log(Pl ugi nConst ants. LOGGER_PREFI X+t hi s

. hane)

public void nyMet hod() {
| og.info("Starting ny nmethod")

}

See the Logging for more information on logging configuration and usage.

Example

Suppose that a custom utility class is needed to perform complex logic. A custom component
could be defined as follows (notice the optional use of the Scope annotation):

package exanpl e

i mport org.springfranework. st ereotype. Conponent
i mport org.springfranmework. cont ext.annotati on. Scope

@Conponent
@scope( " prototype")
cl ass Conpl exLogi cHandl er {
def handl eLogic() {
.11 Perform conplex |logic and return
}

}
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A plugin type or trandator could then be defined to inject this component:

package exanpl e

cl ass CustonPl ugin {
def conpl exLogi cHandl er

public void poll () {
conpl exLogi cHandl er. handl eLogi c()

Now suppose another custom component needs to use the ComplexLogicHandler in its code. It
can inject it using the Aut owi r ed annotation:

package exanpl e

i mport org.springfranework. st ereotype. Conponent
i nport org.springfranework. beans. factory. annot ati on. Aut ow red

@Conponent

cl ass Anot her Handl er {
/] Note that this is injected by type, so 'def' nmy not be used
@\ut owi red
Conpl exLogi cHandl er conpl exLogi cHandl er

def wrapLogic() {
conpl exLogi cHandl er . handl eLogi c()

To perform the same injection but by name (as tranglators and plugin types are injected), use the
Resour ce annotation:

package exanpl e

i mport org. springfranmework. st ereotype. Conponent
i mport javax.annotati on. Resource

@Conponent
cl ass Anot her Handl er {
/1 Note that this is injected by nane based solely on the nane defined in
I the annotation. The nane of the field itself does not affect the injection
@Resour ce( nanme="conpl exLogi cHandl er")
def conpl exLogi cHandl er

def wrapLogic() {
conpl exLogi cHandl er . handl eLogi c()

6.2.16 Packaging Plugins
Plugin types may be packaged in two different ways to upload to MWS:
1. A smple Groovy file containing a single plugin type definition.

2. A JAR file containing one or more plugin types, translators, and custom components.

While each may be uploaded to MWS using the REST API or the User Interface as described in
Add or Update Plugin Types, using a JAR file is recommended. Using asimple Groovy fileis
useful for testing and generating proof of concept work, but does not allow the use of several
features of plugins.
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The principles of packaging a plugin type or set of plugin typesin aJAR file are very simple.
Simply compile the classes and package in atypical JAR file. All classesending in "Plugin” are
automatically attempted to be loaded as a plugin type, al classesending in "Translator" are
attempted to be loaded as atrandator, and all classes annotated as a custom component will be
attempted to be loaded. It is recommended that a build framework is used to help with compiling
and packaging the JAR file, such as Gradle. This makes it easy to declare a dependency on the
necessary JAR files used in plugin development and to debug, compile, and test plugin code.

In addition to using utility services such as trandators, packaging plugin typesin JAR files
allows the creation of asingle project for multiple related plugin types and bundling of external
dependencies. These two features are discussed in the following sections.

6.2.16.1 Plugin Projects and Metadata

Each plugin type has information attached to it, called metadata, which describes the origin and
purpose of the plugin type. Additionaly, a JAR file may aso contain a project file which defines
default metadata attributes for all plugin typesin the JAR. Initial plugins, or pluginsthat will be
created on loading of the JAR file if they do not exist, are also able to be defined on a project
file. In al cases, metadata declared on a plugin type will override the metadata defined on the
project file.

To define aproject file, smply add aclassto JAR file that endsin "Project”. Thisfile will
attempted to be loaded as the project file. Every field on a project file, and even the fileitself, is
optional. All available fields are shown in the example below.

cl ass Sanpl eProj ect {
/1 Plugin information
String title = "Sanpl e"
String description = "Sanple plugin types"
String author = "CQur Conpany."
String website = "http://exanple.cont
String email = "sanpl e@xanpl e. cont'

/] Versioning properties
String version = "0.1"
String mwsVersion = "7.1 > *"
String commonsVersion = "0.9 > *"
String |icense = "APACHE"

/] Docunentati on properties
String i ssueManagenent Li nk = "http://exanpl e. confticket-systeni sanpl e- pl ugi ns"
String docunentationLink = "http://exanpl e.conl docs/ sanpl e- pl ugi ns"
String scnlink = "http://exanpl e.con git/sanpl e-pl ugi ns"

/1 Plugins that are to be created with these properties only when they do NOT exi st
/1 This does not override any existing plugin instance configuration
def initialPlugins = {
/~k
/1 Miultiple instances of plugins may be defined here
/1 In this case, '"sanple' is the id of the plugin
sanpl e {
pl ugi nType = "Sanpl e"
/1 Al'l properties except for "plugi nType" are optiona
pol I Interval = 30
autoStart = true
/1 Although it is possible to set plugin precedence, it is not
recommended since this precedence
/1 may already be taken and plugin creation will fail in this case
precedence = 5
config {
configParam = "val ue"

}

/1 Another plugin with an I D of 'sanple2
sanpl e2 {

*/

258


http://gradle.org/

As can be seen, metadata information about the plugin type(s), versions, and documentation are
available. These are displayed when viewing plugin information in the User Interface or through
the REST API.

Any of these properties except fori ni ti al Pl ugi ns, masVer si on, and
commonsVer si on may be overwritten by the plugin type classitself by using static properties.
A simple example is shown below.

package exanpl e

cl ass Sanpl ePl ugin {
/] Properties nmay be typed, untyped, final, or otherw se,
/] but they MIST be static
static version = "0.2"

static title = "Sanple plugin"

static description = "This sanple plugin is used to denonstrate netadata
i nformation"

static author = "Separate D vision"

.../l Rest of the plugin type definition

MWS and Commons Versions

The mnsVer si on and conmonsVer si on fields are used to restrict the versions of MWS and
plugin framework with which the plugin project may be used. Each field is of the format

FI RST_VERSI ON > LAST_VERSI ON, where FI RST_VERSI ONisthefirst supported MWS
or plugin framework version (inclusive), and LAST_VERSI ONisthe last supported MWS or
plugin framework version (inclusive). Each version must take the format of #.# or ##.#, asin
7.1, 0r 7.1.2. An asterisk (*) is used to denote any version, and may be used for the first or the
last version.

Although support for restricting both the MWS and commons versions are provided, it is
recommended to use the commons version restriction always and the MWS version restriction
where necessary. Restrictions on the commons version prevent plugin loading errors while
restrictions on the MWS version prevent runtime errors such as missing support for certain
MWS APl versions.

Typically the mws Ver si on and conmonsVer si on fields are set as shown above, with the
first version set to a specific number, and the last version set to any (an asterisk). Thisisthe
recommended approach for setting both fields. It is not recommended to use any version
(asterisk) for the first version. Some examples of masVer si on and conmonsVer si on values
are shown below with explanations of how they behave.
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String masVersion = "7.1 > *" [/ Any MAB version 7.1.0 and greater is supported
(including 7.2, etc)

String masVersion = "7.1.3 > *" // Any MAS version 7.1.3 and greater is supported
(including 7.2, etc)

String massVersion = "7.1 > 7.1.3" // Any MAS version between 7.1.0 and 7.1.3 is

support ed

String masVersion
String masVersion
recommended! )

*
\%
*

" /] Any MAS version is supported (not recommended!)
.2" [/ Any MAS version up to 7.2 is supported (not

*
\
~

String commonsVersion = "0.9 >

supported (including 1.0, etc)

String comonsVersion = "0.9.3 > *" // Any framework version 0.9.3 and greater is
supported (including 1.0, etc)

String commonsVersion = "0.9 >

i s supported

*" [/ Any franework version 0.9.0 and greater is

0.9.3" // Any framework version between 0.9.0 and 0.9.3

String commonsVersion = "* > *" [/ Any framework version is supported (not
recommended! )
String comonsVersion = "* > 1.0" // Any franmework version up to 1.0 is supported (not

recommended! )

If the mansVer si on or commonsVer si on fields are formatted incorrectly, the plugin project
will fail to load. If aplugin project is uploaded to MWS and the version check fails, the project
will fail to load with an error message about the mas Ver si on or cormonsVer si on.

& ThemnsVer si on and cormons Ver si on fields cannot be overridden by
asingle plugin type, but can be set only at the plugin project level. This
prevents mixing of MWS and commons version requirements within asingle
project.

Initial Plugins

Theinitia plugins closure provides the flexibility to insert plugin instances when the JAR is
loaded. This occurs at two points: when the plugin JAR isfirst uploaded to MWS, and when
MWS isrestarted. As shown in the example above, the ID, pluginType, and other properties may
be configured for multiple plugins.

The nature of Groovy closures means that programmatic definition of initial pluginsis possible.
This may even be based on the MWS application configuration. Two properties are
automatically available in the initial Plugins closure:

® appConfi g - Contains the MWS application configuration. Any configuration parameter
isavailable for access as documented on the Configuration page.

® suit e - Containsthe currently configured suite that MWS isrunning in. Thisis equivalent
tothemas. sui t e configuration parameter, and is an instance of Suite.

Native Plugin Case Study

The Native JAR file utilizes many of the features discussed above. In the root of the JAR file, a
compiled class called NativeProject exists which defines all of the metadata fields, including
i ni tial Plugins. Trying to create an initial plugin presents two distinct problems:

® The plugin should beinitialized only if the suiteis CLOUD.
® The plugin type configuration must contain an entry referencing the configured
mas. home. | ocat i on parameter, or the configured MWS_HOME location.
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Thei ni ti al Pl ugi ns closureis defined asfollows:

i mport com adapt c. mws. pl ugi ns. Suite

class NativeProject {
...I'l Metadata fields

def initialPlugins = {
[/ Initialize the cloud-native plugin only if the suite is CLOUD
if (suite==Suite.CLOUD) {
' cl oud- native' {
pl ugi nType = "Native"
pol I I nterval = 30
config {
/] Use the appConfig property to retrieve the current MAS_HOVE
| ocation
getCluster = "file://${appConfig. mns. hone. | ocati on}/etc/nodes. txt"

6.2.16.2 Managing External Dependencies

External dependencies (e.g. JAR files) may be included and referenced in JAR files. Certain
rules must also be followed in order to have the dependencies |oaded from the JAR file correctly:

1. The plugin type must bundle all external dependency JARs in the root of the plugin type
JAR file.

2. Anentry must be included in the MANI FEST. MF file that references each of these bundled
JAR files as a space separated list:

Cl ass-Pat h: dependencyl.jar dependency2.jar dependency3.j ar

Assuming that these rules are followed and that the plugin type is uploaded using the REST AP
or the User Interface, the dependent JARs will first be loaded and then the new plugin type and
associated files will be loaded.

6.2.17 Example Plugin Types

Several plugin types are provided by Adaptive Computing for use in Moab Web Services.
Examples of these include the Native and vCenter plugin types.

&y Please see the Plugin Types item in the Quick Reference menu for all
bundled plugin types.

A sample plugin type in Groovy would resemble the following:
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package sanpl e
i nport com adapt c. mws. pl ugi ns. *

cl ass Sanpl ePl ugi n extends AbstractPlugin {

static author = "Adaptive Conputing"
static description = "A sinple plugin in groovy"
static version = "0.1"

| NodeRMSer vi ce nodeRMser vi ce

public void configure() throws InvalidPl ugi nConfi gurationException {
def nyConfig = config /1 "config" is equivalent to getConfig() in groovy
def errors =[]
if (!'nyConfig.arbitraryKey)
errors << "M ssing arbitraryKey!"
if (errors)
t hrow new | nval i dPl ugi nConfi gur ati onException(errors)

}

public void poll () {
NodeReport node = new NodeReport ("nodel")
node. resources. RESl.total = 5
node. r esour ces. RESL. avai | able = 5
node. state = NodeReport State.|DLE
nodeRMSer vi ce. save( [ node] )

}

/'l Access at /rest/plugins/<id>/services/exanpl e-service
public def exanpl eService(Map parans) {
return [success:true]

6.3 MWM Resource Manager Integration

Moab Workload Manager possesses the concept of Resource Managers (RMs). While plugins
can be related to RMss, they often provide greater functionality and serve more purposes than a
typical RM. MWS must be represented in MWM as a RM to enable certain plugin features such
as state reporting and handling RM events. This section describes the process of configuring
MWM and additional details of its queriesto MWS.

6.3.1 Configuring MWM

Moab Workload Manager must be configured to use MWS as a resource manager. The following

linesmust bein the/ opt / noab/ et ¢/ noab. cf g file or one of itsincluded files:

RMCFE nws TYPE=NATI VE

RMCFE nws FLAGS=User Spacel sSepar at e

RMCFE mws CLUSTERQUERYURL=exec: // $TOOLSDI R mws/ cl ust er. query. mas. pl
RMCFE mws WWORKLOADQUERYURL=exec: / / $TOOLSDI R mas/ wor kl oad. query. mas. pl
RMCFE nmws JOBCANCELURL=exec: // $TOOLSDI R mas/ j ob. cancel . mas. pl

RMCFE mws JOBM GRATEURL=exec: // $TOOLSDI R/ mns/ vm mi gr at e. mas. pl

RMCFE nmws JOBMODI FYURL=exec: // $TOOLSDI R mas/ j ob. modi fy. mas. pl

RMCFE mws JOBREQUEUEURL=exec: / / $TOOLSDI R mas/ j ob. requeue. mas. pl
RMCFE mws JOBRESUMEURL=exec: // $TOOLSDI R mas/ j ob. resume. mas. pl

RMCFE nmws JOBSTARTURL=exec: // $TOOLSDI R/ mas/ j ob. start. mas. pl

RMCFE mws JOBSUBM TURL=exec: // $TOOLSDI R mas/ j ob. submi t. mas. pl

RMCFE nmws JOBSUSPENDURL=exec: / / $TOOLSDI R/ mas/ j ob. suspend. mas. pl
RMCFE mws NODEMODI FYURL=exec: / / $TOOLSDI R/ mws/ node. nodi fy. mas. pl
RMCFE mws NODEPOWERURL=exec: / / $TOOLSDI R/ mws/ node. power . mas. pl

RMCFE nmws RESOURCECREATEURL=exec: / / $TOOLSDI R/ mws/ r esour ce. cr eat e. mas. pl
RMCFE mws SYSTEMMODI FYURL=exec: // $TOOLSDlI R/ mns/ syst em nodi fy. mas. pl
RMCFE nmws SYSTEMQUERYURL=exec: / / $TOOLSDlI R mns/ syst em query. mas. pl

The next step isto edit the MWS valuesin/ opt / noab/ et c/ cl oud. cf g. Here are the
default values:

CONFI g def aul t] MAE_URL=htt p:/ /1 ocal host: 8080/ mns
CONFI d def aul t] MAE_USERNAME=admi n
CONFI d def aul t] MAE_PASSWORD=admni npw
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& MAS_ USERNAME and MAS  PASSWORD must match the values of
aut h. def aul t User . user nane and
aut h. def aul t User . passwor d, respectively, found in
[ opt/ mas/ et ¢/ mas- confi g. groovy.

The*. mwns. pl scripts should be located inthet ool s/ mas of the Moab home directory. The
Moab/ WebSer vi ces. pmmodule must also be available to the scripts. All of these files may
befoundinthet ool s/ mans and | i b/ per | 5 directories of the Moab tar file. They are
automatically installed if Moab is configured with the - - wi t h- mns flag or they can be copied
directly from thereto thet ool s folder in your Moab home directory.

To enable such actions as submitting jobs as different users, the ENABL EPROXY=TRUE option
must be present in the ADM NCFG configuration line and the OSCREDL OOKUP option must be
set to NEVER as follows:

ADM NCF( 1] USERS=r oot ENABL EPROXY=TRUE
OSCREDL OOKUP NEVER

6.3.2 RM Queries

During each iteration of Moab Workload Manager's cycle, it will query MWS through the RM
interface to access current node, virtual machine, and job information. At this point, al reports
are loaded from the database and consolidated into a single report of each object as explained in
the Data Consolidation section.

& All unset, or null, values for properties on reports are ignored.

In some cases it may be desired to query MWS directly for the current consolidated node, virtual
machine, and job reports. This may be done using the following URLs which return datain the
Wiki interface format (see the Native plugin type for more information). Note that the content
type of these URLsispl ai n/ t ext, notappl i cati on/j son.

query Description

Retrieves consolidated node and virtual machine
[rest/pluging/all/rm/cluster-query reports from al plugins. All VMswill have a
CONTAI NERNCDE attribute present.

Retrieves consolidated node and virtual machine
rest/plugins/<ID>/rm/cluster-query  reports for the specified plugin ID. All VMswill have a
CONTAI NERNCDE attribute present.

Irest/pluging/all/rm/workload-query  Retrieves consolidated job reports from all plugins.

Retrieves consolidated job reports for the specified

Irest/plugins/<ID>/rm/workload-query olugin ID.
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These queries have no effect on the dataitself. In other words, reports are not removed or
manipulated when RM queries are performed. These are manipulated only the RM services as
described in Reporting State Data.

Examples

The following example uses cCURL to perform the query.

$ curl -u adm n:adm npw http://1 ocal host: 8080/ mas/ rest/plugins/all/rmcluster-query
SC=0 RESPONSE=Success

nl.test

STATE=Up; UPDATET| ME=1344488025; CPROC=4; CMEMORY=8191; AVEMORY=7205; CPULOAD=0. 0182; PONER=0On n2. t est
STATE=Up; UPDATET| ME=1344488025; CPROC=4; CMEMORY=10239; AVEMORY=9227; CPULOAD=0. 0233; PONER=0On n3. t est
STATE=Up; UPDATET| ME=1344488025; CPROC=4; CMEMORY=10239; AMEMORY=9230; CPULOAD=0. 019633333333333336; PO\
STATE=Up; UPDATET| ME=1344488025; CPROC=4; CMEMORY=10239; AMEMORY=9230; CPULOAD=0. 020033333333333334; PO\
STATE=Up; UPDATETI| ME=1344488025; CPROC=24; CMEMORY=49150; AMEMORY=39339; CPULOAD=0. 23799999999999996; PO\
STATE=Up; CONTAI NERNODE=nmanagenent . t est ; UPDATETI ME=1344488025; CPROC=1; CMEMORY=1024; AMEMORY=152; CPUL(

6.4 Plugin Type Management

Plugin types may be managed and accessed with Moab Web Services dynamically, even while
running. Operations are provided to upload (add or update) plugin types and to list or show
current plugin types. The available fields that are displayed with plugin types are given in the
PluginType API. For more information on how these fields are set, see the Plugin Projects and
M etadata section.

@ Plugin Type JAR or groovy files should never be manually copied into the
MAS_HOME/ pl ugi ns directory. They must be managed using the methods
shown in this section or through the REST API.

6.4.1 Listing Plugin Types

Tolist al plugin types, browse to the MWS home page (ht t ps: / / ser ver nane/ mas for
example). Log in as the admin user, then click Plugins and then Plugin Types.

@ Plugin Type List

This list shows all the plugin tvpes that are available in Moab Web Services.

Add or Update Plugin Type

1D Title Author Version Has Poll
MSM Moab Services Manager (MSM) Adaptive Computing Enterprizes, Inc. 0.2 Yes
Mative  MNative Adaptive Computing Enterprizes, Inc. 0.2 Yes

6.4.2 Displaying Plugin Types

To show information about a plugin type, go to the Plugin Type List page and click the desired
plugin type.
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@ Show Plugin Type

-

Title
Drescription
Author

Email

License
Wersion

MWS Version
I==ues
Documentation
Sources

Hasz Poll Method

Wehb Services
Default
Configuration

Flugins

Add Plugin |

Plugin Type List

Mative

Mative

Basic implementation of a native plugin
Adaptive Computing Enterprises, Inc.
mws.plugins@adaptivecomputing.com

APACHE

= N
0 n
v
%

There are no entries at this time

1D Poll Interval Auto Stz
cloud-native 30

ID State

cloud-native Started

6.4.3 Add or Update Plugin Types

Plugin types can be uploaded into Moab Web Services using a Groovy file, a Java Archive (JAR
) file, or pasted Groovy code. To access the plugin type upload page, navigate to the Plugin
TypeList page and click Add or Update Plugin Type. The default interface of this page
enables the uploading of asingle Groovy classfile or aJAR file.

When a plugin type is updated, by default all corresponding plugins created from the plugin type
will be recreated. If this behavior isnot desired, clear the "Do you want to reload all pluginsto
use this new version?' checkbox before uploading the plugin type.

Single Class File

Groovy files containing a single plugin type may be uploaded at the
/mws/admin/plugin-types/create URL .
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@ Create Plugin Type

Do yvou want to reload all plugins to use this new version?

‘ + Add files... © start upload @ cancel upload T Clear files

Cancel

Tvpe or Paste Code

Simply click Add files..., select the. gr oovy classfile, and click the Start upload button. If
the plugin type was successfully uploaded and initialized, the size of the file uploaded will be
displayed along with the name of the plugin loaded.

@ Create Plugin Type

Do you want to reload all plugins to use this new version?

‘ + Add files... = © Start upload @ Cancelupload = @ Clear files

Polling 0.23 KB

Cancel

Twpe or Paste Code

If the upload failed or an error occurred during initialization of the plugin, an error message will
be displayed.
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@ Create Plugin Type

@ Plugin Type with |D "MotAValidClass' is an invalid plugin: Class name does not end with Plugin

Do vou want to reload all plugins to use this new version?

“ + Add files... © start upload @ Cancel upload W Clear files

sample.groowy 0.04 KB
Lﬂ««mmmd

Cancel

Tvpe or Paste Code

JAR File

A JAR file as described in the Packaging Plugins section containing one or more plugins may
also be uploaded using the same process as the Groovy file.

Click Add files..., select the.. | ar file, and click the Start upload button. If the upload failed or
an error occurred during initialization of the plugin(s), an error message will be displayed.

The JAR upload process differs from the single file in that if successful, the name of the JAR file
itself is displayed instead of the plugin name(s).

@ Create Plugin Type

Do yvou want to reload all plugins to use this new version?

‘ + Add files... @ Start upload @ Cancel upload T Clear files

samples.jar 28.16 KB

Cancel

Type or Paste Code

Code

To paste or type code directly into MWS and have it be loaded as asingle classfile, click Type
or Paste Code and type or paste the code into the presented text box.
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@ Create Plugin Type

Upload File(s)

Do vou want to reload all plugins to use this new version?

Code

@ Create Plugin Type

Upload File(s)

Do yvou want to reload all plugins to use this new version?

Code
package sample.polling;

m

import com.ace.mws.plugins.®

public class PollingPlugin extends AbstractPlugin {
static final title = "Polling Sample” -

public void poll{) { o

When the codeisin the box, click Create. If the upload succeeded and the code was able to be
compiled as Groovy, the browser will be redirected to the Show Plugin Type page. If the upload
failed or an error occurred during compilation or initialization of the plugin, an error message
will be displayed.

& The MWS |og file file may need to be referred to for additional details and
error messages in the case of afailure.

6.5 Plugin Management

Plugins may be managed and accessed with Moab Web Services dynamically, even while
running. Thisincludes plugin instance and lifecycle management. Additionally, default
configuration values may be set for new plugins. In order to access custom web services, the
REST API must be utilized as described in the Accessing Plugin Web Services section. The
available fields that are displayed with plugins are given in the Plugininstance API.
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6.5.1 Listing Plugins

Tolist al plugins, browse to the MWS home page (ht t ps: / / ser ver nane/ nas for
example). Log in as the admin user, then click Plugins and then Plugins.

@ Plugin List

This list shows all the plugins that have been configured in Moab Web Services.

Add Plugin

ID Plugin Type State Poll Interval
cloud-native Mative Started 30

6.5.2 Creating a Plugin

To create aplugin, go to the Plugin List page and click Add Plugin. First, a Plugin Type must
be selected to continue to actually create the plugin.

@ Create Plugin

Plugin Type *
Hanm TyRe Yienter |E|

Continue Cancel

The page is automatically built to support the plugin type's constraints. The I D field will be
automatically filled in with a suggested value, and the Poll I nterval field will be displayed only
if the plugintype hasapol | method. The required configuration fields are displayed by default,
and optional fields may be selected and added to the configuration from the drop down at the top
of the configuration section. See the Pluginlnstance API for more information on the fields.
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@ Create Plugin

Flugin Type

D *
Foll Interval *

Auto Start

Configuration

Save Cancel

VCenter
voenter
20 B
Select... -] | Add Entry
Key Value

* Username

* Password

* URL

6.5.3 Displaying a Plugin
To show information about a plugin, go to the Plugin List page and click the desired plugin ID.

@ Show Plugin

I

Flugin Type
State

Poll Interval
Auto Start

Configuration

Web Services

| Edit || Delete |

Plugin List

cloud-native
Mative

Started

Key Value
Get Cluster file:/ / fopt/mws/etc/nodes. txt

There are no entries at this time
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6.5.4 Modifying a Plugin

To modify aplugin, go to the Plugin List page, click the desired plugin ID, and then click Edit.
See the Pluginlnstance APl for more information on available fields.

@ Edit Plugin

1 cloud-native
Flugin Type MNative

State Started

sz
Foll Interval 30

[+[]

Auto Start

Caonfiguration Celect... IEI Add Enfry

et Cluster file:// foptimws/etc/nodes. bt

6.5.5 Deleting a Plugin

To delete aplugin, go to the Plugin List page, click the desired plugin ID, and then click Delete.
A confirmation message is shown. If the OK button is clicked, the plugin is deleted from the
system and cannot be recovered, including all configuration.

6.5.6 Monitoring and Lifecycle Controls

To monitor and control the lifecycle of plugins, browse to the MWS home page (

htt ps://servername/ mas for example). Log in asthe admin user, then click Plugins and
then Plugin Monitoring. This page displays the current state of al plugins as well as their
polling status.
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@ Plugin Menitoring

This page maonitors the status of all plugins in Moab Web Services.

Tuesday, June 12, 2012

Reload when poll occurs

Active Plugins

1D Plugin Type Last Poll Next Poll
cloud-native Mative 00:00:08 00:00:21 i
no-polling Logaing

Disabled Plugins

ID Plugin Type State Actions

There are no Disabled Flugins =et up at this time

4 If plugins are created from plugin types which do not have apol | method,
their lifecycle controls will be limited. Any information below which
mentions polling does not apply to the 'no-polling’ plugin shown in the
screenshots.

Active Plugins

Active plugins are those which are in the Started or Paused states. These are available to receive
events such as polling. If paused, a plugin will not receive events but is not actually stopped,
therefore no stop events are triggered.

The following images demonstrate the status of pluginsin the active states.

Active Plugins

ID Plugin Type Last Poll Next Poll Acti
cloud-native Mative 00:00:08 00:00:21 .;
no-palling Legging .i

Started plugins which can include the relative time of the last poll as well as the time of the next
poll in a countdown format. Action buttons are available to stop or pause the plugin as well as
trigger an immediate poll event.
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Active Plugins

ID Plugin Type Last Poll Mext Poll Acti
cloud-native Mative 00:00:26 .‘
no-polling Logaing .i

Paused plugins which can include only the last polling time. Action buttons are available to stop
or resume the plugin, as well astrigger an immediate poll event.

Disabled Plugins

Disabled plugins are those which are in the Stopped or Errored states. These plugins do not
receive events such as polling. If errored, aplugin may either be stopped, which represents a
"clearing” of the error, or started normally. However, if no action is taken on an errored plugin, it
likely will not start due to the fact that most plugins are put into the errored state during startup
of the plugin.

The following images demonstrate the representation of pluginsin the disabled states.

Disabled Plugins

1D Plugin Type State Action

no-polling Logging Stopped "«:-"'

Stopped plugins. A single action button is available to attempt to start the plugin.

Disabled Plugins

1D Plugin Type State Actio
with-error Legging Errored "x:.-" .

An errored plugin. As mentioned previously, action buttons are available to stop the plugin or
clear the error as well as attempt to start the plugin. If the start fails, an error message will be

displayed.
6.5.7 Setting Default Plugin Configuration

Configuration of default values for plugin configuration parameters involves setting fieldsin the
MWS configuration file. These values are used if no values are provided when creating a new
plugin. Additionally, the default values will be displayed to the user on the Create Plugin page.

The parameters to configure are documented on the MWS Configuration page and comprise
most values starting with pl ugi ns.

Copyright © 2013 by Adaptive Computing Enterprises, Inc. All Rights Reserved. Moab® Web
Services
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